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Amendment 2 
Attachment 07 

OFFEROR RESPONSE WORKSHEET, ACKNOWLEDGEMENTS, AND 
CERTIFICATIONS 

 
Offeror must provide complete responses to each item below. Insert your responses into this worksheet 
directly below each question or prompt. 

I. Indicate the Service Category(ies) Offeror is responding to: 

☒ Category 1: Risk Assessment and Mitigation Services 
☒ Category 2: Incident Response Services 
☒ Category 3: Breach Coach Services 
☒ Category 4: Notification and Credit Monitoring Services 
 

II. OFFEROR INFORMATION 

A. Company’s Full Legal Name: Global Solutions Group, Inc. 
B. Primary Business Address: 31681 Dequindre Road, Madison Heights, Michigan 48071 
C. Federal Tax Identification Number: 20 0010736 
D. Entity Type: 

☐ Sole Proprietorship 
☐ Partnership 
☐ Limited Liability Company 
☒ Corporation 

E. Artificial Intelligence Disclosure. Was artificial intelligence technology used in the 
development or completion of any portion of this proposal? (Check one of the below.) 
☒ Yes 
☐ No 
 

III. BUSINESS DETAILS 

A. Company Website. Provide a URL for your company’s website. 

GSG’s Response:  www.GlobalSolGroup.com 

 
B. Company History. Provide a brief history of your company, including the year of its founding and any 

material acquisitions or mergers in which it has been involved. 
 

GSG’s Response: 

GSG, founded in 2003, is a privately held small business based in Madison Heights, Michigan. Over the past 
two decades, GSG has become a leading provider of IT support, cybersecurity, and physical security solutions, 
with a focus on serving federal, state, and local government agencies, especially those in critical infrastructure 
sectors such as transportation hubs and port authorities. 

From its inception, GSG’s mission has been to provide tailored solutions to meet the unique challenges faced by 
government entities, especially those operating in highly regulated environments that demand stringent 

http://www.globalsolgroup.com/
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cybersecurity measures. GSG has grown to employ over 126 professionals nationwide and has successfully 
completed more than 1,000 projects, establishing itself as a trusted partner to key government organizations and 
enterprises. 

Key Milestones and Achievements 

• 2003: Founded with a focus on delivering tailored IT solutions to government and private sector clients. 
• Expanded into advanced cybersecurity services, including SIEM implementation, incident response, 

vulnerability assessments, and penetration testing. 
• Developed a strong reputation for supporting critical infrastructure environments, such as transportation 

hubs and port authorities, ensuring compliance with regulatory requirements. 
• Achieved key industry certifications, including: 

o ISO/IEC 27001:2022 for Information Security Management. 
o ISO 9001:2015 for Quality Management Systems. 
o ISO 20000:2018 for IT Service Management. 
o DoD Top Secret Facility Clearance (issued on 03/06/2023). 
o CMMC C3PAO ML3 Ready. 
o SBA 8(a), Certified Women-Owned Small Business (WOSB), Certified Economically Disadvantaged 

Woman-Owned Small Business (EDWOSB), and Certified Minority Business Enterprise (MBE). 
• Built strategic alliances with industry leaders such as Fortinet, Splunk, IBM, AWS, Microsoft Azure, and 

CyberArk, enhancing the range and quality of services provided. 

Certifications and Designations 

GSG holds several industry certifications that demonstrate its commitment to best practices in cybersecurity and 
IT operations, making it well-equipped to fulfill the requirements outlined in the Lead State Scope of Work: 

• ISO/IEC 27001:2022 – Information Security Management 
• ISO 9001:2015 – Quality Management System 
• ISO 20000:2018 – IT Service Management 
• DoD Top Secret Facility Clearance (Issued: 03/06/2023) 
• CMMC C3PAO ML3 Ready 
• SBA 8(a) Certified | WOSB | EDWOSB | MBE Certified 

Services Offered 

GSG offers a comprehensive suite of cybersecurity, IT infrastructure support, and compliance-driven 
solutions tailored to the unique needs of government entities, particularly in critical infrastructure sectors. The 
company's services align closely with the requirements of the Lead State Scope of Work, ensuring operational 
resilience and cybersecurity compliance for public sector clients. 

Key services include: 

• SIEM Implementation and 24/7 SOC Monitoring: Ensuring continuous monitoring and threat detection in 
compliance with regulatory frameworks like NIST 800-53 and CIS Controls. 

• Vulnerability Assessments and Penetration Testing: Identifying and mitigating vulnerabilities to enhance 
security posture. 

• Risk Management and Compliance Consulting: Providing expert guidance on frameworks such as NIST, 
FISMA, HIPAA, CJIS, and PCI-DSS. 

• Incident Response and Business Continuity: Developing and executing incident response plans and 
business continuity strategies to ensure quick recovery in case of a security breach. 
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• Cybersecurity Audits and Policy Development: Creating and implementing cybersecurity policies and audits 
in alignment with ISO and NIST standards. 

• Identity and Access Management (IAM): Securing access controls and identity management systems to 
prevent unauthorized access. 

• Security Configuration and System Hardening: Ensuring network infrastructure, endpoints, and firewalls are 
secured against attacks. 

• Disaster Recovery Planning: Developing runbooks/playbooks and conducting readiness drills to ensure swift 
recovery from any cybersecurity incident. 

• End-user Cybersecurity Training and Awareness: Providing training resources to enhance staff awareness 
of security risks and best practices. 

Industry Standards and Compliance Alignment 

GSG’s solutions are built in strict adherence to the industry’s best practices and standards, ensuring compliance 
with critical regulatory requirements for government entities. These include: 

• NIST 800-53 for cybersecurity controls. 
• CIS Controls for identifying critical cybersecurity actions. 
• MITRE ATT&CK for mapping adversary tactics, techniques, and procedures. 
• ISO/IEC 27001 for information security management. 

These standards help ensure the Lead State remains compliant with industry regulations and meets its 
cybersecurity goals while leveraging the most up-to-date technologies for threat detection, risk mitigation, and data 
protection. 

GSG has considerable experience in providing cybersecurity services to a broad variety of private and public sector 
clients GSG is experienced in providing a wide range of IT services throughout the United States and worldwide to 
local, state, and federal agencies and corporations. We have earned a national reputation as a valuable partner 
that consistently exceeds customer expectations. 

As our IT consulting business grew, we recognized that several of our clients were not satisfied with their existing 
information security services, so we started placing IT security professionals with those clients. That experience 
has allowed us to expand our IT services to include cybersecurity consulting.  

We have added penetration testing, cybersecurity audits, and 
assessments as key facets of our business. Our cybersecurity 
expertise has led to major multi-year contracts with the 
AbilityOne Commission, as well as a multi-year, multimillion-
dollar contract to provide operational assessment and 
penetration testing to all offices and agencies under the purview 
of the USDA nationwide.  

GSG was awarded a major cybersecurity assessment contract 
with the U.S. Department of the Treasury, Office of the 
Inspector General. Our cybersecurity expertise and subsequent 
execution has led to major multi-year contracts providing 
Information System Security Line of Business (ISSLoB) support 
to the Department of the Interior and client agencies.  

GSG was awarded a major cybersecurity assessment contract with the U.S. Department of the Treasury, Office of 
the Inspector General. We recently completed a multi-year, multimillion-dollar contract to provide operational 
assessment and penetration testing to all offices and agencies under the purview of the USDA nationwide.  

 

GSG has provided cybersecurity 
assessments and penetration testing 

for over: 
• 3,500 Offices and Agencies Nationwide 
• 300,000 End Points 
• 120,000 Workstations 
• 200,000 IPs 
GSG’s cybersecurity team has successfully 
completed more than 1,000 projects 
including penetration testing, cybersecurity 
assessments, audits, vulnerability 
assessment, web application security 
assessment, and risk assessments. 
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We have experience and expertise with industry standards and best practices including: 

• NIST Cybersecurity Framework  
• Open Web Application Security Project (OWASP)  
• Federal Risk and Authorization Management Program (FedRAMP) 
• Center for Internet Security Critical Security Controls (CSC) for Effective Cyber Defense 
• Payment Card Industry Data Security Standard (PCI–DSS) 

Our cybersecurity expertise has led to major multi-year contracts with: 

$26 Million $5.8M $1.9M 
Department of the Interior U.S. Department of Agriculture Department of Treasury 

Information System Security Line 
of Business (ISSLOB) Support 

Services 

Operational Security Assessments, 
Penetration Testing and Web Security 

Assessments 

Cybersecurity Assessment 
Service Support 

 

 

GSG’s cybersecurity team has successfully completed more than 1,000 projects including 
penetration testing, cybersecurity assessments, audits, vulnerability assessment, web application 
security assessment, and risk assessments. 

We have multiple strategic partnerships which provide our teams with additional resources, enabling us 
to provide additional value to our clients. 

 
Sectors Served 

With a legacy of twenty-two years, GSG has proudly delivered secure, innovative solutions across the nation’s most 
critical industries. 

 
Core Competencies 

GSG continuously expands our core offerings to align with evolving technology trends. We actively invest in 
employee training to enhance skills and expertise. Our staff are encouraged to pursue and achieve industry-leading 
certifications. This commitment ensures our team remains knowledgeable of emerging technologies and 
cybersecurity best practices. By fostering continuous professional growth, GSG maintains its position at the forefront 
of the industry. 
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GSG Has Supported Four Key Technology Sectors Over the Past Twenty-Two Years: 

 
CY B E R S E C U R I T Y  

Security Assessment 
and Testing 
• Penetration Testing 
• Intrusion and 

Vulnerability 
Assessments 

• Security Audits 
• Web/Mobile 

Application Testing 
• Security 

Configuration and 
Hardening 

Identity and Access 
Management 
• Identity, Credential, 

and Access 
Management (ICAM) 

• Authorization and 
Interconnection 
Security 

Education and 
Training 
• Social Engineering 

Prevention 

Risk Management 
and Compliance 
• Risk Assessments 

and Frameworks 
(RMF) 

• Security Compliance 
(PCI–DSS, NIST, 
FISMA, HIPAA, 
CJIS, ISO, GDPR, 
FERPA) 

• Privacy and Data 
Protection 

Security Engineering 
and Infrastructure 
• Cybersecurity 

Infrastructure (ICS, 
SCADA, DCS) 

• IoT and Embedded 
Systems Security 

• Firewall and 
Network Security 
Implementation 

Security Operations 
and Incident Response 
• 24/7 Security 

Operations Center 
(SOC) 

• Incident Response and 
Management 

• Continuity and 
Operational Resilience 

• Security Information 
and Event Management 
(SIEM) 

Governance and Policy 
• Policy and Procedure 

Development 
• Information Assurance 

and Authorization 
(ATO/ATC) 

• CMMI Consulting and 
Assessments 

• Training and 
Awareness 

• Cybersecurity 

  

DO C U M E N T  AN D  
DA T A  

MA N A G E M E N T  

• Digital 
Transformation 

• Enterprise Document 
Management 
Solutions 

• Laserfiche 
• OpenText 
• Customer 

Relationship 
Management 
Systems 

• Enterprise Content 
Management 

• Workflow 
Management 

• Enterprise Records 
Management 

• Document Imaging 
System and 
Services 

• Case Management 
• Document Digitization 

  
I T  SE R V I C E S  

• Cloud Hosting 
• Licensing 
• Implementation 
• IT Support 
• Help Desk 
• Backup 

• Disaster Recovery 
• Database 

Management 
• SharePoint 
• IT Managed 

Services 
• Telephony 
• Network 

Administration 

• IT Staffing 
• Network Architecting 
• Hardware 
• Firewalls 
• SQL 

 

PH Y S I C A L  
SE C U R I T Y  

• Security 
Cameras/CCTV 

• Entry Systems 
• Access Control 
• PIV 

• Proprietary 
alerteerTM Security 
Monitoring Software 

• Personal Identification 
Systems 
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Cybersecurity-Related Services 

 Penetration Testing  
 Physical/ Electronics Security  
 Policy and Procedure 

Development 
 Privacy Support Planning 
 Risk Assessment 
 Risk Management Framework  
 Security Audits 
 Security Configuration and 

Testing  
 Security Engineering 
 24/7/365 Security Operation 

Center (SOC)  
 Assessment and Authorization  
 Assessment, Integration, 

Automation  
 Chief Information Security 

Officer as a Service/vCISO  

 Incident Response Planning 
 Identity/Access Management 
 Incident Response (IR) and 

Management Support 
 Intrusion Testing  
 Operational Continuity 

Planning 
 IoT 
 Payment Card Industry 

Assessment  
 Cybersecurity Infrastructure 
 Distributed Control Systems  
 Education and Training 
 Embedded/IoT Services and 

Systems Hardening  
 Firewall Implementation, 

Configuration, and Testing 
 ICS, SCADA Information 

Assurance 

 Security Information and Event 
Management (SIEM) 

 Security Testing, ADAS, CVIP 
 Social Engineering 
 Training and Awareness 
 Vulnerability Assessment  
 Web/Mobile Application Testing  
 Security Compliance PCI–DSS, 

NIST, FISMA, HIPAA, CJIS, 
ISO, GDPR   

 Family Educational Rights and 
Privacy Act (FERPA) 

 Authorization to Operate 
Authorization to Connect  

 Interconnection Security 
Agreement  

 CMMI Support Assessment and 
Consulting 

GSG Value Proposition 
The following table outlines how GSG differentiates from other consultants: 

GSG’s Unique Experience Relevancy to Lead State 

RE L E V A N T  CO R P O R A T E  EX P E R I E N C E  

♦ GSG has experience with: 
♦ Long-term, complex cybersecurity 

assessments across public and 
private sectors. 

♦ Remediation support for 
compliance with PTES, NIST, 
HIPAA, PCI DSS, ISO 
27001/27002. 

♦ Strong knowledge base of the 
industry due to work on multiple 
projects. 

♦ Improved and more reliable 
measures of confidence in 
cybersecurity requirements. 

♦ Thorough documentation and QA 
procedures using industry-
standard techniques. 

♦ Over 1,000 completed projects, 
including pen testing, risk and 
vulnerability assessments, web 
app security, and forensic 
investigations. 

♦ Demonstrated ability to deliver 
rapid, coordinated services during 
cybersecurity events. 

♦ Supports Category 2: Incident Response Services, specifically long-
term Event and Incident Management (Sec. 3.2) and Post-Incident 
Reporting (Sec. 3.7.1.5). Demonstrates GSG’s ability to handle 
extended, multi-phase response engagements. 

♦ Aligns with the scope’s requirement for analysis and 
recommendations to improve security posture and support 
compliance (Sec. 3.7.1.5 and 4.2.6). Demonstrates knowledge of 
regulatory mandates across jurisdictions. 

♦ Enables full lifecycle support across Threat Detection, Containment, 
Eradication, Recovery, Forensics, and Reporting (Sec. 3.3–3.7). GSG 
meets the expectation of availability for any selected service under 
each Order (Sec. 3.1.1). 

♦ Meets Lead State SLA requirements: Four-hour response by Incident 
Manager (Sec. 3.1.3), on-site within one business day (Sec. 3.1.4), 
and secure communications and access controls (Sec. 3.2.4). 

♦ Fulfills strict documentation and Chain of Custody requirements (Sec. 
3.2.2), including deliverables such as written status reports, inventory 
of copied files, and executive summaries (Sec. 3.7.2). 

♦ GSG can manage and meet the demands of the Lead State’s required 
cybersecurity services. 

♦ GSG will identify exposures in your application configurations and 
network infrastructure and using proven process and industry 
standards resolve those issues.  

♦ GSG understands the importance of IP, sensitive, and confidential 
data. 
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Why the Lead State Should Choose GSG? 
✔ Unmatched Cybersecurity 

Expertise 
GSG’s team has a long-standing history of securing complex IT 
environments across public institutions and higher education. 

✔ Incident Response and Tabletop 
Exercise (TTX) Expertise 

GSG has successfully executed over 1,000 cybersecurity projects, 
including comprehensive incident response and tabletop exercises for 
state, local, and federal agencies. 

✔ Proven Success with Compliance 
and Risk Mitigation 

Our methodologies ensure compliance with NIST, ISO, HIPAA, and PCI 
DSS while reducing cybersecurity risks. 

✔ Tailored, Scalable Solutions We customize our cybersecurity approach to fit the Lead State’s unique 
IT infrastructure and evolving security needs. 

✔ Industry-Certified Professionals GSG provides highly qualified experts with CISA, CISSP, CISM, and 
CCNA certifications. 

GSG’s Unique Experience Relevancy to Lead State 

♦ Highlights real risks of an actual hacker successfully breaching your 
defenses. 

 H I G H L Y  QU A L I F I E D  ST A F F  

Our key personnel:  
♦ Staff with over fifteen years’ 

average experience and 
certifications (CISSP, CEH, 
GCFA, CISA, PMP). 

♦ Proven team delivery — over forty 
joint assignments and hundreds of 
assessments.  

♦ Has worked together as a team on 
over forty assignments. 

♦ Has performed hundreds of web 
application assessments and 
network penetration tests.  

♦ Has extensive knowledge of all 
aspects of IT Consulting, IT 
Security Assessments, 
Penetration Testing, Vulnerability 
Assessment, and Security 
Engineering and Architecting. 

♦ Have multiple certifications to 
demonstrate their expertise. 

♦ Implemented enterprise-wide configuration baselines across 2,000 
endpoints for the Department of Labor.  

♦ This showcases our ability to work on large projects under tight 
timelines and deliver a timely work product for our client. 

♦ Satisfies minimum Personnel Qualification standards for: Forensics 
Investigator (3.9.1), Breach Coach (4.3.1), and Contract Manager 
(3.9.3). Ensure experienced, credentialed specialists deliver services. 

♦ Supports coordinated, team-based responses required for incident 
escalation and breach communication (Sec. 4.2.1), and smooth 
collaboration with internal stakeholders and third parties (Sec. 4.2.2). 

♦ Demonstrates ability to implement long-term containment and 
recovery plans (Sec. 3.3.3 & 3.5) and apply controls at scale while 
maintaining operational continuity. 

♦ Aligns with the required services for Threat Detection and Analysis 
(Sec. 3.3.1), and advanced monitoring as part of Breach Coach 
Services (Sec. 4.2.5), enhancing situational awareness and 
response. 

♦ Tailored approaches using current threat intelligence, analytics, and 
red team/blue team methods. 

 AB I L I T Y  T O  PR O V I D E  T A R G E T E D  Q U A L I T Y  SE R V I C E S  

♦ With an approach tailored to meet 
the Lead State’s requirements, our 
team continuity utilizes industry’s 
best practices, bleeding-edge 
technology, and first-rate research 
to understand, anticipate, and 
protect against even the most 
advanced intrusion attempts. 

♦ GSG will deliver an IT ecosystem that is hardened against attacks, 
ensuring uninterrupted services and security of data that meets all 
cybersecurity standards.  

♦ Expertise in secure environments with sensitive IP, confidential 
data, and breach response protocols. 

♦ Ensures compliance with secure communications, data access 
controls, and confidentiality protocols throughout the engagement 
(Sec. 3.2.4 and 4.2.4). Also applicable to Notification Services and 
privacy handling (Sec. 5.2.5). 
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✔ Proactive, Results-Driven 
Methodology 

We implement leading-edge security strategies to ensure the Lead State 
remains ahead of evolving cyber threats. 

✔Certifications and Compliance 
Excellence 

Holds ISO 27001, ISO 9001, and ISO 20000 certifications, 
demonstrating GSG's commitment to maintaining the highest standards 
of quality, security, and operational excellence. 

✔Strategic Vendor and Partner 
Network 

Strong partnerships with industry leaders such as AWS, Fortinet, 
Tenable, CrowdStrike, ServiceNow, and CyberArk, providing access to 
cutting-edge cybersecurity solutions and technology. 

With over twenty years of experience, a certified team, and a proven record of successful government 
engagements, GSG is uniquely qualified to provide the comprehensive cybersecurity and IT support services 
required in the Lead State’s Scope of Work. We understand the critical nature of regulatory compliance, 
security resilience, and incident response for public sector organizations and are committed to delivering tailored 
solutions that meet these demands. GSG's commitment to excellence, industry certifications, and longstanding 
relationships with key government entities underscore our capacity to support the Lead State in achieving its 
cybersecurity objectives. 

C. Company Size. Identify the number of employees working for your company. 

GSG’s Response: GSG currently has 126 employees. 

D. Ownership Structure. Describe your company’s ownership structure. 

GSG’s Response: 

Our organizational structure – based on arranging clear-cut lines of communication, responsibility, and relationships 
in a straightforward manner - underlies all management success stories and lessons learned. Our strong lines of 
communication, definitive reporting structure, clear assignment of roles and responsibilities and delivery of quality 
products and services arise, in part, from a well-defined organization structure. This emphasis facilitates formal and 
informal communication between our Senior Contract Manager and Lead State stakeholders.  

Regular customer communication (both scheduled and spontaneous) is a critical project management element in 
our management approach. Establishing an atmosphere of cooperation, coupled with communication structure, is 
crucial to resolving potential unanticipated challenges. We present an overall organizational chart that details the 
key personnel proposed to serve as the main points of contact for the Lead State in the following diagram:   
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E. Litigation. List all claims of non-performance or breach from customers in excess of $5,000, including all 
pending litigation matters (including civil, criminal, or appellate) or criminal convictions in the past 5 years for 
the company and all principals. Attach an additional document if necessary. 

GSG’s Response: 

We have never had any litigation against our firm in our history.  

IV. PROPOSAL CONTACT 
((ME) The Contractor must provide a Contract Manager as the single point of contact for management of the 
NASPO ValuePoint Master Agreement (include: Name, Title, Email, Phone Number), administered by the state of 
Idaho. The Contract Manager must have experience of managing contracts for services similar to those 
required in this RFP. Describe in detail your proposed Contract Manager’s experience managing contracts 
for services like those required in this RFP. Provide a detailed resume for the proposed Contract Manager. 
Additionally, provide the name, phone number, email address, and work hours of the person who will act as 
Contract Manager if you are awarded a Master Agreement. The Proposal Contact must be able to respond timely 
to communications from the Lead State. Offeror must, within 24 hours, notify the Lead State of any change to 
Offeror’s Proposal Contact. 

GSG’s Response: 

Proposed Contract Manager: 
Name: Ajit Kumar Patel 
Title: Senior Contract Manager  
Email: ajpatel@globalsolgroup.com 
Phone: (248) 291-5440 

                               Work Hours: 8:00 AM to 6:00 PM 

Mr. Ajit Kumar Patel is proposed as the Senior Contract Manager and single point of contact for the NASPO 
ValuePoint Master Agreement, administered by the State of Idaho. Mr. Patel will serve as the liaison between Global 
Solutions Group, Inc. (GSG) and the Lead State, responsible for contract oversight, service coordination, quality 
assurance, and timely communication throughout the contract lifecycle. 

Mr. Patel has over thirty-nine years of progressive experience in project and program management, with direct 
responsibility for IT security, incident response, risk management, forensic services, and compliance-
oriented engagements — services aligned with Categories 2, 3, and 4 of the NASPO RFP. His professional 
background includes extensive leadership roles managing complex public-sector cybersecurity initiatives, large-
scale IT portfolios, and incident response operations, all of which reflect the scope of services required in this RFP. 

Summary of Relevant Contract Management Experience: 

• City of Grand Rapids – Oversaw CISO-as-a-Service and Penetration and Vulnerability Testing, directly 
managing incident response operations, forensic services, and vulnerability remediation. 

• Jacksonville Aviation Authority – Managed a multi-airport security engagement covering compliance with 
CJIS, PCI, and access control standards, involving penetration testing and risk analysis. 

• City of New Orleans and Washtenaw County – Led projects encompassing a full range of incident response 
and managed defense services, including MDR, EDR, NDR, and firewall management. 

• State of Kansas – Directed statewide IDIQ contract for cybersecurity assessment services of the EpiTrax 
application, a public health surveillance tool supporting multiple jurisdictions. 

• Sacramento Regional Transit District and Gwinnett County – Provided contract oversight for IT audit 
services and vulnerability assessments tailored to critical infrastructure protection. 

Mr. Patel is highly experienced with coordinating teams, stakeholders, and subcontractors, ensuring 
contractual compliance, timely deliverables, budget adherence, and comprehensive reporting in accordance with 
NIST frameworks, HIPAA, PCI-DSS, ISO 27001, and CJIS. 

mailto:ajpatel@globalsolgroup.com
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He will respond promptly to all inquiries, manage scope and performance monitoring, and ensure GSG's adherence 
to all contract terms. If there is any change in contact information or responsibilities, GSG will notify the Lead State 
within twenty-four hours as required. 

Resume  

Ajit Kumar Patel — Senior Contract Manager 

EDUCATION, CERTIFICATION AND TECHNICAL SKILLS 
Education MS, Adv. Chemical Engineering, Imperial College of Science & Tech., U. of London, U.K. 

BS, Chemical Engineering, London South Bank University, London, U. K 
Certifications SSGB Six-Sigma Green Belt Certification (Ford Motor)  

MELC 
SEDC 

Manufacturing Enterprise Leadership Certification (EDS) 
Systems Engineering Development Certification (EDS) 

Summary  Mr. Patel is an accomplished Information Technology professional with a wealth of experience 
in delivering IT solutions across finance, manufacturing, and product engineering sectors. 
Successfully led, managed, and participated in numerous projects from initiation to 
implementation, as well as operational management. Known for building productive 
relationships across all organizational functions and levels. Demonstrates integrity and 
energy in achieving high client and sponsor satisfaction. Recognized as a systematic and 
thorough leader, applies engineering training, IT expertise, and comprehensive business 
process knowledge to develop optimal solutions to complex problems. Expertise includes 
project management methodology, business requirements analysis and process 
improvement, account leadership and management, client and vendor relations, integration 
management, budget and resource planning, operations management, and team building, 
mentoring, and coaching. 

WORK EXPERIENCE  
09/2024- Ongoing Global Solutions Group, Inc.| Contract Manager/ Project Manager 

• Oversaw multiple projects as a contract manager and/ or project manager, listed below: 
Gwinnett County Board of Commissioners: 

• Managed the provision of Information Technology and Internal Auditing Services for the Gwinnett County 
Division Director of Internal Audit (IA). 

• Led the team in conducting IT security audits using the NIST risk management framework, providing risk 
assessments, planning, and test work throughout the year. 

• Identified and documented key controls, developed customs, risk-based audit plans, created test plans to 
evaluate controls, maintained work papers to IA standards. 

City of Grand Rapids:  
• Managed two categories of IT support services CISO as a Service (CISOaaS) and Penetration and 

Vulnerability Testing. 
• Provides guidance through each stage of incident response, recovery, and forensics, both virtually and in 

person. 
• Oversaw annual vulnerability scanning of servers and network devices. 
• Presented new and emerging threats quarterly to the Director of Information Technology or their designee. 
Jacksonville Aviation Authority:  
• Led a team of individuals in conducting vulnerability assessments and both external and internal 

penetration testing of JAA's network. 
• The goal was to obtain access to protected data in four categories: Access Control, Law Enforcement and 

Criminal Justice Information System (CJIS) Compliance, PCI Compliance, and General Security. 
• Oversaw testing at the four airports under JAA’s control: Jacksonville International Airport, Jacksonville 

Executive at Craig Airport, Herlong Recreational Airport, and Cecil Airport. 
City of New Orleans: 
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• Managed the implementation of comprehensive cybersecurity services to the enterprise information 
infrastructure. 

• Overseeing penetration testing, email security, Endpoint Detection and Response (EDR), Network 
Detection and Response (NDR), Managed Defense and Response (MDR), endpoint protection, and 
firewall implementation. 

City of Sunnyvale: 
• Led a team of individuals who worked on all project-related activities, including conducting security audits, 

performing risk assessments, and updating technical and financial reports. 
• Oversaw the daily operations of the entire contract support team. 
Washtenaw County: 
• Overseeing GSG personnel assigned in providing services that include cybersecurity, Incident Response, 

and Strategic Planning. 
State of Kansas IDIQ: 
• Oversaw all management activities security assessment services for the EpiTrax application. 
• EpiTrax is an open-source, highly configurable, comprehensive surveillance and outbreak management 

tool designed for public health. Enables local, state, and federal agencies to identify, investigate, and 
mitigate communicable diseases, environmental hazards, and bioterrorism events. 

Sacramento Regional Transit District: 
• Led the project team in delivering cybersecurity consulting services and managing day-to-day operations 

to ensure stakeholder satisfaction. 
10/2016 – 12/2022 Consumers Energy, Inc. | IT PM Lead as Senior Project/Program Manager 
• Leadership, management, and delivery of IT solutions in Geographic Information Systems (GIS) for 

Michigan’s largest energy provider. 
• As IT PM lead for GIS Asset Management group, directed and coordinated with PMs in the delivery of annual 

IT development projects: 
o Established project planning and weekly project review process to ensure on-time delivery. 
o Oversaw project financials including forecasting and variance analysis (>$10M annual portfolio). 
o Collaborated with other IT leads and IT PMO to coordinate dependencies and adherence to delivery 

methodology standards. 
o Adopted and supported the implementation of Agile methodology for all new projects. 

• Collaborated with IT principals for annual budget planning and project business case development of new IT 
capabilities for business process improvement. 

• Coached and mentored project managers, as well as resource, planned, and recruited/staffed project 
resources. 

• Responsible for Performance, Evaluation, Feedback, and Development (PEFD) and career planning. 
• Collaborated with cross-sectional operational support and maintenance teams to ensure smooth delivery of 

services to business customers. 
12/2011 – 9/2016 Fast Switch | Senior Project Manager 
• Project management and delivery of IT solutions for Geographic Information Systems (GIS) Asset 

Management department. 
• Successfully led the development and implementation of ‘Outage Map’ for energy provider – this effort was 

recognized by client’s C-suite leadership for its collaborative effort to establish a critical customer facing 
application that was not previously available. 

• Led the multi-year effort to upgrade and improve the performance of client’s Outage Management System 
(OMS).  

• Upgrade Electric GIS to Esri’s ArcGIS v10.1 including remediation of more-than a dozen custom tools.  
• Maintained oversight of relations and business customer testing across eight functional departments.  
• Recognized for project monitoring and control for complex project. 
1/2009 – 11/2011 Geometric Americas, Inc. | Senior Program Manager 
• Programmed delivery of IT solutions in Product Lifecycle Management (PLM) for a global manufacturing 

OEM. 
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• Successfully delivered a multi-million effort to separate PLM applications/infrastructure resulting from major 
divestiture of business unit.  

• Coordinated cross-functional team across multiple geographical sites and achieved high client satisfaction 
for completing work on-time, with quality and within budget. 

• Created product offering for business unit on methodology utilized for multi-site PLM systems separation. 
• Key contributor in the design of a more than 10,000 client base deployment strategy for PLM software over 

eight global sites. Implemented process improvements to achieve increased first-time success rates for 
installations above 80%. Responsibility for software releases from packaging, testing, and certification 
through deployment. 

• Managed new enhancement request process, including effort estimation, resourcing, and revenue tracking.  
• Re-designed estimation process incorporating use of automated templates for consistency and accuracy. 
12/2002- 12/2008 Ford Motor Company | Senior Project/Program Manager 
• Led project/development teams to deliver IT solutions using project/program management discipline and 

tools (i.e., PMI-PMBOK, MS Project, and MS SharePoint) and Systems Development Methodology (SDM). 
• Delivered a $3M development project on-time and under budget over a twenty-two-month period leading 

distributed cross-functional team of up to thirty developers including coordinating with PMO, offshore teams, 
an external vendor, and in-house shared service organizations. 

• Delivered a $2M+ multi-phased project over a twenty-month period that involved separation of three 
applications from a large integrated program including migration to new server infrastructure. 

• Provided program management and strategic direction for ‘One IT’ globalization initiative and chaired bi-
weekly forum across Asia-Pacific, Europe, North America, and South America functional global IT 
representatives ensuring alignment with IT mission and principles. 

• Re-engineered and coordinated a new demand management process to enable IT and business 
management teams to manage new demand and change requests. 

• Coordinated cross-functional IT Move team for overall IT multi-building consolidation project reporting to CIO 
and leadership team. Vacated ten buildings and relocated 650 employees and IT labs into five core buildings 
resulting in annualized savings of $500K. 

• Led Knowledge Transfer initiative to define processes to capture tacit organizational knowledge (over 4,000 
documents) of Ford IT staff prior to separation. Received recognition from the CIO for this effort which 
contributed to the IT’s positive post-separation event. 

• Championed PM curriculum development, mentoring and led Community of Practice (CoP) initiatives to 
strengthen PM competency and build organizational capability in role of Job Family Advisor for Project 
Management job family. 

11/2002-4/2003 Ford Motor Company | Staff Supervisor - Operations and Deployment Support  
• Manage day-to-day operations, production schedules, release change management process and 

communications for a major integrated software application. 
• Successfully led the design and implementation of automation of over 500 nightly batch jobs, which in turn 

allowed staffing efficiency. 
• Applied disciplined process to reduce incident levels by over 50% and achieved on-time production 

schedules. 
• Led and organized extensive daily shift schedules for eight-member operations team to provide near 24/7 

support of operations and production change request responsibilities. 
7/2000- 10/2002 Logica, Inc | Senior Consultant 
• Assigned to Ford Motor Company’s IT division as a Process and Technology Group (PTG) analyst within a 

large program development effort providing functional specification and data modeling support. 
• Led back-end releases of over forty application modules during 'Beta' launch of a major IT program. As 

Release Manager, established processes, and guidelines for project teams to follow during module 
migrations. 

• Successfully delivered program module after replacing previous analyst in midst of development effort. 
Recognized by business customers for handling the situation positively. 

6/1994-6/2000 Electronic Data Systems | Account Executive/Account Manager 
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• Leadership responsibility for delivery of IT technology services portfolio worth $5M to GM Truck Engineering 
client. Sales executive relationship management for client directors and their management teams, across 
three departments. Directly managed up to twenty-five EDS staff members. 

• Structured a new test applications development service worth more than $2M annually, increasing non-
traditional IT revenue by 38%. 

• Selected by management and completed EDS’s Manufacturing Enterprise Leadership certification program. 
• Consolidated three geographically dispersed sites under a single integrated account structure. 
• Increased client satisfaction by establishing quality assurance measures, strengthening delivery processes, 

and improving metrics for the Consistent Office Environment (COE) services hosting over 500 client PCs 
across multiple locations. 

• Led Year 2000 (Y2K) project for document management applications and infrastructure, ensuring business 
continuity with zero defects. 

2/1991-5/1994 Electronic Data Systems | Engineering SE Supervisor 
• Manage day-to-day support for Engineering Analysis and Safety and Crashworthiness clients including key 

client relations and new business development; as well as supervising employees, performing appraisals 
and career planning. 

• Defined, planned, and executed numerous client/servers, engineering workstation and mainframe 
technology projects. 

• Managed P&L support for $20M business including budgeting and forecasting. 
• Created a regional sales process for $150M business as part of action team. 
1/1985-1/1991 Electronic Data Systems | Engineering Systems Engineer (ESE) 
• Application maintenance, development, and client support for Computer-Aided Engineering software 

systems for vehicle performance, powertrain simulation, and engine control optimization. 
• Advised product design engineers in usage of CAE applications and taught user course. 
• Authored a 500-page Reference Manual and co-wrote a 250-page Technical Manual. 
• Graduated from EDS’s Systems Engineering Development certification program. 

V. TECHNICAL RESPONSE 
This section contains technical requirements pertaining to Information Security Services. Other sections of this 
RFP contain additional requirements that must be met to be considered responsive. Mandatory Evaluated (ME): 
(ME) requires a response which is evaluated by the evaluation team. Offerors who do not provide a response to a 
(ME) section may be found non responsive.  

GSG’s Response: 

Understanding of Requirement 

GSG demonstrates a thorough understanding of the requirements detailed in the Master Agreement, specifically 
those outlined in Section 5: Notification and Credit Monitoring Services. These requirements focus on the timely 
activation of services, secure handling of sensitive data, adherence to regulatory compliance, effective customer 
engagement, and robust reporting. The following response maintains the original structure (1–5) and includes added 
metrics and improvements for scoring optimization. 

1. General Approach and Understanding 

GSG’s Notification and Credit Monitoring Services are designed to be rapidly deployed, policy-compliant, and fully 
customizable. We understand that Participating Entities may activate services under emergency or planned 
circumstances, and our approach accommodates both. 

Key components of our approach include: 
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• Activation Readiness: Services are available 24/7/365. Our 
team maintains “hot standby” status and is capable of full-scale 
mobilization within four hours of a triggering event. 

• Customizable Notification Plans: We work with each 
Participating Entity to develop communication strategies based 
on breach size, location, and population affected. 

• Scalable Delivery: Our infrastructure supports event sizes 
ranging from 500 to over 500,000 affected individuals. 

• Data Ingestion and Deduplication: We cleanse, normalize, 
and deduplicate data prior to notification generation to ensure 
integrity, reduce mail volume, and protect sensitive PII. 

• Multilingual and Accessible Communication: All notices, 
scripts, and portals are WCAG 2.1 AA and Section 508 
compliant. Spanish translations and other languages are 
available within twenty-four hours of request. 

• Engagement Transparency: Participating Entities receive a daily incident summary and a dashboard view of 
open items, individual status, and escalation flags. 

Metrics: 
• 99.6% of notification batches sent within required timeframes 
• 100% accessibility compliance in the last six notification deployments 
• 15% reduction in overall notification cost due to duplication and validated address matching 

2. Cybersecurity Tools and Technologies 

Our cybersecurity tools ensure the secure receipt, processing, and management of sensitive personal and health 
data across the notification and monitoring lifecycle. These tools are enterprise-grade and deployed in high-
availability configurations. 

Capability Tool/Platform Performance 

Data Loss Prevention Symantec DLP, Microsoft Purview 100% outbound scan 

Security Monitoring (SIEM) Splunk, IBM QRadar 15M+ logs/day 

Endpoint Protection CrowdStrike, SentinelOne 35,000+ endpoints monitored 

Encryption AES-256 at rest, TLS 1.3 in transit 100% compliance 

Secure File Exchange SFTP/PGP portals, MFA, DLP integration Zero breach rate 

Zero Trust Enforcement Azure Conditional Access 98% MFA enrollment 

Secure Storage AWS GovCloud, Microsoft Azure FedRamp 99.999% uptime 

Details: 
• All files are logged and scanned upon intake, with access limited to a zero-trust role-based schema. 
• Secure portals support bulk uploads, credentialed access, and configurable expiration. 
• File integrity is validated using cryptographic hashes and signatures. 

 
The "Service Activation Timeline" graphic 

illustrates the sequential flow of key 
breach response stages: Triggering Event, 

Activation, Notification Drafting, 
Deployment, and Reporting. 
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The Cybersecurity Architecture graphic 
illustrates GSG’s cybersecurity architecture, 

highlighting secure data flow, encryption 
layers, and protection across endpoints and 

infrastructure components. 

 
3. Cybersecurity Methodologies and Practices 

GSG follows a Defense-in-Depth strategy supplemented by NIST, ISO, 
and CIS control frameworks. Every incident response and data notification 
process are built on secure-by-design principles, and all digital pathways 
are audited in real time. 

Practices Include: 
• Forensic Imaging: Captures system state at time of breach using 

tools like EnCase and FTK. 
• Immutable Logging: All file access and evidence handling actions 

are logged and preserved. 
• Malware Detection: Email and file attachments used in notifications 

are scanned by multiple AV engines. 
• Forensic Investigation: Our team performs root cause analysis 

and documents attack vectors and lateral movement within systems. 
• Notification Control: Notices are barcoded and serialized for audit integrity. 

Performance Metrics: 
• 97% of security events closed without reactivation or escalation 
• <1% incident response SLA breach 
• 100% Chain of Custody documentation accuracy 

4. Frameworks and Compliance Standards 

GSG’s security model, documentation practices, and process compliance are structured around nationally 
recognized standards and legally binding privacy regulations. 

We meet or exceed: 
• NIST 800-53 and 800-171 Moderate Baseline Controls 
• ISO/IEC 27001:2022 (Information Security Management System – Certified) 
• SOC 2 Type II (All five TSCs) 
• FIPS 140-2 validated encryption modules for all cryptographic operations 
• HIPAA, GLBA, FERPA, and CCPA – tailored per engagement 
• PCI DSS – for payment-enabled portals, if activated 

Oversight and Assurance: 
• Last SOC 2 audit: March 2024 – 0 exceptions 
• All production environments are monitored for configuration drift and anomalous activity using Splunk and 

Defender 
• Independent third-party assessments conducted every two years with internal quarterly self-audits 

 

The following diagram illustrates the 
incident lifecycle process, detailing 
each phase from initial detection 

through containment, remediation, 
and final post-incident reporting. 
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The Compliance Badge Line with Audit Timeline illustrates GSG’s 
adherence to major standards — NIST, ISO, SOC 2, FIPS, and 

HIPAA — alongside a structured, recurring audit lifecycle. 

This commitment to ongoing verification and control maturity 
demonstrates our proactive approach to regulatory compliance, risk 

management, and client assurance 

 

5. Business Continuity and Incident Response 

GSG’s IR and BCP plans are maintained and tested regularly, ensuring minimal downtime and full alignment with 
service-level expectations in the event of a disruption. 

Service Activation and IR Sequence: 
• Triggering Event Identified: Automated system alert or client notification 
• Fifteen-Minute Initial Acknowledgment sent via encrypted email and call to Contract Manager 
• Four-Hour Incident Manager Assignment with triage summary (per Section 3.1.3) 
• One Business Day On-Site Team (if required) (per Section 3.1.4) 
• Notification Drafting and Deployment within 24–72 hours depending on data volume 
• Reporting and Root Cause Analysis completed within 5–7 business days 

Tools and Workflows: 
• Dedicated Slack and MS Teams breach response channels 
• Evidence package assembly using FTK/EnCase, all activities logged in immutable ledger 
• Daily sync meetings and weekly executive briefs during active breach events 

Metrics: 
• 96% of breaches contained within forty-eight hours 
• 100% of Executive Reports delivered on or ahead of SLA 
• SLA adherence: 99.3% (rolling twelve months) 

Suggested Graphic: Horizontal timeline of response lifecycle with milestones and SLA targets 

Response Lifecycle with milestones 
and SLA Targets 

Our timeline outlines the key stages and 
service-level targets in GSG’s incident 
response lifecycle, spanning from initial 
detection through full deployment and 

post-incident reporting. 
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6. Commitment to Transparency and Customer Service 

GSG recognizes that trust and transparency are fundamental when delivering identity protection and credit 
monitoring services — particularly in the context of high-impact breach events where public confidence, regulatory 
scrutiny, and user experience intersect. Our service model is designed to reflect not only compliance with 
contractual obligations, but a deeply embedded culture of responsiveness, accountability, and individualized 
support throughout the entire incident lifecycle. 

Our approach prioritizes proactive engagement with affected individuals and Participating Entities alike. From the 
initial notification through final resolution, our communications and case management processes are built to ensure 
clarity, consistency, and confidentiality. Whether the affected party is a senior executive or an individual resident, 
each receives timely, respectful, and informed support. 

All Customer Service Representatives (CSRs) are required to complete comprehensive onboarding in areas such 
as security awareness, identity fraud risks, privacy regulations (HIPAA, GLBA, FERPA), and scenario-specific 
response scripting. This training is refreshed quarterly and includes roleplay simulations, live audits, and 
performance assessments to ensure agents maintain high-quality interactions and remain prepared for emerging 
breach types or regulatory shifts. All CSRs operate within a documented quality assurance framework that includes 
real-time supervision, recorded monitoring, and coaching feedback. 

Our customer support infrastructure is located entirely within the United States and operates on a true 24/7/365 
model, ensuring round-the-clock service availability, even during holidays or large-scale events. We commit to the 
following service-level features: 

• Call Answer SLA: All calls answered by a live representative within five minutes, compliant with Section 3.13 
• Tiered Escalation: Inquiries seamlessly escalated to identity restoration specialists or licensed breach 

response coaches as appropriate 
• Multilingual Support: English and Spanish support available for all service tiers, with additional languages on 

request at no added cost 
• Accessibility Compliance: All support channels, portals, scripts, and notices are WCAG 2.1 AA and Section 

508 compliant for universal access 
• Customer Privacy Protections: All interactions are encrypted end-to-end, recorded securely, and subject to 

strict Role-Based Access Control (RBAC) and retention protocols 

In addition to responsive service delivery, GSG delivers a structured and transparent reporting suite designed to 
keep Purchasing Entities informed, audit-ready, and equipped with actionable insights. Reporting includes: 

• Weekly Status Reports: Enrollments, pending investigations, resolution counts, and response times 
• Threat Activity Summaries: Suspicious behavior flags, usage anomalies, and compromised identity triggers 
• Audit-Ready Documentation: Time-stamped call recordings, case file trails, and log summaries for 

compliance verification 
• Executive Briefings: Delivered monthly or post-incident, including SLA adherence dashboards, resolution 

cycle times, and recommended program improvements 

Performance Metrics (Trailing Twelve Months): 

• 98.7% participant satisfaction rate 
• >99% compliance with five-minute call response SLA 
• 94% of identity restoration cases resolved on first contact 
• Zero confirmed privacy violations or escalations from state attorneys general 
These measures ensure that Participating Entities receive reliable, transparent service and are well-positioned to 
demonstrate regulatory compliance, operational diligence, and responsible custodianship of sensitive data. 
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APPROACH TO SCOPE OF WORK 
Category 1 – Risk Assessment and Mitigation Services 

At GSG, we specialize in delivering comprehensive Risk Assessment and Mitigation Services tailored to safeguard 
our clients’ operational integrity, information assets, and regulatory compliance. Our methodology is aligned with 
industry standards and best practices to ensure both proactive and reactive measures are effectively implemented. 

2.1 General Requirements 

2.1.1 Data Encryption and Data Location Requirements 

GSG treats all data received from a Purchasing Entity as Non-Public Data unless explicitly designated otherwise. 
As required by the RFP, we ensure full compliance with NIST and FIPS-based encryption protocols to protect the 
confidentiality, integrity, and availability of data at every stage of the service lifecycle. Our solution enforces stringent 
controls on encryption, data residency, and physical access. 

Data Encryption Standards 
All data, whether at rest or in transit, is encrypted using FIPS 140-2 validated cryptographic modules. Specifically: 

• In Transit: TLS 1.3 (with backward compatibility for TLS 1.2) is used for all web-based and API 
communications. 

• At Rest: AES-256 encryption is applied to all structured and unstructured data stored in databases, cloud 
buckets, and file systems. 

• File Transfers: All large data files (e.g., CSVs of breach victims) are transmitted via SFTP, PGP-encrypted 
email, or through client-specific secure portals with enforced Multi-Factor Authentication (MFA). 

• Encryption Key Management: All encryption keys are managed using hardened Key Management Systems 
(KMS) with strict role-based access and quarterly rotation policies. 

Data Location and Residency 
All data processing, storage, and transmission infrastructure used in the delivery of services is located entirely 
within the Continental United States. This includes all primary and backup cloud environments, file repositories, 
and portal infrastructure. 

• Hosting Providers: AWS GovCloud (West), Microsoft Azure Government, and private FedRAMP-authorized 
environments 

• Disallowed Storage: No data is stored or cached on portable devices, personal laptops, or outside the U.S. 
• Secure Facilities: All physical data centers used have 24/7 monitoring, mantrap entry points, and NIST SP 

800-171 compliance for physical access controls 
• Audit Trail: All data movements are logged and retained per engagement terms, with reporting access 

available to authorized Purchasing Entity contacts 

Performance Metrics 
Metric Value 

Percentage of encrypted data at rest 100% 

Percentage of encrypted transmissions 100% (TLS 1.2+ with PFS) 

Data localization enforcement rate 100% U.S.-based infrastructure 

File transfer encryption audit pass rate 100% last 12 months 

SLA-compliant secure file exchange time ≤ 2 hours (average) 
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The diagram illustrates GSG’s multi-layered approach to securing 
sensitive data throughout its lifecycle. Each stage — from 

ingestion to encrypted storage and access-controlled portals — is 
protected by industry-standard encryption protocols, secure 
transfer mechanisms, and U.S.-based cloud environments. 

 
 

 
USDA 

Nationwide 
Breach 

Response 

During the execution of our $10M BPA for the U.S. Department of Agriculture, GSG successfully 
encrypted and transmitted over seventeen million consumer records — all within U.S. borders 
and without a single compliance violation. The USDA’s security audit cited our encryption 
traceability and in-country data assurance as “model controls for federal service providers.” 

“GSG’s encryption pipeline allowed us to confidently engage all stakeholders without risking 
sensitive data leakage across multiple jurisdictions.” 
— Federal Information Security Officer, USDA OCIO 

2.2.1 Core Risk Assessment Services 

GSG delivers comprehensive risk assessment services that align with mainstream cybersecurity frameworks and 
regulatory standards, while remaining scalable to the needs and complexity of each Purchasing Entity. Our team 
conducts technical, procedural, and organizational risk reviews across IT infrastructure, cloud platforms, business 
applications, and data flows. These services are designed to detect and eliminate vulnerabilities before they are 
exploited, strengthen internal controls, and ensure compliance with applicable regulations. 

Services Provided 
Our Core Risk Assessment Services include: 

Vulnerability 
Assessments 

We scan and assess internal and external systems for configuration weaknesses, known 
CVEs, outdated software, and missing patches. This includes operating systems, 
firewalls, web applications, and endpoint devices. Findings are scored using CVSS and 
prioritized based on exploitability and impact. 

Privacy Impact 
and Policy 

Assessments 

We evaluate how Personally Identifiable Information (PII), Protected Health Information 
(PHI), or financial data is collected, used, stored, and shared. Recommendations are 
aligned with CCPA, HIPAA, FERPA, and GDPR as applicable. 

Internal Controls 
Evaluation 

We assess technical, procedural, and administrative controls supporting the CIA triad — 
Confidentiality, Integrity, and Availability. We identify gaps in RBAC, separation of duties, 
audit logging, and change control. 

Risk Strategy 
Implementation 

We develop customized risk mitigation plans tailored to each entity’s risk tolerance, 
business impact levels, and resource constraints. Each plan includes prioritization, 
estimated remediation cost, and tracking milestones. 

Compliance 
Assessments 

GSG maps controls against NIST 800-53, ISO/IEC 27001, CIS Controls, and any agency-
specific security baselines. We provide findings in an auditor-ready format to support 
annual compliance efforts. 

Proprietary 
Systems Review 

Our team evaluates custom applications, OT/ICS environments, or niche configurations 
for unique vulnerabilities. This includes threat modeling, source code scans (if available), 
and behavioral analysis. 

Risk Prioritization 
and Cost 

Evaluation 
GSG presents risk registers that rank threats based on likelihood and severity, with 
quantifiable remediation costs and effort estimates per control gap. 
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Security Policy 
Review 

We review current policies and procedures and recommend improvements based on 
practical experience, regulatory alignment, and end-user adoption likelihood. 

Performance Metrics 
Category Value 

Average vulnerabilities per engagement 47.3 (range: 21–96) 

Remediation plan acceptance rate 96% 

Average time to deliver final report Five business days 

Percentage of engagements using CVSS 100% 

Compliance audit readiness rate 99% within thirty days 

 
City of New 

Orleans 

Following a major ransomware event, the City of New Orleans engaged GSG to deliver a multi-
phase risk assessment across all departments. GSG identified sixty-three critical vulnerabilities 
and over 200 control deficiencies, 90% of which were addressed within forty-five days. Our 
team supported risk strategy development, policy restructuring, and gap remediation planning, 
leading to successful CJIS and PCI-DSS revalidation on first attempt. 

“GSG’s structured risk approach enabled us to go from reactive firefighting to strategic risk 
governance within one quarter.” 
— CISO, City of New Orleans 

2.2.2 Business Process and Application Design  

Following the completion of risk assessments, GSG designs and develops secure, scalable, and resilient business 
processes, standard operating procedures (SOPs), and application security enhancements. Our goal is to ensure 
that risk mitigation efforts translate into sustained operational improvements that align with mission-critical 
objectives, compliance mandates, and evolving threat environments. 

Scope of Services 
GSG’s post-assessment design services include: 

Business Process 
Redesign 

We refine and document workflows based on identified risks, inefficiencies, or 
compliance gaps. This includes redesigning data handling procedures, access control 
paths, escalation workflows, and logging protocols. 

Standard Operating 
Procedures (SOPs) 

We create SOPs tailored to each entity’s operational context, addressing incident 
response, user provisioning, backup/restore, privileged access, patching, and system 
hardening. SOPs are version-controlled and formatted for internal use, policy 
distribution, or auditor review. 

Secure Application 
Design 

GSG assists in developing security requirements and design specifications for in-
house or third-party applications. We ensure authentication, input validation, data 
encryption, and logging mechanisms are built into architecture from the beginning. 

Process Simulation 
and Validation 

We perform tabletop simulations and/or red team–blue team exercises to validate 
redesigned business processes against threat scenarios. This step ensures that new 
workflows hold up under pressure and that all stakeholders are trained in their 
execution. 

Process Integration We align redesigned processes with technology tools such as ticketing systems, 
endpoint managers, and identity platforms (e.g., ServiceNow, Intune, Okta) to ensure 
integration, automation, and accountability. 

Security Architecture 
Recommendations 

Based on entity-specific risk findings, we recommend, or design, layered architecture 
improvements — such as segmentation strategies, role-based access schemes, and 
least privilege enforcement. 
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Performance Metrics 
Metric Result 

SOP adoption rate across entities 98% within thirty days 

Business process validation success 95% of new workflows passed first simulation 

Application security design coverage 100% OWASP Top 10 mitigated pre-deployment 

Time to draft entity-custom SOPs 5–10 business days post-assessment 

Automation integration success rate 92% within sixty days of implementation 

 
City of 

Sunnyvale 

After completing a full IT risk and cybersecurity assessment, GSG worked with the City of 
Sunnyvale to redesign over thirty operational workflows spanning IT support, access control, 
and patch management. SOPs were drafted, validated, and integrated with the City’s existing 
ticketing and endpoint management systems. As a result, the City reported a 30% reduction in 
ticket resolution time and achieved internal audit compliance with zero major findings. 

“GSG didn’t just tell us where we had problems—they helped us fix them in a way that actually 
worked for our people and tools.” 
— IT Operations Manager, City of Sunnyvale 

 

The diagram illustrates GSG’s Business Process 
Reengineering approach, mapping risk inputs to 

structured design layers and measurable outcomes, 
with integrated tools and validation checkpoints 

ensuring end-to-end accountability. 

 

2.2.3 Final Risk Report Delivery 

GSG provides a detailed, audit-ready Final Risk Report at the conclusion of each engagement. This deliverable 
captures all assessment findings, prioritized risks, and actionable mitigation recommendations tailored to the entity’s 
infrastructure, operations, and compliance requirements. Our reports are designed for consumption by both 
technical staff and executive leadership and are structured to support ongoing remediation efforts, risk tracking, 
and regulatory audits. 

Report Content and Structure 
The Final Risk Report includes: 

Executive Summary 
A non-technical overview of key findings, business impact, risk posture score, and top 
five high-priority threats. This section is appropriate for CIOs, legal, and executive 
stakeholders. 

Risk Register A detailed matrix of identified vulnerabilities, control deficiencies, and policy gaps, 
prioritized by likelihood and impact using the CVSS scoring framework. Each risk 
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includes affected asset, exposure description, recommended remediation, and 
estimated resolution effort. 

Compliance Mapping Control deficiencies mapped to applicable standards (NIST 800-53, ISO 27001, CIS 
Controls, etc.), with notes on regulatory exposure and audit flags. 

Remediation 
Roadmap 

Sequenced, time-phased actions broken into high/medium/low priority categories. 
Optional timelines include cost estimates and internal/external resource needs. 

Remediation Status 
Tracker (Optional) 

Excel or SharePoint-compatible tracker to enable internal teams to assign and track 
remediation activities, aligned with deliverables and timelines. 

Appendices 
Full vulnerability scan logs, tool outputs (e.g., Nessus, OpenVAS, Fortify), screenshots 
of misconfigurations, policy review checklists, and any onsite validation notes. 

Performance Metrics 
 
 
 
 
 
 

 
Gwinnett 

County, GA 

GSG provided a Final Risk Report as part of a countywide IT audit for Gwinnett County. The 
report featured an interactive remediation roadmap that helped the County track over eighty 
discrete actions across fourteen departments. By quarter’s end, 82% of medium- and high-
priority items were resolved, and the County passed its annual compliance audit with no critical 
findings. The Final Risk Report was later used as a model by other departments initiating 
internal audits. 

“We expected a static report. What we got was an operational tool that brought clarity, 
accountability, and progress tracking to every team.” 
— Director of Information Security, Gwinnett County 

2.2.4 Consultation Services for Third-Party Contracts 

Upon request, GSG provides expert consultation services to assist Purchasing Entities in strengthening third-party 
agreements — particularly those involving IT vendors, cloud service providers, and managed services partners. 
Our guidance helps ensure that contracts include enforceable cybersecurity and data protection provisions, aligning 
with the risk tolerance, compliance posture, and operational needs of the entity. 

Scope of Consultation Services 
GSG’s contractual consultation support typically includes: 

Security Clause 
Drafting and Review 

We assist in drafting, refining, or reviewing security terms in third-party contracts. This 
includes data breach notification timelines, encryption standards, logging requirements, 
incident cooperation obligations, data residency guarantees, and audit rights. 

Risk Transfer 
Language 

We help integrate provisions for indemnification, cyber insurance coverage minimums, 
subcontractor liability, and termination clauses for non-compliance or breach. 

Cloud and SaaS 
Provider Contract 

Review 
GSG reviews AWS, Azure, M365, Salesforce, and niche SaaS contracts to validate 
FedRAMP, SOC 2, ISO, and shared responsibility alignment. 

Data Privacy and 
Sovereignty Clauses 

We consult on requirements related to HIPAA, FERPA, GLBA, CCPA, and state-
specific privacy laws. This ensures third parties cannot store, process, or replicate Non-
Public Data outside of allowed jurisdictions. 

Contract Lifecycle 
Integration 

Our team supports procurement, legal, and IT security stakeholders with checklist 
templates, vendor scorecards, and Data Security Agreement (DSA) annexes for 
inclusion in RFQs, RFPs, and renewals. 

Metric Result 

Final report delivery timeline 100% within five business days 

Risk register accuracy (client validation) 98.5% validation accuracy 

Client satisfaction with report usability 97% satisfied/very satisfied (last twenty engagements) 

Executive report readability (per audit) 100% passed readability reviews 

Compliance mapping completeness 100% for NIST 800-53 or ISO-aligned clients 
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Third-Party Security 
Risk Assessment 

Tie-In 

When desired, we connect third-party contract guidance to actual vendor risk 
assessments (performed by GSG or provided by the Entity), ensuring that contract 
language is informed by real risk profiles and not boilerplate assumptions. 

Performance Metrics 
Metric Value 

Contract terms improved by GSG (past 24 months) 122 

Average consultation-to-contract cycle time 3.7 business days 

Entities with risk-informed contracts post-review 100% 

Inclusion of indemnity clauses post-consultation 98% 

Privacy compliance clauses reviewed or drafted 240+ 

 
Nevada 

Affordable 
Housing 

Assistance 
Corporation 

(NAHAC) 

GSG provided rapid-turnaround consultation on multiple third-party SaaS and cloud-hosted 
vendor contracts during NAHAC’s procurement cycle. Working closely with their legal and 
procurement teams, GSG redlined five active contract drafts, ensuring the inclusion of minimum 
cybersecurity controls, incident response timelines, and data residency restrictions. As a result, 
NAHAC successfully passed its internal risk and legal review and achieved full vendor 
onboarding within ten days — cutting vendor contracting time in half. 

“The GSG team gave us exactly what we needed: sharp, actionable language that made our 
contracts stronger and our risks smaller.” 
— Contracts Administrator, NAHAC 

 

This diagram illustrates how GSG embeds 
cybersecurity clauses across each phase of 
the contract lifecycle — ensuring that 
compliance, enforcement, and audit 
readiness are established from 
procurement through termination. 

 

2.3 Personnel Qualifications 

The following personnel are proposed to fulfill the roles required under this category, each meeting and exceeding 
the minimum qualifications as outlined. Our team’s extensive experience, technical expertise, certifications, and 
leadership capabilities align directly with the scope of work and ensure delivery excellence for all project phases. 
The table below summarizes the qualifications and capabilities of our key personnel aligned to the required roles of 
Security/Technology Senior Analyst, Business Process/Risk Management Senior Consultant, and Project Manager. 

2.3.1 Security/Technology Senior Analyst: Vatsal Shah 
Our Security/Technology Senior Analyst has over twenty years of proven cybersecurity experience, demonstrating 
strong technical skills in penetration testing, vulnerability analysis, secure systems engineering, and architecture 
design. This individual is adept at planning, coordinating, and managing technical tasks necessary for successful 
service delivery, including oversight of deliverables and coaching of junior staff. Their certifications and hands-on 
leadership ensure quality assurance and compliance with risk and security standards. 
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2.3.2 Business Process/Risk Management Senior Consultant: Manoj Kumar 
Our Business Process/Risk Management Senior Consultant possesses deep knowledge of enterprise risk 
management, business process reengineering, and regulatory compliance frameworks. With over two decades of 
global experience, this consultant effectively prioritizes complex issues, provides strategic recommendations on 
security and technology risks, and supervises large, diverse teams. Their expertise includes facilitation of 
workshops, risk assessments, and development of mitigation roadmaps, supported by strong communication and 
leadership skills. 

2.3.3 Project Manager (Senior Contract Manager): Ajit Kumar Patel 
Our Project Manager is an experienced professional with over thirty-nine years of managing multi-million-dollar IT 
and cybersecurity engagements. Skilled in project scoping, resource allocation, budget management, and 
stakeholder communication, this individual applies best practices in PMI-PMBOK and Agile methodologies to 
ensure project success. Their project management certification and leadership capabilities allow them to track 
progress, manage risks, and consistently demonstrate project value to all stakeholders. 

Personnel Qualifications Matrix 
Proposed 
Personnel 

Years 
of Exp. Certifications Key Capability Highlights 

2.3.1 Security/ 
Technology 

Senior Analyst 
Vatsal Shah 

20+ PCIP, CCSK, 
CISA, CEH, 
TL, CISSP, 

CISSP-
ISSAP, 

GWAPT, OP 

• Leads complex penetration testing and vulnerability assessments 
across diverse sectors including government and critical 
infrastructure. 

• Designs and oversees implementation of security architectures 
involving NGFWs, SIEM, VPN, and endpoint and mobile threat 
protection. 

• Plans, coordinates, and delivers cybersecurity services while 
managing and coaching technical teams. 

• Conducts quality assurance and provides risk-based analysis, 
troubleshooting, and issue resolution. 

• Develops comprehensive technical deliverables including risk 
registers, control matrices, and incident response plans. 

• Strong communicator with extensive experience developing policies, 
emergency response plans, and client-facing reports aligned with 
NIST and industry best practices. 

2.3.2 Business 
Process/Risk 
Management 

Senior 
Consultant 

Manoj Kumar 

21+ Security+, 
CompTIA, 

CISSP, ISC2, 
CISA, ISACA, 

NCFM 

• Expert in enterprise risk management, regulatory compliance (SOX, 
KYC), and internal control frameworks. 

• Leads business Risk and Control Self-Assessments (RCSA), 
BCP/DR planning, and audit remediation efforts. 

• Facilitate workshops, interviews, and strategic sessions to prioritize 
risk and develop mitigation strategies. 

• Supervises and provides quality assurance over multi-disciplinary 
teams and complex risk management engagements. 

• Advice on security and technology risk matters across business 
processes, cloud security, and third-party vendor management. 

• Communicate effectively with stakeholders to ensure business 
objectives and regulatory compliance are met. 

2.3.3 Project 
Manager 
(Senior 

Contract 
Manager) 

Ajit Kumar 
Patel 

39+ ITIL-ITSM, 
Six-Sigma 
Green Belt, 

Manufacturing 
Enterprise 

Leadership, 
Systems 

• Manages large, complex project portfolios exceeding $10M with 
multi-site, cross-functional teams. 

• Skilled in project scoping, resource planning, scheduling, and 
financial forecasting. 

• Apply PMI-PMBOK and Agile methodologies to drive project 
execution and continuous improvement. 
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Proposed 
Personnel 

Years 
of Exp. Certifications Key Capability Highlights 

Engineering 
Development 

• Tracks project status, manages risk and issue logs, and regularly 
reports value to stakeholders. 

• Leads budgeting and forecasting efforts ensuring projects meet time, 
cost, and quality goals. 

• Demonstrates strong leadership, stakeholder engagement, and 
communication to align IT and business objectives effectively. 

Performance Metrics (Rolling Twenty-Four Months) 
Metric Result 

Percentage of staff meeting/exceeding minimums 100% 

Average years of experience per role 8.3 years 

Role certification compliance (e.g., PMP, CISM) 97% of assigned roles 

Client-rated personnel performance (post-engagement surveys) 4.8 / 5.0 average 

 

 
Department 
of Interior 

(DOI) 

As part of our $26M BPA with the DOI’s Information System Security Line of Business (ISSLoB), 
GSG assigned a cross-functional team of certified analysts, risk consultants, and a PMP-
certified project manager to deliver more than fifty risk assessment engagements across federal 
bureaus. Each team member exceeded the RFP-required qualifications, and our engagement 
model was praised for its professionalism, consistency, and low turnover. DOI cited our Project 
Manager’s coordination as a “top contributing factor” to on-time and audit-passing deliverables. 

“The team GSG deployed hit the ground running with the right skills and the right attitude—
making this one of the smoothest assessment engagements we’ve had to date.” 
— Program Lead, DOI Cybersecurity 

Category 2 - Incident Response Services 

GSG delivers full-spectrum incident response services designed to help government entities detect, contain, and 
recover from cybersecurity events with speed, precision, and minimal operational disruption. Our approach aligns 
with NIST 800-61, DFIR best practices, and all applicable service-level requirements defined in the RFP. With 
certified forensic analysts, breach responders, and 24/7 incident managers, GSG is prepared to support Purchasing 
Entities with tailored response strategies, defensible reporting, and rapid containment measures. 

Our Incident Response (IR) capabilities are built for both single-agency and multi-jurisdictional scenarios and have 
been successfully applied in response to ransomware attacks, system breaches, credential leaks, malware 
outbreaks, and nation-state APT threats. We operate under strict chain-of-custody controls and legal defensibility 
standards, with complete documentation delivered to support post-incident investigations, litigation, and audit 
inquiries. 

3.1 Service Initiation / Customer Service / Consultants 

3.1.1 Orders 

GSG supports a streamlined and collaborative ordering process designed to ensure rapid activation and clarity of 
expectations between the Purchasing Entity and our incident response team. Each engagement begins with a 
formalized Statement of Work (SOW) that clearly defines the incident response scope, roles, and deliverables. 

GSG’s Ordering and Onboarding Process Includes: 

• Engagement Kickoff Within 4 Hours 
Upon request, our Incident Manager contacts the Purchasing Entity to initiate coordination, in full alignment 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 26 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

with Section 3.1.3. We review the triggering event, confirm escalation paths, and begin pre-staging personnel 
and tools. 

• Statement of Work (SOW) Components: 
Each SOW includes the following: 
o Detailed task list (aligned to NIST 800-61 lifecycle: Detect, Analyze, Contain, Eradicate, Recover) 
o Required deliverables and format (e.g., forensic report, executive summary, evidence logs) 
o SLA-aligned response times, escalation windows, and communication protocols 
o Estimated labor effort, staff roles (analyst, breach coach, forensics lead), and level of effort 
o Optional value-adds such as malware reverse engineering or post-breach tabletop exercises 

• Customized Scope Flexibility 
Entities may engage GSG for full-spectrum IR or choose focused services, such as forensic imaging only, 
containment support, or breach notification coordination. This flexibility supports budget alignment and service 
prioritization. 

• SOW Validation and Approval Workflow 
GSG supports both rapid-response and procurement-integrated workflows. We provide templated language to 
help expedite approval, especially for agencies operating under emergency procurement rules. 

• SOW Revisions and Add-ons 
As the incident unfolds, the SOW may be amended to reflect the evolving scope or to activate additional 
services. GSG tracks these changes in a revision log and reaffirms SLAs after each modification. 

 

Performance Metrics – Incident Response Ordering 
Metric Value 

Average time to draft SOW < 6 hours from request 

Percent of SOWs initiated within four hours 100% 

Percent of IR engagements launched within one business day 100% 

Percent of SOWs amended during response lifecycle 42% 

Customer satisfaction with onboarding process 4.9 / 5.0 

 
Jacksonville 

Aviation 
Authority 

(JAA) 

Following a malware incident that affected four regional airports, GSG received a request from 
JAA under an on-call services contract. Within two hours, we issued a tailored SOW outlining 
forensics, containment, and reporting services. The engagement expanded over five days to 
include breach communication consulting and policy review. All deliverables were completed 
within SLA, and no regulatory penalties were issued as a result of the event. 

“GSG’s ability to adapt the scope and formalize actions while the crisis was still unfolding gave 
us the structure, we needed to contain the threat and manage risk across multiple departments.” 
— Director of Technology, Jacksonville Aviation Authority 

3.1.2 Timely Response  

GSG maintains a 24/7 monitored email and toll-free hotline for urgent communications. Designated staff will oversee 
this account during business hours and after-hours as needed. All requests will be logged and tracked to guarantee 
timely acknowledgment and resolution. This ensures reliable, responsive service at all times. 

3.1.3 Incident Manager Contact 

GSG maintains a highly responsive incident intake and escalation process designed to ensure rapid, coordinated 
action at any time of day. In accordance with Section 3.1.2 of the RFP, our incident response team is available 
24/7/365 via monitored communication channels and is staffed by certified cybersecurity professionals trained to 
triage and initiate service within SLA-defined timeframes. 
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Whether responding to a breach, malware outbreak, data exposure event, or system compromise, GSG’s 
procedures ensure that every request is acknowledged, triaged, and escalated with urgency and clarity. 

Communication Channels and Response Process 
• Dedicated Incident Hotline and Email: GSG operates a toll-free incident response hotline and secure, 

monitored email inbox exclusively for Purchasing Entities. These channels are monitored live around the clock. 
• Automated Case Tracking and Logging: All incoming requests are logged into our internal incident 

management platform. Each alert is tagged, timestamped, assigned a priority level, and escalated to the 
appropriate duty officer and technical lead. 

• Tiered Alert Escalation: 
o P1 (Critical): Breach-in-progress, ransomware, major system compromise 
o P2 (High): Known compromise with no current spread 
o P3 (Moderate): Forensic or investigatory engagement only 

• Immediate Triage and Acknowledgment: All Priority 1 and 2 requests are acknowledged within fifteen 
minutes. Full triage with response actions begins within the four-hour SLA outlined in Section 3.1.3. 

• On-Demand Expert Access: Our roster includes certified DFIR professionals, malware analysts, and breach 
communications consultants ready to be engaged based on incident type and severity. 

• Standby Pre-Activation (Optional): For pre-scheduled high-risk events (e.g., major public launches, 
vulnerability disclosures), we offer optional standby coverage for zero-delay response activation. 

Performance Metrics – Timely Response 
Metric Value 

Average time to acknowledge incident request 11 minutes (rolling avg.) 

Response plan initiated within SLA (four hours) 100% 

On-call analyst availability rate 100% coverage 24/7 

Tiered escalation correctly classified 99.1% 

Time to the first analyst assignment < 45 minutes 

 
Sacramento 

Regional 
Transit 
District 

In December 2023, GSG responded to a ransomware incident affecting the Sacramento 
Regional Transit District’s enterprise systems. An encrypted endpoint alert triggered an after-
hours call to our 24/7 IR hotline. GSG acknowledged the incident within twelve minutes, 
escalated to P1 priority, and deployed containment playbooks and forensic triage within 2.5 
hours. The incident was contained within eight hours, and no customer or employee data was 
exfiltrated. 

“The speed of GSG’s response gave us back control before the ransomware could fully 
propagate. Their responsiveness turned a potential shutdown into a manageable event.” 
— CIO, Sacramento Regional Transit District 

 

Timely Response Escalation Flow “From Alert 
to Activation” Diagram 

The diagram illustrates GSG’s structured SOW-to-
Response lifecycle, aligning with NIST 800-61 IR 
phases and showing key milestones, SLA targets, 
and escalation-ready checkpoints from intake to 

final post-mortem reporting. 
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3.1.4 On-Site Presence 

GSG understands that certain cybersecurity incidents may require immediate physical presence to contain threats, 
preserve digital evidence, or coordinate with local leadership and stakeholders. As required by Section 3.1.4 of the 
RFP, GSG guarantees the ability to deploy qualified, credentialed incident response personnel on-site within one 
(1) business day of a formal request or as otherwise defined in the SOW. Our nationwide coverage model supports 
rapid mobilization to any state, territory, or municipal location within the continental United States. 

On-Site Deployment Capabilities 

Deployment Guarantee GSG can deploy Incident Managers, Forensic Analysts, Network Investigators, or 
Response Coordinators to the Purchasing Entity’s designated site within one 
business day of request acknowledgment. 

Pre-Positioned Regional 
Resources 

We maintain regionally distributed personnel in key states across the West, 
Midwest, South, and Northeast, reducing time-to-deployment and improving 
familiarity with local environments and legal requirements. 

Remote-to-Onsite 
Escalation Protocol 

All incidents are initially triaged remotely. If remote containment is not feasible — 
or if sensitive onsite forensics are required — we transition to physical presence 
through a defined escalation workflow. 

Onsite Scope Options Depending on the engagement, our on-site services may include: 
• Live disk imaging or volatile memory capture 
• Coordination with executive leadership and legal counsel 
• Hands-on remediation support (firewall ACL updates, isolating infected 

segments) 
• Liaison support with law enforcement, media, and legal teams 
• Physical chain-of-custody assurance 
• Live disk imaging or volatile memory capture 
• Coordination with executive leadership and legal counsel 
• Hands-on remediation support (firewall ACL updates, isolating infected 

segments) 
• Liaison support with law enforcement, media, and legal teams 
• Physical chain-of-custody assurance 

Security Clearances and 
Badging 

GSG staff are eligible for CJIS and Homeland Security badging, and several hold 
federal Public Trust or higher clearance levels to allow access to restricted sites. 

Travel Compliance GSG follows all travel and reimbursement guidelines as defined in the Purchasing 
Entity’s travel policy and includes these logistics in each task order. 

Performance Metrics – On-Site Presence 
Metric Result 

Percent of onsite response requests fulfilled within one day 100% (past eighteen months) 

Average time to dispatch travel logistics < 2 hours 

Average time from approval to on-site arrival 18.7 business hours 

Percent of on-site staff with advanced IR certifications 93% 

Customer satisfaction with on-site services 4.9 / 5.0 

 
Fort Wayne–
Allen County 

In response to a suspected external intrusion affecting secure operations systems, GSG 
mobilized an Incident Manager and Forensic Analyst team within twenty-four hours of 
activation. Onsite efforts included imaging of affected endpoints, interviewing IT staff, and 
working alongside airport security to isolate wireless vulnerabilities. The incident was contained, 
evidence preserved, and a full forensic report submitted within five business days. GSG’s 
coordination with TSA representatives ensured there was no disruption to airport operations. 
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Airport 
Authority 

“When we needed boots on the ground fast, GSG delivered. Their calm, methodical approach 
helped us restore trust and prove that critical systems were uncompromised.” 
— Director of Security and Technology, FWACAA 

 
On-Site Incident Response Workflow: The 
diagram illustrates GSG’s On-Site Incident 
Response Workflow, tracing the escalation 
from remote triage to physical deployment 
and forensic activity, with built-in validation 
and SLA checkpoints at each phase.  

3.1.5 Expert Staffing  
GSG ensures that all incident response services are delivered exclusively by trained experts with domain-specific 
qualifications and proven experience, in full compliance with Section 3.1.5 of the RFP. Our personnel undergo 
continuous training and certification and are deployed according to the technical complexity, severity, and urgency 
of the incident. This guarantees that every Purchasing Entity receives service from highly competent professionals 
who are familiar with the legal, operational, and forensic requirements of public sector response. 

Staffing Model Overview 
Position-Based 

Assignment 
Every GSG incident response engagement is staffed with a multidisciplinary team drawn 
from the following roles: 
o Incident Response Manager 
o Digital Forensic Analyst 
o Malware Analyst/Reverse Engineer 
o Breach Communications Specialist 
o Threat Intel Support Analyst 
o Legal Liaison/Breach Coach (as applicable) 

Position-Based 
Assignment: 

Every GSG incident response engagement is staffed with a multidisciplinary team drawn 
from the following roles: 
o Incident Response Manager 
o Digital Forensic Analyst 
o Malware Analyst/Reverse Engineer 
o Breach Communications Specialist 
o Threat Intel Support Analyst 
o Legal Liaison/Breach Coach (as applicable) 

Certifications 
and Training: 

Our IR personnel typically hold one or more of the following credentials: 
o GIAC Certified Forensic Analyst (GCFA) 
o GIAC Certified Incident Handler (GCIH) 
o EnCase Certified Examiner (EnCE) 
o EC-Council Certified Incident Handler (ECIH) 
o Certified Ethical Hacker (CEH) 
o Certified Information Systems Security Professional (CISSP) 
o For legal/breach comms: JD, CIPP/US, or IAPP affiliation 

Experience 
Thresholds 

GSG requires a minimum of five years of experience for all personnel assigned to Category 
2 engagements. Most staff have handled over fifty incidents across cloud, hybrid, and on-
premise environments. 

Specialized 
Knowledge 

Team members are trained in CJIS compliance, HIPAA incident containment, PCI-DSS 
post-breach protocol, and chain-of-custody handling for legal admissibility. 

Clearance and 
Vetting 

All assigned IR staff pass annual background checks. Personnel supporting federal or 
criminal justice entities may hold Public Trust or CJIS badging, and all are eligible for local 
site clearance if required. 
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Performance Metrics – Expert Staffing 
Metric Result 

Percent of IR team with ≥5 years incident experience 100% 

Avg. number of IR engagements per expert 52.6 

Role-certification match rate (per RFP) 96.7% 

Post-engagement client satisfaction (staffing) 4.9 / 5.0 

Percent of engagements led by GIAC/EnCE-certified lead 100% 

 
Washtenaw 
County IR 

Deployment 

When Washtenaw County’s IT team discovered suspicious remote access activity on its public 
records platform, GSG was activated under an existing support contract. Within four hours, we 
deployed a GCFA-certified forensics expert, an Incident Manager, and a Breach 
Communications Specialist. The team successfully isolated the event, captured forensic 
evidence, and prepared a regulator-facing summary. Due to the team's clear credentialing and 
documentation, the County faced no legal exposure or SLA violations. 

“The GSG team operated like a SEAL team—each member brought mastery in their domain, 
but they moved as one.” 
— Chief Information Officer, Washtenaw County 

Expert Staffing Capability Matrix: Role-Based Certification and Function Chart 

Role Minimum 
Experience 

Sample 
Certifications Core Responsibilities 

IR Manager 7+ years CISSP, PMP Engagement lead, SLA enforcement, client liaison 
Forensics Analyst 5+ years GCFA, EnCE Disk/memory imaging, artifact analysis 

Threat Intel Analyst 5+ years GCTI, CEH Attack vector validation, IOC development 
Breach Coach/ 

Legal SME 10+ years JD, CIPP/US, IAPP Legal response, breach notification compliance 

Reverse Engineer 5+ years OSCE, GIAC GREM Malware triage, static/dynamic analysis 

3.2 Event and Incident Management 

3.2.1 Incident Scope Determination 
GSG collaborates closely with each Purchasing Entity to determine the full scope and severity of any cybersecurity 
event. Our methodology ensures that potentially widespread threats, stealthy intrusions, and multi-system 
compromise scenarios are correctly classified, accurately contained, and supported by defensible analysis. We 
combine real-time forensics, log aggregation, and expert-led interviews with impacted personnel to understand how 
far an incident has reached — and whether it rises to the level of a formal Incident under federal and state reporting 
requirements. 

Scope Determination Workflow 
Initial Evidence 

Collection 
We gather inputs from Intrusion Detection/Prevention Systems (IDS/IPS), Endpoint 
Detection and Response (EDR) logs, firewall and proxy records, SIEM dashboards, 
alerting systems, and access logs. We also incorporate end-user-reported behavior, 
ticket system activity, and prior risk profile data. 

Event Classification 
Framework 

All collected evidence is analyzed against a predefined incident classification matrix, 
based on NIST 800-61 Rev. 2. This allows the response team to categorize the event 
using formal threat types such as Unauthorized Access, Denial of Service, Malicious 
Code, and Data Loss. 

Technical Analysis 
and Business 

Impact 

Our team correlates technical indicators (e.g., IOCs, unusual port activity, login 
anomalies) with organizational context to determine if the event constitutes a full-scale 
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Incident. We consider the affected data type (PII, PHI, CJIS, PCI), number of 
users/systems affected, and potential compliance exposure. 

Cross-System 
Validation 

Where warranted, we perform scope triangulation across systems (e.g., domain 
controller vs. VPN logs vs. Azure AD), identifying lateral movement, privilege escalation, 
or persistence mechanisms. 

Scope Finalization 
and Documentation 

A formal Incident Scope Report is generated summarizing affected systems, 
suspected vectors, classification level, recommended escalation, and immediate 
containment steps. This report is delivered to the Purchasing Entity within the first 
twenty-four hours of engagement (or as otherwise defined in the SOW). 

Performance Metrics – Incident Scope Determination 
Metric Result 

Average time to classify Event as Incident 2.8 hours 

Incident classification accuracy (client-validated) 98.2% 

Formal Incident Scope Report delivery (≤ 24 hrs.) 100% compliance 

Engagements using NIST 800-61 Rev. 2 classification 100% 

Cross-platform log correlation success rate 97.6% 

 
State of Kansas 
EpiTrax Security 

Incident 

When anomalous login activity was detected in the State of Kansas’ EpiTrax disease 
surveillance system, GSG was engaged to determine scope. Within three hours, GSG 
identified unauthorized access to an admin account originating from a compromised API 
endpoint. Our team conducted a rapid cross-system correlation using VPN logs, EDR, and 
reverse proxy data. The result: no data exfiltration occurred, and the event was contained 
before triggering a HIPAA breach reporting requirement. The Incident Scope Report, delivered 
within twenty-four hours, was later cited as key evidence during a CMS audit. 

“GSG was the first IR vendor we worked with that didn’t just respond—they diagnosed the 
scope, documented it, and gave us immediate next steps.” 
— State Epidemiologist, Kansas Department of Health and Environment 

3.2.2 Evidence Handling 

GSG adheres to strict industry standards for digital evidence collection, preservation, and documentation 
throughout the entire incident response lifecycle. Our evidence handling procedures ensure legal admissibility, 
maintain integrity, and support follow-on investigations or litigation. All actions are conducted under formal Chain 
of Custody protocols in compliance with NIST 800-86 and aligned with CJIS and HIPAA handling standards when 
applicable. 

Our approach is designed to ensure that Purchasing Entities retain ownership and visibility into all collected 
evidence, while preserving the credibility and usefulness of the data during and after the response. 

Evidence Handling Process Overview 
• Secure Collection: We collect volatile and non-volatile data using validated forensic tools (e.g., FTK Imager, 

EnCase, X-Ways) with read-only access. This includes full disk imaging, memory dumps, registry keys, event 
logs, Sysmon outputs, and user activity traces. 

• Chain of Custody Documentation: Every piece of evidence is cataloged in a chain of custody log, noting: 
o Unique ID 
o Custodian 
o Timestamps (acquisition, transfer, access) 
o Tool used 
o Hash values (SHA-256, MD5 for validation) 
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• Secure Transport and Storage: Forensic images and logs are encrypted at rest using AES-256 and 
transferred via secure channels (SFTP, encrypted portable media, or FIPS 140-2 validated USB drives). All 
access to evidence is logged and restricted to authorized analysts. 

• Tamper Prevention: Original evidence is preserved in write-protected containers. Analysis is performed on 
forensically sound duplicates to eliminate contamination risk. Any hash mismatches or re-access events are 
automatically flagged and documented. 

• Access Control and Auditability: All access to evidence is role-restricted and recorded in tamper-evident 
audit logs. These records are available to Purchasing Entities upon request and are structured to support 
potential legal or regulatory review. 

• Law Enforcement and Legal Collaboration: GSG coordinates with external investigators when required, 
providing full documentation packages, attestation letters, and expert witness availability if needed. 

Performance Metrics – Evidence Handling 
Metric Result 

Percent of evidence collections with validated hash logs 100% 

Percent of forensic analyses performed on duplicate data 100% 

Chain of Custody log completion accuracy 99.7% 

Evidence handoff packages accepted by regulators 100% (past twenty-four months) 

Time to deliver complete evidence package < 2 business days 

 
City of San 
Jose Digital 
Forensics 

During an internal data exposure incident, GSG was engaged by the City of San Jose to conduct 
forensic imaging and analysis of a compromised user workstation and email environment. Using 
FTK and Cellebrite for endpoint and mobile artifact collection, our team generated a full Chain 
of Custody log and submitted the evidence to the City’s legal counsel within forty-eight hours. 
A third-party audit confirmed the integrity and authenticity of the evidence package, which was 
used during employee disciplinary proceedings and to notify state regulators. 

“The precision of GSG’s evidence handling eliminated any doubt. We were prepared for 
questions from regulators, auditors, and the press—and we had the documentation to prove it.” 
— Deputy CIO, City of San Jose 

 

The following diagram visualizes GSG’s Chain of 
Custody Workflow, showing each step of the 
secure evidence lifecycle — from initial data 

identification to encrypted transfer and delivery 
— complete with tool tracking, access 

restrictions, and audit-ready validation points 

 

3.2.3 Law Enforcement Coordination 

GSG supports Purchasing Entities in determining when and how to involve law enforcement during cybersecurity 
events, especially those involving criminal acts such as data exfiltration, ransomware, unauthorized access, or 
suspected insider threats. Our team brings deep experience in coordinating with federal, state, and local law 
enforcement — including FBI, Secret Service, DHS-CISA, and state cybercrime units — and understands the 
importance of properly escalating cases to minimize liability and preserve evidentiary integrity. 
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We work under the direction of the Purchasing Entity and ensure that all communication with outside parties, 
including law enforcement, is authorized, documented, and compliant with applicable laws and contractual 
obligations. 

Law Enforcement Support Workflow 
• Assessment and Recommendation: GSG advises on whether a cybersecurity event meets legal thresholds 

for law enforcement escalation. This includes evaluating indicators such as: 
o Evidence of unauthorized access 
o Exfiltration of PII, PHI, CJIS, PCI, or confidential government records 
o Threat actor attribution indicating foreign or criminal origin 
o Ransom demand or extortion attempt 

• Notification Support: Upon direction from the Purchasing Entity, GSG assists in preparing formal notifications 
and talking points for law enforcement engagement, ensuring clarity, factual accuracy, and chain-of-custody 
validation for all disclosed evidence. 

• Liaison and Coordination: GSG personnel act as technical liaisons during investigations, including: 
o Hosting secure file handoffs 
o Participating in joint forensic review sessions 
o Supporting subpoenas, warrants, or discovery 
o Assisting with interviews or technical briefings 

• Preservation for Legal Proceedings: All interactions with law enforcement are logged. GSG maintains all 
handoff documentation, communication records, and hash-validated evidence reports in a format suitable for 
use in administrative or judicial proceedings. 

• Privacy and Disclosure Governance: We support the Lead State in balancing public safety and privacy 
responsibilities. No data is shared externally without explicit approval, and all actions follow state-level data 
breach and disclosure laws. 

Performance Metrics – Law Enforcement Coordination 
Metric Result 

Percent of events with proper LE escalation recommendation 100% 

Law enforcement engagement preparation accuracy 99.2% (no retractions/corrections) 

Chain-of-custody packages accepted by LE agencies 100% 

Time to draft LE notification packet (avg) < 6 business hours 

Percent of events escalated that led to further LE investigation 85% 

 
New Orleans 
Breach – FBI 
Coordination 

During a ransomware outbreak targeting the City of New Orleans, GSG was directed to initiate 
law enforcement coordination under the guidance of the City’s legal and the Office of 
Emergency Preparedness. Within six hours, GSG submitted an evidence package and incident 
summary to the FBI’s New Orleans field office. We participated in a multi-agency briefing 
alongside the Secret Service and local authorities, helping confirm attribution to a known threat 
group. Our timely engagement led to the FBI flagging related infrastructure for takedown and 
prevented broader municipal compromise. 

“GSG’s professionalism and technical accuracy gave our law enforcement partners 
confidence—and helped us prove that we had full situational control.” 
— Cybersecurity Program Manager, City of New Orleans 

3.2.4 Secure Communications 

GSG ensures that all communications related to cybersecurity incidents are conducted through encrypted, access-
controlled channels that safeguard sensitive data, respect privacy regulations, and prevent unauthorized disclosure. 
In accordance with Section 3.2.4 of the RFP, we strictly limit communication access to authorized Purchasing Entity 
personnel and operate under “need-to-know” protocols for all external interactions. 
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Our secure communication protocols support confidentiality, traceability, and operational resilience across the entire 
incident response lifecycle — from activation through post-incident reporting. 

Secure Communications Practices 

• Encrypted Channels: All communications are encrypted end-to-end using TLS 1.3 or PGP-secured 
messaging. For sensitive documents (e.g., incident summaries, forensic images), we use encrypted portals with 
MFA enforcement and expiration controls. 

• Role-Based Access Control (RBAC): Access to incident details is restricted based on assigned roles and pre-
approved clearance lists. Each role (e.g., Legal, IT Security, Communications Officer) receives information 
relevant to their responsibility. 

• Secure Collaboration Tools: GSG utilizes Microsoft Teams (Gov), encrypted email, and secure client portals 
for communication. Where needed, we deploy temporary collaboration spaces with segmented access and 
activity logging. 

• Message Audit Trail: All communication (email, chat, and portal updates) is logged and timestamped to create 
a complete audit trail. Purchasing Entities may request transcripts or message exports at any time. 

• Confidentiality and Disclosure Protocols: GSG enforces a strict non-disclosure workflow. No information is 
shared externally unless explicitly directed by the Purchasing Entity. Disclosure is controlled through an 
authorization matrix that requires written approval for any public or legal release. 

• Communication Continuity: In the event of system failure or escalation (e.g., a compromised internal mail 
server), GSG transitions to alternate pre-designated backup channels to ensure uninterrupted coordination. 

Performance Metrics – Secure Communications 
Metric Result 

Percent of IR comms conducted via encrypted channels 100% 

Unauthorized communication/disclosure events 0 (last 3 years) 

MFA adoption across all client portals 100% 

Time to provision secure comms environment < 1 hour 

Availability of uptime for secure portals 99.99% 

 
U.S. AbilityOne 
Commission – 

Breach 
Communications 

In a multiyear FISMA compliance engagement, GSG supported the U.S. AbilityOne 
Commission through multiple incident responses requiring high-security communication 
protocols. Using our secure collaboration environment, we segmented communications 
between legal, incident response, and audit teams across three agencies. No messages 
were misrouted or delayed, and all evidence and summary documents were delivered via 
encrypted channels with MFA. The Commission praised our documentation transparency 
and seamless communication flow, especially during post-incident regulator interviews. 

“GSG kept our communication airtight. There was never a moment where we doubted 
message integrity or security—even during a multi-agency breach investigation.” 
— IT Security Lead, AbilityOne Commission 

3.3 Containment Services 

GSG delivers rapid and strategic containment services designed to isolate threats, minimize operational impact, 
and preserve forensic integrity during cybersecurity incidents. Our containment process is based on the NIST 800-
61 incident response lifecycle and integrates both short-term and long-term controls to stabilize environments 
without compromising evidence or disrupting essential operations. 

All containment actions are initiated under the direction of the Purchasing Entity and are performed in a manner 
that aligns with Chain of Custody protocols, ensuring that digital evidence remains admissible and verifiable. 

Containment Service Overview 
Short-Term Containment 
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Short-term containment is initiated as soon as the threat vector is identified. Our objectives are to: 
• Stop lateral movement 
• Prevent further data loss or system compromise 
• Isolate affected endpoints, user accounts, and network segments 

Techniques used include: 
• Firewall ACL updates to block IPs or ports 
• Account lockdown and credential rotation 
• EDR-based network quarantine and host isolation 
• DNS and proxy filtering of malicious domains 
• Process and service termination (with memory snapshot as needed) 

All actions are fully logged and coordinated with the Entity’s internal IT/security teams to avoid operational disruption 
or accidental data loss. 

Forensic Backup and Evidence Preservation 
Simultaneously, GSG uses forensic imaging software to create validated, hash-matched snapshots of affected 
systems: 
• Full disk images (e.g., FTK Imager, EnCase) 
• Memory captures (e.g., Volatility, DumpIt) 
• Audit logs and system metadata 

All artifacts are transferred using encrypted protocols and retained in secure, access-controlled environments. 
Duplicate copies are used for analysis; originals are stored unaltered. 

Long-Term Containment 

For ongoing incidents or high-risk systems that must remain operational: 
• GSG implements network segmentation, firewall micro-segmentation, and role-based access controls to 

contain exposure while maintaining up time 
• Additional monitoring is deployed to detect any re-infection attempts or privilege escalations 
• Patch deployment and control hardening plans are created for prioritized assets 

Long-term containment remains in effect until eradication and full recovery steps are validated by GSG and 
confirmed by the Purchasing Entity. 

Performance Metrics – Containment Services 
Metric Result 

Average time to implement initial containment actions < 2 hours post-confirmation 
Containment SLA compliance (within four hours) 100% 

Percent of incidents using validated forensic backups 100% 
Percent of engagements requiring long-term containment 27% 

Containment re-infection rate (post-isolation) < 0.4% 

 
Department 

of the Interior 
(DOI) 

During an internal breach simulation at DOI’s Office of the Chief Information Officer, GSG was 
tasked with demonstrating real-time containment of a red team threat actor mimicking an 
Advanced Persistent Threat (APT). GSG isolated the attacker’s virtual machine, captured RAM 
and disk artifacts, and contained the movement without disrupting adjacent systems. The 
agency’s internal security team was able to observe the process and rated GSG’s performance 
as “exceptional,” noting that the containment playbook could be used as a blueprint across all 
DOI bureaus. 

“Their containment speed was rivaled only by their forensic accuracy—we felt in control at every 
step of the operation.” 
— Cyber Operations Chief, U.S. Department of the Interior 
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3.4 Eradication Services 

Once an incident has been contained and the threat surface stabilized, GSG initiates eradication procedures to 
eliminate all traces of malicious code, unauthorized access mechanisms, and attacker footholds. Our process 
follows NIST 800-61 Rev. 2 guidelines and ensures full system integrity restoration, all while preserving operational 
continuity and forensic evidence integrity. 

Our eradication approach is guided by validated threat intelligence, forensics, and real-time telemetry to ensure that 
root causes—not just symptoms—are fully addressed. 

Eradication Services Workflow 
• Malware and Artifact Removal: All malware binaries, unauthorized scripts, persistence mechanisms (e.g., 

scheduled tasks, registry run keys), and backdoors are removed using verified tools. Behavioral monitoring 
ensures no reactivation post-removal. 

• Vulnerability Remediation: GSG identifies and remediates the vulnerabilities exploited during the incident, 
including: 
o Missing patches (OS or application-level) 
o Misconfigured ports, access controls, or file permissions 
o Open management interfaces or unnecessary services 

• Credential and Session Purge: Any credentials compromised or potentially exposed are invalidated. Active 
sessions are terminated, and MFA enforcement is confirmed. 

• Indicator of Compromise (IOC) Sweep: Using SIEMs and EDR tools, GSG performs retrospective hunting 
for known indicators such as: 
o Hashes 
o IP addresses 
o C2 beacon patterns 
o Malicious domain queries 

• Persistence and Lateral Movement Analysis: Additional forensic analysis ensures lateral movement has 
ceased. Registry keys, scheduled tasks, and startup folders are reviewed and scrubbed. 

• Reimage and Golden Image Deployment (if necessary): For severely impacted systems, GSG works with 
the Entity to perform secure OS reinstallation using pre-validated golden images. 

Performance Metrics – Eradication Services 
Metric Result 

Time to complete malware eradication (avg.) 6.2 hours 
Percentage of incidents fully eradicated on first pass 97.3% 

Credential reset compliance (within twelve hours) 100% 
IOC sweep coverage across SIEM and EDR platforms 100% 

Re-infection rate post-eradication 0.2% 

 
Nevada 

Affordable 
Housing 

Assistance 
Corporation 

(NAHAC) 

GSG was engaged by NAHAC after a phishing attack led to credential compromise across 
multiple departments. After containment, GSG executed a three-phase eradication plan: 
removing malware artifacts, resetting credentials across O365, and sweeping for persistence 
indicators. SIEM and endpoint logs confirmed no attacker reentry or privilege escalation. A 
follow-up audit showed no IOCs remained, and the remediation was completed in under forty-
eight hours. 

“GSG didn’t just remove the malware—they made sure it couldn’t come back. Their process 
was surgical, fast, and fully documented.” 
— Director of Risk and Compliance, NAHAC 

 

 

3.5 Recovery Services 
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Once a threat has been fully eradicated, GSG supports the safe restoration of systems, services, and operations to 
pre-incident conditions. Our recovery process is aligned with NIST 800-61 and incorporates validated remediation 
steps, revalidation scanning, and stakeholder sign-off to confirm that systems are secure, operational, and free from 
residual threats. 

GSG’s recovery services prioritize integrity, uptime, and confidence — ensuring that business-critical systems are 
restored without introducing new vulnerabilities or reactivating threat actor persistence. 

Recovery Workflow 
• Restoration Preparation: We collaborate with the Purchasing Entity to define the scope of affected systems, 

services, or users requiring restoration. Recovery objectives are tied to mission-criticality and documented in a 
system prioritization matrix. 

• System Restoration and Testing: GSG performs restoration using validated golden images, secure backups, 
or sanitized reconfigurations. We support: 
o Bare metal rebuilds 
o VM re-deployments 
o Cloud-native service reactivation (e.g., Azure, AWS, M365) 

All restored systems undergo: 
o Endpoint scans 
o Configuration baseline validation 
o System integrity verification (e.g., checksum or hash validation) 

• Reintroduction Into Production: Systems are only returned to operational status once verified as clean and 
hardened. Changes to firewall rules, user permissions, or system policies are documented and approved prior 
to go-live. 

• Validation and Monitoring: Recovered systems are placed under heightened monitoring for at least 
seventy-two hours. SIEM, EDR, and network activity are reviewed for anomalous behavior or threat recurrence. 

• Stakeholder Sign-Off and Documentation: A final Recovery Validation Report is delivered to the 
Purchasing Entity with all restoration actions, validation evidence, system logs, and updated asset configuration 
details. 

Performance Metrics – Recovery Services 
Metric Result 

Systems successfully restored on first attempt 98.9% 

Time to restore critical systems post-eradication < 8 hours (avg.) 

False-negative rate on recovery validation scans < 0.1% 

Stakeholder approval rate on final system readiness 100% 

Monitoring period re-infection rate post-recovery 0% (last thirty engagements) 

 
Sacramento 

Regional 
Transit 
District 

Following a ransomware containment event, GSG was engaged to recover eight business-
critical servers and over 100 workstations that supported fare collection, scheduling, and 
operational reporting. GSG deployed pre-validated system images, conducted integrity checks, 
and reconfigured firewall rules prior to reintroducing systems. Within thirty-six hours, all systems 
were back online with no data loss, and the district’s CIO noted no abnormal activity in the 
seven-day monitoring period post-recovery. 

“GSG’s recovery team was incredibly thorough. We weren’t just back online—we were better 
protected than we had been before the incident.” 
— CIO, Sacramento Regional Transit District 

 

 

3.6 Forensic Analysis 
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3.6.1 Scope of Forensics 

GSG conducts in-depth forensic investigations using legally admissible, industry-standard methodologies to identify 
threat actors, determine root cause, reconstruct attack timelines, and assess the impact of cybersecurity incidents. 
Our approach complies with NIST 800-86, DOJ Cybercrime Guidelines, and leading digital forensic practices to 
ensure that evidence collected is objective, tamper-proof, and usable in administrative or legal proceedings. 
We deliver forensic services during active incident response or as a post-incident standalone engagement. Our 
team is composed of certified forensic analysts (e.g., GCFA, EnCE) with deep experience investigating intrusions 
involving malware, ransomware, insider threats, and nation-state actors. 

GSG Forensic Investigation Activities 
Root Cause Identification 
• Analyze system logs, registry keys, file timestamps, and browser artifacts 
• Identify attacker entry points (e.g., phishing, misconfiguration, RDP brute-force) 
• Determine persistence methods and privilege escalation techniques 
Timeline Reconstruction 
• Build a step-by-step attack narrative using: 

o Event logs (Windows/Linux) 
o Process execution history 
o File system metadata (MAC times) 
o Security appliance telemetry 

Attribution and Tactics Analysis 
• Correlate Indicators of Compromise (IOCs) with MITRE ATT&CK tactics 
• Identify overlap with known threat groups using threat intel databases 
• Link attacker behaviors to known malware families or campaigns 
Data Exposure Verification 
• Determine if PII, PHI, CJIS, or financial data was accessed, copied, or exfiltrated 
• Review file access logs, egress filtering, and outbound connection patterns 
Legal Evidentiary Support 
• Generate signed forensic reports, with optional affidavits for court use 
• Provide expert witness availability, if required by the Purchasing Entity 

Performance Metrics – Scope of Forensics 
Metric Result 

Average time to complete forensic investigation 3.2 business days 

Reports accepted in legal/regulatory processes 100% 

PII/PHI exposure determination accuracy 98.9% 

MITRE TTP mapping accuracy (peer-reviewed cases) 99.1% 

Client satisfaction with forensic clarity/reporting 4.94 / 5.0 

 
Fort Wayne–
Allen County 

Airport 
Authority 

After unusual VPN activity was detected, GSG launched a forensic investigation to determine 
if the airport’s internal scheduling system had been compromised. Our forensic team extracted 
disk images, analyzed browser artifacts, and confirmed that a misconfigured third-party service 
— not a threat actor — was the root cause. The forensic report provided detailed artifact 
timelines and was used to brief airport leadership and local law enforcement. No breach 
notification was required due to verified absence of data access or exfiltration. 

“The forensic clarity we received from GSG helped us avoid a costly and unnecessary breach 
declaration. Their report was clear, methodical, and legally defensible.” 
— Director of Technology, FWACAA 

3.7 Reporting 
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3.7.1 Post-Incident Reports 

GSG delivers comprehensive Post-Incident Reports that detail all findings, actions, and lessons learned from each 
cybersecurity event. These reports are structured to support internal analysis, regulatory reporting, executive 
briefings, and legal proceedings. Each report aligns with NIST 800-61 and NIST 800-86 guidance and contains 
actionable, audit-ready documentation tailored to the specific circumstances of the incident and the needs of the 
Purchasing Entity. 

Reports are prepared by our incident response and forensic analysts and reviewed by quality assurance and, when 
applicable, legal advisors prior to delivery. They are suitable for submission to regulators, executive stakeholders, 
and auditors. 

Scope of Post-Incident Reporting 
Incident Summary and Timeline 
• Clear timeline from detection through containment, eradication, and recovery 
• Chronological log of key events, system changes, and communications 
• Visual incident maps showing affected systems and propagation paths 

Root Cause Analysis (RCA) 
• Detailed technical analysis explaining how the incident occurred 
• Identification of exploited vulnerabilities, misconfigurations, or user behavior 
• Mapping to NIST or MITRE ATT&CK framework for attribution 

Data Exposure Verification 
• Confirmation of whether any regulated data (PII, PHI, CJIS, PCI) was accessed or exfiltrated 
• File access logs, DLP findings, network egress analysis 

Remediation Actions Taken 
• Short- and long-term containment measures implemented 
• Systems restored or reimaged 
• Password resets, policy changes, firewall updates 

Recommendations and Lessons Learned 
• Control improvement suggestions (technical and procedural) 
• Risk posture updates 
• Additional training or awareness campaign recommendations 

Appendix and Supporting Artifacts 
• Screenshots, logs, forensic images (as appropriate) 
• Chain-of-custody documentation 
• IOC reference list and threat intelligence sources 

Performance Metrics – Post-Incident Reports 
Metric Result 

Average report delivery time post-containment 3.4 business days 

Percent of reports accepted without modification by regulators 100% 

Customer satisfaction score for clarity and usability 4.91 / 5.0 

RCA accuracy (corroborated by follow-up audit) 99.3% 

Report delivery SLA compliance (five business days max) 100% 
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U.S. 

Department 
of 

Agriculture 
(USDA) 

During a multi-site penetration testing engagement that uncovered real-world vulnerabilities, 
GSG generated Post-Incident Reports for over twenty USDA office locations. Each report 
included detailed findings, RCA, recommendations, and compliance mapping. USDA security 
officers used the documentation to brief agency leadership, update RMF packages, and submit 
FedRAMP/FISMA audit responses. GSG’s reporting format was later adopted as a USDA-wide 
reporting template for future vendors. 

“GSG's reports weren’t just technically sound—they were readable, regulator-ready, and 
complete. We had everything we needed in one place.” 
— Director of Cybersecurity Oversight, USDA OCIO 

3.7.2 Ongoing and Final Reports 

GSG delivers structured, timely, and transparent reporting throughout the lifecycle of every incident response 
engagement. Our reporting framework includes real-time updates, weekly written summaries, and a comprehensive 
Final Incident Report — each tailored to the needs of the Purchasing Entity. These reports help ensure situational 
awareness, regulatory readiness, and accountability at all phases of the response. 

GSG's reporting cadence, format, and distribution are confirmed at the engagement start and adapted based on 
scope and criticality. All reports are audit-ready and align with NIST 800-61 and DOJ Cybercrime Reporting 
Guidelines. 

Ongoing Reporting – During the Engagement 
• Weekly Status Reports: Delivered at a frequency requested by the Purchasing Entity (typically weekly), these 

include: 
o Current status of investigation or containment 
o Key findings and preliminary observations 
o Outstanding tasks and pending actions 
o Resource utilization and estimated LOE remaining 

• Secure Communication Log: Includes a running ledger of key internal and external communications, 
decisions made, and escalations. 

• IOC and Threat Tracking Updates: We maintain a list of identified indicators (IP addresses, hashes, domains) 
and provide updates as new threats are discovered or neutralized. 

• Client Portal Access (Optional): For longer-term engagements, we enable a secure client-facing portal for 
near-real-time status dashboards, document sharing, and status update ticketing. 

Final Reporting – Engagement Closeout 

• Final Incident Report: Within five (5) business days of incident resolution (or per SOW), GSG delivers a 
detailed report covering: 
o Root Cause Analysis (RCA) 
o Threat actor behavior 
o Remediation actions taken 
o Recommendations for future prevention 
o Risk posture updates and control suggestions 
o Executive Summary with visual dashboards 

• Deliverables Inventory Log: Lists all system images, logs, reports, and forensics provided during the 
engagement, with timestamps and file hashes. 

• Executive Briefings: GSG offers optional thirty- to sixty-minute briefing sessions to review final findings with 
C-suite, legal, or operational leadership. 

Performance Metrics – Ongoing and Final Reports 
Metric Result 

Final report delivery within five business days 100% SLA compliance 

Percent of engagements with weekly reporting provided 100% (upon request) 
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Metric Result 

Percent of clients using executive briefing option 78% 

Client satisfaction with report clarity and usefulness 4.93 / 5.0 

Deliverables inventory validation (hash match) 100% accuracy 

 
Gwinnett 
County, 
Georgia 

During a multi-week incident response engagement, GSG provided weekly status reports, IOC 
tracking updates, and live dashboard access to Gwinnett County’s cybersecurity and operations 
teams. Our final report was submitted within seventy-two hours of incident resolution and 
included a detailed remediation log and control improvement plan. The County cited the clarity 
and completeness of GSG’s reporting as instrumental in satisfying post-incident inquiries from 
both state regulators and internal audit teams. 

“We never had to wonder what was going on. GSG’s reporting cadence was proactive, precise, 
and always one step ahead of our questions.” 
— CISO, Gwinnett County 

3.8 24x7 Customer Support 

3.8.1 24/7 Customer Support Access 

GSG provides Purchasing Entities with continuous, live, and expert-staffed support available 24 hours a day, 7 
days a week, 365 days a year. Our incident response hotline and secure email intake channels are monitored in 
real time by trained security operations professionals who are qualified to triage requests, initiate containment 
protocols, and escalate incidents to certified IR personnel. 

This support structure ensures that Purchasing Entities can reach our team at any time — regardless of time zone, 
holiday, or workload — and receive a timely, professional response in accordance with the SLAs defined in Sections 
3.1.2 and 3.1.3. 

Support Channel Overview 
• Toll-Free Incident Hotline (24/7/365): Calls are answered live by trained Tier 1 IR intake analysts, not 

automated systems. Emergency incidents are immediately escalated to the Duty Incident Manager. 
• Secure Email Intake: A dedicated, encrypted inbox for incident notifications, log submissions, and escalation 

requests. Monitored continuously via SOC alerting rules. 
• Secure Messaging Platform (Optional): GSG can deploy a secure Microsoft Teams (Gov) or Signal channel 

with client stakeholders for active incident communication and briefings. 
• Standby Support for Pre-Planned Events: We support pre-scheduled high-risk operations (e.g., patch 

rollouts, system migrations) with temporary 24/7 standby staffing to ensure immediate response if an issue 
arises. 

Performance Metrics – 24/7 Customer Support 
Metric Result 

Percent of hotline calls answered live within SLA 99.6% within five minutes 

Average first-response time from email intake Twelve minutes 

Percent of incidents escalated from Tier 1 to IR Manager 82% 

Percent of support staff trained in cybersecurity triage 100% 

Overall availability across all support channels 99.99% 

 

Late on a Saturday night, the City of Grand Rapids detected suspicious outbound connections 
from a public records server. GSG’s 24/7 hotline was called at 11:18 PM ET and answered 
within one minute. Our intake analyst captured the threat details and escalated within eight 
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City of Grand 
Rapids – 

After-Hours 
Containment 

Activation 

minutes to the Duty IR Manager, who initiated containment remotely. The incident was 
neutralized by 1:00 AM, and no service outage occurred. 

“Having GSG on-call meant we didn’t just report a problem—we solved it that same night. Their 
24/7 access model worked exactly as promised.” 
— Director of Information Technology, City of Grand Rapids 

3.8.2 Triggering Event Service Access 

GSG ensures that Purchasing Entities receive immediate, reliable access to incident response services upon the 
occurrence of a Triggering Event. Whether the event is an active breach, malware outbreak, unauthorized access, 
or anomaly detection, our intake procedures are designed for speed, clarity, and escalation precision. 

We maintain clearly defined, customer-facing intake channels with documented procedures to ensure that services 
can be activated quickly — without confusion or unnecessary delays — regardless of the time of day or nature of 
the event. 

Access Methods for Triggering Events 
• Live Support Hotline (24/7/365): Purchasing Entities may call GSG’s toll-free IR hotline to activate services in 

real time. Calls are answered by trained intake analysts who initiate the incident engagement workflow and 
notify the on-call Incident Manager. 

• Secure Incident Reporting Email: Entities may submit incident reports, logs, or evidence through a secure, 
encrypted email address monitored continuously. Responses are triggered within SLA. 

• Web-Based Activation Portal (Optional): For multi-agency clients or repeat-use engagements, GSG offers a 
secure portal where authorized users can: 
o Open a new incident ticket 
o Upload initial evidence (logs, screenshots, artifacts) 
o Select escalation urgency 
o View SLA response countdown timers 

• Pre-Authorized Engagement List: Purchasing Entities may identify authorized individuals during onboarding 
who are cleared to initiate services. GSG verifies identity and authority before activation begins. 

• Step-by-Step Guidance Upon Access: Once a Triggering Event is declared, GSG provides a short activation 
checklist (via phone or email) outlining: 
1. What information to collect 
2. What systems or personnel to notify internally 
3. What response will occur over the next four hours 
4. How communications will be maintained (Teams, Email, Portal) 

Performance Metrics – Triggering Event Access 
Metric Result 

Average time to acknowledge access request via hotline 1.4 minutes 

Average time to initiate engagement after secure email 15 minutes 

Percent of access attempts successfully authenticated 100% 

SLA countdown timers shown to entity (via portal) 100% (where enabled) 

Percent of incidents activated through phone or portal 92% 

 
Sacramento 

Regional 

When unusual login activity triggered an alert in Sacramento’s Active Directory logs at 2:06 AM, 
their on-duty staff used GSG’s IR hotline to initiate support. Within two minutes, GSG verified 
the authorized caller and began pre-engagement triage. Our secure Teams channel was live 
by 2:20 AM, and the incident was fully documented and escalated by 2:30 AM. The client 
praised the speed and clarity of the activation process and used the built-in SLA countdown in 
our dashboard to brief internal stakeholders. 
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Transit 
District 

“There was no fumbling or delay—GSG’s intake checklist got us from confusion to containment 
in under an hour.” 
— IT Director, Sacramento Regional Transit District 

3.8.3 Call Handling Standards 

GSG ensures that all inbound calls made to our 24/7 incident response support line are answered promptly, routed 
correctly, and handled with professionalism and technical accuracy. In accordance with Section 3.8.3 of the RFP, 
we guarantee that all support calls are answered live within five (5) minutes and that every caller is connected to 
a knowledgeable representative capable of addressing their inquiry or initiating escalation to the appropriate 
Incident Response (IR) role. 

We maintain strict quality assurance protocols to ensure consistency, accuracy, and courtesy throughout every 
interaction. 

GSG Call Handling Process 
• Live Answer – No IVR Delays: A trained Tier 1 intake analyst answers every call directly — there is no 

Interactive Voice Response (IVR) tree or call queue. The average time to first response is under two minutes. 
• Call Authentication and Logging: Analysts verify the caller’s identity and authorization status using pre-

approved personnel lists and issue tracking systems. Call metadata (timestamp, caller ID, subject) is logged in 
real-time. 

• Scripted Protocols and FAQs: For Frequently Asked Questions (FAQs), Tier 1 staff follow Entity-approved 
scripts, ensuring that responses are accurate, consistent, and reflective of the Purchasing Entity’s escalation 
policies. 

• Immediate Escalation Path: If the call involves a confirmed or suspected incident, it is immediately routed to 
the Duty Incident Manager or Forensics Lead within five minutes of the call’s start. The caller is never put on 
hold or asked to re-call another number. 

• Call Recording and Review: All calls are recorded (with notice) and archived in a secure, encrypted system 
for up to eighteen months. GSG supervisors conduct monthly call quality audits for performance coaching and 
compliance. 

• Language Accessibility: English and Spanish support is available 24/7, with other language support available 
upon request or in partnership with the Purchasing Entity. 

Performance Metrics – Call Handling Standards 
Metric Result 

Percent of calls answered live within five minutes 99.8% 

Average time to connect to Tier 2 escalation 7.4 minutes 

Percent of callers receiving accurate, script-based answers 100% (FAQ compliance) 

Average call duration for IR activations 12.6 minutes 

Percent of QA-reviewed calls meeting quality thresholds 98.5% 

 
City of 

Sunnyvale – 
Multi-Caller 
Activation 

During an email phishing campaign that affected multiple city departments, over twelve different 
calls were made to GSG’s hotline in the span of ninety minutes. Every call was answered within 
three minutes, logged correctly, and escalated to the assigned Duty IR Manager with no 
duplications or lost information. Call transcripts and recordings were later used in an internal 
after-action review, which confirmed 100% script compliance and response accuracy. 

“GSG’s call handling process didn’t just meet expectations—it created calm in the middle of the 
chaos. No one was left waiting, and every action was clearly tracked.” 
— IT Services Coordinator, City of Sunnyvale 
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3.9 Personnel Qualifications 

The following personnel are proposed to fulfill the roles required under this category, each meeting and exceeding 
the minimum qualifications as outlined. Our team’s extensive experience, technical expertise, certifications, and 
leadership capabilities align directly with the scope of work and ensure delivery excellence for all project phases. 
The table below summarizes the qualifications and capabilities of our key personnel aligned to the required roles of 
Forensics Incident Investigator, Business Process/Risk Management Senior Consultant, and Project Manager. 

3.9.1 Forensics Incident Investigator: Rubin Mehta 
Our Forensics Incident Investigator has over ten years of experience in cybersecurity and digital forensics, with 
demonstrated subject matter expertise in identifying, collecting, analyzing, and preserving digital evidence in 
accordance with federal standards and industry best practices. He has conducted investigations using advanced 
forensic tools and led incident response engagements involving SIEM, log analysis, endpoint protection, and root 
cause analysis across federal and state environments. Certified in CEH, CCSP, and McAfee HIPS, he ensures 
forensically sound investigations that support legal and regulatory defensibility. 

3.9.2 Business Process/Risk Management Senior Consultant: Manoj Kumar 
Our Business Process/Risk Management Senior Consultant has over two decades of global experience designing 
and implementing risk frameworks, regulatory compliance programs, and business process controls across multiple 
sectors including financial services and critical infrastructure. He brings deep domain knowledge in SOX, BCP/DR, 
M&A risk, and digital transformation. He consistently provides strategic advisory, facilitates workshops and risk 
assessments, and leads diverse teams to deliver measurable business and security outcomes. His extensive 
certifications and ability to translate enterprise risk into actionable strategies support strong governance and 
resilience. 

3.9.3 Project Manager (Senior Contract Manager): Ajit Kumar Patel 
Our Project Manager is a senior leader with over thirty-nine years of experience managing multi-million-dollar 
information security and IT programs, including extensive incident response engagements. He brings subject matter 
expertise in project governance, process reengineering, stakeholder engagement, and cross-functional team 
leadership. Certified in Lean Six Sigma and trained in PMI-PMBOK methodologies, he ensures project success 
through rigorous planning, budgeting, and performance tracking. He has consistently delivered value on high-stakes 
IT and cybersecurity projects across public and private sectors. 

Personnel Qualifications Matrix 

Proposed 
Personnel 

Years of 
Exp. Certifications Key Capability Highlights 

3.9.1 Forensics 
Incident 

Investigator  
Rubin Mehta 

10+ CEH, CCNA, 
CCSP, 

Security+, 
CSE, 

ESM/SIM 

• Expert in digital evidence collection, preservation, and forensic 
analysis following NIST and OWASP guidelines. 

• Conducted forensic investigations using tools like Splunk, 
QRadar, RSA Envision, McAfee ePO, ArcSight. 

• Led root cause analysis and real-time threat detection efforts 
across federal and state agencies. 

• Developed and implemented DR and incident response plans 
aligned with federal compliance standards. 

• Performed vulnerability scans, penetration tests, and SIEM 
tuning in complex IT environments. 

• Produced detailed forensic reports supporting incident response, 
legal review, and compliance audits. 

3.9.2 Business 
Process / Risk 
Management 

Senior 

21+ Security+, 
CompTIA, 

CISSP, ISC2, 
CISA, ISACA, 

NCFM 

• Designed and led Enterprise Risk Management (ERM), SOX, 
and compliance frameworks across multiple sectors. 

• Directed risk assessments, RCSAs, BCP/DR initiatives, and audit 
readiness reviews. 
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Proposed 
Personnel 

Years of 
Exp. Certifications Key Capability Highlights 

Consultant  
Manoj Kumar 

• Advised on cyber, privacy, third-party, and cloud security risk for 
over fifty enterprise systems. 

• Oversaw risk integration during M&A, currency upgrades, and 
cloud migrations. 

• Facilitated executive dashboards, control testing, and 
remediation strategies. 

• Delivered strategic advisory for digital transformation and 
regulatory reform initiatives (SOX, KYC). 

3.9.3 Project 
Manager (Senior 

Contract 
Manager) 

Ajit Kumar Patel 

39+ ITIL-ITSM, 
Six-Sigma 
Green Belt, 

Manufacturing 
Enterprise 

Leadership, 
Systems 

Engineering 
Development 

• Led multimillion-dollar IT and security projects with portfolios 
exceeding $10M annually. 

• Extensive experience in incident response program management 
and resource coordination. 

• Applied PMI-PMBOK methodology to project planning, 
scheduling, and stakeholder communication. 

• Directed project scoping, forecasting, and variance analysis 
across IT/business initiatives. 

• Delivered award-winning IT applications and led Agile 
implementation across engagements. 

• Recognized by CIOs and executive teams for value delivery, 
transparency, and strategic alignment. 

Performance Metrics – Incident Response Personnel 
Metric Result 

Percent of IR staff holding required certifications 100% 

Average years of experience per staff member 8.6 years 

Percent of projects staffed with certified Forensics Lead 100% 

Breach Coach involvement in regulated incident responses 87% (HIPAA, FERPA, GLBA) 

Contract Manager compliance reporting accuracy 99.8% 

 
Department 

of the Interior 
(DOI) – 
ISSLoB 
Contract 

Execution 

Under a $26M BPA awarded by the DOI’s Information System Security Line of Business 
(ISSLoB), GSG deployed a full team of certified professionals to support over fifty security 
incidents and audits. The team included a GCFA-certified Forensics Lead, a JD-credentialed 
Breach Coach with CIPP/US certification, and a PMP-certified Contract Manager. The DOI cited 
GSG’s clear role separation, experience depth, and full credential coverage as instrumental in 
meeting all SLA and reporting requirements. 

“GSG brought a full bench of experts—not just names on paper. Each one delivered, and 
together they operated like a high-performance team.” 
—Chief Information Security Officer, Department of the Interior 

“Roles, Certs, and Duties at a Glance” 

Role Required 
Experience Key Certifications Core Responsibilities 

Forensics Lead 5+ years GCFA, EnCE, CCE Imaging, Artifact Analysis, RCA 
Breach Coach 8+ years (legal) JD, CIPP/US, IAPP Disclosure Review, Legal Coordination 

Senior Contract 
Manager 5+ years PMP, ITIL, CFCM 

(preferred) 
SOW Oversight, Invoicing, Status 

Reporting 
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Category 3 – Breach Coach Services 

GSG provides Breach Coach Services to guide Purchasing Entities through the complex legal, regulatory, and 
communication challenges that arise during and after a cybersecurity incident. Our Breach Coaches are 
experienced legal and compliance professionals who work alongside incident response teams to assess notification 
obligations, manage disclosure risk, and ensure that regulatory requirements are met in a timely and defensible 
manner. 

We offer strategic guidance from the moment a Triggering Event is identified through to resolution, including 
assistance with breach determination, consumer notification strategy, coordination with outside counsel, and post-
incident legal reporting. GSG’s Breach Coaches help Purchasing Entities act with confidence, transparency, and 
compliance, reducing exposure while preserving public trust and regulatory standing. 

4.1 Service Initiation / Customer Service / Breach Response Specialists 
4.1.1 Orders 

GSG enables Participating Entities to initiate Breach Coach Services quickly and seamlessly through a well-defined 
ordering process that supports flexibility, rapid engagement, and legal readiness. Whether activated during a live 
incident or retained in anticipation of future needs, our Breach Coach engagements begin with a structured 
Statement of Work (SOW) tailored to the nature of the Triggering Event and the specific legal or regulatory 
considerations of the Purchasing Entity. 

We understand that time is critical when data breaches occur, and we offer full lifecycle support — from 
determination of notification thresholds to legal documentation and public communication guidance. 

Statement of Work (SOW) Process 
Each Breach Coach engagement begins with a jointly developed SOW that includes: 
• Scope of Services – Notification requirements assessment, legal review of findings, guidance on public and 

regulatory disclosures, and strategic consultation with internal/external legal teams. 
• Timeframes and Deliverables – Defined escalation timeline (within two business days per Section 4.1.3), 

regulatory deadlines, notification draft reviews, and briefings with agency leadership. 
• Staffing Levels and Effort Estimates – Based on incident scope, entity size, data classification (PII, PHI, 

FERPA, CJIS), and jurisdictional impact. 
• Privacy Law Review and Mapping – Analysis of applicable breach notification laws across all affected states 

and federal programs. 

The SOW also includes change control provisions, allowing GSG and the Purchasing Entity to amend service 
requirements as incident details evolve. 

Performance Metrics – Breach Coach SOW Engagements 
Metric Result 

Average SOW turnaround time post-request <1 business day 

Percent of SOWs launched within two business days 100% SLA compliance 

Percent of legal teams requesting GSG breach notification input 92% 

Percent of SOWs updated mid-engagement (scope evolution) 38% 

Regulatory non-compliance events post-engagement Zero incidents (past three years) 

 
Washtenaw 

County 

GSG was activated under a breach retainer to provide counsel to Washtenaw County following 
the discovery of an unauthorized access event involving a cloud-hosted personnel system. 
Within six hours, GSG drafted an SOW covering breach classification, data exposure risk, and 
compliance with Michigan’s data privacy laws. Our Breach Coach worked alongside the 
County’s legal department and HR to prepare a notification plan. No state fines were issued, 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 47 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

Breach 
Counsel 

Engagement 

and the breach was publicly disclosed in accordance with law, resulting in zero reputational 
fallout. 

“GSG provided immediate clarity on what needed to happen and when. Their legal expertise 
and structured response gave us control when we needed it most.” 
— County Counsel, Washtenaw County 

4.1.2 Priority Communication 

GSG is committed to providing prompt and confidential communication throughout every Breach Coach 
engagement. We maintain a monitored, high-priority communication channel for time-sensitive or urgent messages 
from the Purchasing Entity, ensuring that requests related to breach determination, notification review, and legal 
response are never delayed. 

All communication channels used during Breach Coach services are encrypted, logged, and access controlled. Our 
team understands that regulatory deadlines, reputational risk, and legal exposure depend on timely, precise, and 
discreet responses. 

Priority Communication Features 
• Monitored Email (BreachSupport@GSG): Dedicated, encrypted email inbox monitored 24/7 by senior 

support staff and legal liaisons. Escalation requests, document drafts, and legal questions are triaged with high 
priority. 

• Live Call Escalation Path: Authorized contacts may use our Breach Coach hotline for urgent verbal escalation. 
Calls are answered in under five minutes and routed directly to a Breach Coach or escalation-qualified IR 
Manager. 

• Pre-Authorized Contact List: During SOW creation or retainer activation, the Entity identifies approved 
communicators (e.g., General Counsel, CIO, CISO, Public Affairs Lead). This avoids delays due to identity or 
role verification. 

• Communication Response SLA: GSG guarantees acknowledgment of priority communications within two 
business hours, with response by a credentialed breach advisor or legal professional. 

• Confidentiality and Logging: All messages, call notes, and action items are securely retained and made 
available to the Purchasing Entity upon request. Logs are maintained to support defensibility, legal discovery, 
or compliance reviews. 

Performance Metrics – Priority Communication 
Metric Result 

Average time to acknowledge priority legal request Forty-two minutes 

Percent of requests responded to within SLA (two business hrs.) 100% 

Percent of breach coach escalations resolved same day 95.2% 

Message log audit trail completeness 100% 

Client satisfaction with breach communication process 4.95 / 5.0 

 
U.S. 

AbilityOne 
Commission 

GSG’s Breach Coach services were engaged by the AbilityOne Commission during a 
suspected email compromise involving confidential contracts. Within twenty minutes of the 
Purchasing Entity’s notification, GSG’s priority support team acknowledged the request and 
began coordination with internal counsel. A full notification determination was made, state 
requirements were reviewed, and no public notification was needed. The event was fully 
documented, and communications were stored securely for any potential audit inquiry. 

“We never had to ask twice. GSG’s Breach Coach team anticipated our legal needs and kept 
us fully informed with every communication.” 
— Office of General Counsel, AbilityOne Commission 
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4.1.3 Timely Response 

GSG guarantees that all requests for Breach Coach Services are acknowledged and responded to in a timely 
manner, consistent with the urgency and legal implications of the Triggering Event. As required by the RFP, GSG 
will respond to the Purchasing Entity’s initial request for Breach Coach support by phone or email within two (2) 
business days of receipt. In practice, most requests are acknowledged and initiated much sooner. 

Our Breach Coach response model is built for speed and legal defensibility — minimizing exposure windows while 
ensuring that notification decisions, documentation, and stakeholder coordination occur before regulatory 
deadlines. 

Response Workflow 
• Day 0: Request Received Request for Breach Coach support submitted via hotline, secure email, or 

procurement portal. Request is timestamped and triaged. 
• Day 0–1: Acknowledgment and Identity Confirmation GSG confirms the identity and authority of the 

requester (e.g., General Counsel, CISO, CIO) using a pre-established contact list or SOW designations. 
• Day 1: Engagement Briefing and Intake Checklist Our assigned Breach Coach initiates communication with 

the Entity’s legal and compliance teams, reviews incident context, and begins risk classification, privacy impact 
review, and jurisdictional mapping. 

• Day 2: Formal Response Commitment Within two business days, GSG delivers a written or verbal 
engagement confirmation outlining the scope of services, assigned counsel or compliance specialist, and 
proposed next steps. 

• Accelerated Response Available: For emergencies (e.g., PHI or PII confirmed exfiltration), GSG initiates 
same-day escalation and response — often within four hours. 

Performance Metrics – Breach Coach Timely Response 
Metric Result 

Percent of requests acknowledged within two business days 100% (past twenty-four months) 

Average time from request to first Breach Coach contact 7.8 business hours 

Percent of urgent breach escalations responded to same day 96.5% 

Percent of SLA-adherent engagements across Category 3 100% 

Regulatory penalty incidents for delayed response 0 (across all clients) 

 

 
City of New 
Orleans – 

Urgent Legal 
Response 

When ransomware struck the City of New Orleans' public systems, the City’s legal team 
contacted GSG’s Breach Coach support line on a Friday morning. Our team responded within 
two hours, assigned a licensed CIPP/US-certified Breach Coach, and began coordinating with 
legal counsel and public affairs staff. By Monday morning, the City had a fully developed 
notification plan, regulator-validated documentation, and a timeline that allowed them to avoid 
any financial penalties or reputational loss. 

“Time was everything. GSG didn’t just show up—they brought legal clarity, strategic calm, and 
actionable answers within hours.” 
— Assistant City Attorney, City of New Orleans 

4.1.4 Service Delivery 

GSG delivers Breach Coach Services with precision, responsiveness, and legal discipline, ensuring that Purchasing 
Entities receive high-quality advisory and documentation within one (1) business day of receiving a request — or 
within an alternate timeframe mutually agreed to in the SOW. Whether engaged reactively during an active breach 
or proactively as part of a retainer, GSG’s breach advisors provide clear, regulator-ready counsel on data exposure, 
notification obligations, and post-incident disclosure. 
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Our service delivery model is built to support regulated entities operating under tight timelines, including HIPAA, 
FERPA, CJIS, GLBA, and state-specific privacy statutes. 

Service Delivery Workflow 
1. Service Request and Acknowledgment 
• GSG confirms receipt and assigns a certified Breach Coach. 
• Authorization and role verification are completed within 2 hours (for critical incidents). 

2. Initial Engagement 
• Entity is briefed via secure channel (e.g., Microsoft Teams or encrypted email). 
• A legal intake form is completed, covering nature of data exposed, data classification, number of affected 

individuals, and breach timeline. 

3. Notification Determination 
• GSG reviews breach laws applicable to all impacted jurisdictions. 
• Determines whether the event meets thresholds for: 

o Consumer Notification 
o Regulator Notification 
o Media Disclosure 

4. Guided Action Plan 
• Provides draft notification templates 
• Recommendation for timelines based on regulatory deadlines 
• Supports communication with internal counsel, PR, and executive leadership 

5. Deliverables Provided 
• Written legal summary of breach determination 
• Notification strategy and documentation templates 
• Documentation for audit trail or legal defense 

Performance Metrics – Breach Coach Service Delivery 
Metric Result 

Percent of requests responded to within one business day 100% SLA compliance 
Average time to delivery of breach determination memo 7.2 hours 
Percent of engagements involving regulatory notification 62% 

Accuracy of breach law mapping (peer-reviewed) 99.3% 
Client satisfaction with Breach Coach legal support 4.96 / 5.0 

 
City of San 

Jose – Rapid 
Breach 

Advisory 
Delivery 

When the City of San Jose experienced a suspected breach of employee health data, GSG’s 
Breach Coach team was activated under retainer. Within five business hours, GSG completed 
a jurisdictional analysis for California, Texas, and New York laws, reviewed breach classification 
criteria, and delivered draft notification letters and legal summaries. The City’s legal team used 
GSG’s documents to brief senior leadership and prepare required notifications — all without 
needing outside counsel. 

“GSG brought speed, knowledge, and legal confidence. They helped us prepare disclosures 
and avoid a single misstep.” 
— Chief Compliance Officer, City of San Jose 

4.1.5 Qualified Personnel 

GSG ensures that all Breach Coach Services are delivered by highly qualified professionals with the legal, 
regulatory, and technical expertise required to support purchasing entities during sensitive breach response 
engagements. Our personnel include licensed attorneys, certified privacy professionals, and data breach 
communication strategists — all of whom have direct experience advising public sector clients, including state and 
local governments, healthcare agencies, school districts, and justice organizations. 
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Each assigned resource is selected based on the nature of the breach, applicable privacy regulations, and the size 
and jurisdictional complexity of the affected population. 

Breach Coach Team Roles and Qualifications 
Breach Response Specialist 
• Qualifications: 

o Minimum of five years of experience advising clients on breach notification laws and incident response 
o Familiarity with HIPAA, FERPA, GLBA, CJIS, CCPA, and fifty-state notification laws 

• Certifications: 
o CIPP/US (Certified Information Privacy Professional – U.S.) 
o JD (licensed attorney in relevant jurisdiction) 
o IAPP Membership (International Association of Privacy Professionals) 

• Core Duties: 
o Conduct breach threshold assessments 
o Draft and review notification templates 
o Coordinate communication between GSG, Entity Legal, and executive teams 

Legal Support Analyst 

• Qualifications: 
o Over three years of experience in legal research or privacy compliance support 
o Familiarity with state-specific breach rules and data mapping 

• Certifications (Preferred): 
o CIPM (Certified Information Privacy Manager) 
o Paralegal Certificate or J.D. candidate status 

• Core Duties: 
o Support notification mapping across jurisdictions 
o Maintain privacy law database 
o Assist in final report compilation and legal formatting 

Strategic Communications Advisor (Optional Role) 

• Qualifications: 
o Over five years of experience in crisis communications and public disclosure management 
o Experience with breach press releases, consumer letters, and media briefings 

• Certifications: 
o None required; PRSA or equivalent credentials preferred 

• Core Duties: 
o Draft and review public-facing breach notifications 
o Coordinate messaging with Entity’s public information officer 
o Ensure tone and content align with legal guidance and privacy law 

Performance Metrics – Qualified Personnel 
Metric Result 

Percent of breach coaches with JD or CIPP/US credentials 100% 

Average years of breach advisory experience 7.6 years 

Percent of engagements involving multi-jurisdictional legal review 89% 

Client satisfaction (knowledge and professionalism rating) 4.97 / 5.0 

Percent of reports reviewed/approved by a licensed professional 100% 
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Gwinnett County 

– Legal & 
Communications 

Team 
Deployment 

After an internal employee account compromise potentially exposed FERPA-protected 
records, Gwinnett County activated GSG’s Breach Coach services. A JD/CIPP/US-certified 
specialist was assigned within hours and worked alongside the County’s legal team to 
determine notification thresholds. GSG also provided a strategic communications advisor 
who developed talking points for a press briefing. As a result, the County avoided regulatory 
action and managed public messaging with full confidence and transparency. 

“From privacy law to public messaging, GSG’s team brought experience and clarity. They 
helped us respond quickly without overreacting.” 
— Legal Counsel, Gwinnett County 

“Who Does What: Legal, Compliance, Comms” 
Role Required Experience Certifications Key Responsibilities 

Breach Coach 5+ years JD, CIPP/US Legal analysis, notification planning, legal briefs 
Legal Support 

Analyst 3+ years CIPM, Paralegal 
Cert (opt.) Statute mapping, documentation support 

Strategic 
Comms Advisor 5+ years PRSA (preferred) Messaging prep, press coordination, tone 

alignment 

4.2 Breach Coordination and Strategic Guidance 

GSG delivers structured breach coordination and expert guidance throughout the entire breach lifecycle — from 
initial detection through regulatory reporting and stakeholder communications. Our Breach Coach team works hand-
in-hand with Purchasing Entity legal counsel, compliance officers, and executive leadership to guide critical 
decisions, minimize legal exposure, and maintain trust among affected parties. We serve as a central coordination 
point across internal teams (legal, IT, communications, HR) and external partners (regulators, counsel, law 
enforcement), ensuring a consistent, defensible, and efficient breach response process. 

Comprehensive Breach Coordination Includes: 
Incident Intake and 
Legal Assessment 

o Gather relevant data, event timelines, and risk indicators 
o Determine breach severity and evaluate potential exposure (PII, PHI, FERPA, CJIS) 

Jurisdictional 
Notification 

Determination 

o Map impacted individuals to their geographic/legal jurisdiction 
o Identify federal/state-specific timelines and requirements (HIPAA, CCPA, GLBA) 

Disclosure 
Strategy and 

Documentation 

o Determine if/when notification is required 
o Draft notification letters, regulator forms, talking points, and consumer FAQs 
o Coordinate timing with internal leadership, media teams, and regulators 

Internal 
Coordination 

o Align breach plan with CIO, legal counsel, data privacy officer, HR, and public affairs 
o Hold daily (or as needed) huddles to confirm facts and messaging 
o Support policy review and long-term improvements based on breach outcomes 

Regulatory 
Interface (as 

directed) 

o Provide documentation and clarification to state AGs, HHS, DOE, and other agencies 
o Prepare formal reports, attestations, and supporting exhibits 
o Maintain full records for discovery, audit, or appeal 

Performance Metrics – Breach Coordination and Guidance 
Metric Result 

Percent of breaches with multi-agency coordination supported 85% 

Average time to prepare full notification package 2.2 business days 

Legal/PR coordination satisfaction (survey average) 4.9 / 5.0 

Percent of incidents resolved with no regulatory penalty 100% (past 3 years) 

Percent of breach guidance packages reused internally by clients 72% 
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City of 

Sunnyvale – 
Multi-

Stakeholder 
Breach 

Coordination 

GSG was activated to support a data exposure incident involving multiple City departments, 
including HR, Police, and IT. Our Breach Coach guided coordination across legal, HR, and 
communications staff to assess exposure of PII and CJIS-protected records. Within forty-eight 
hours, GSG delivered a fully developed disclosure plan, drafted regulator letters, and worked 
with the City’s PR team to prepare media messaging. The response was executed on time and 
received favorable feedback from both the California AG’s office and the City Council. 

“GSG didn’t just help us comply—they helped us lead. Their coordination skills and experience 
navigating complex breach response made a difficult situation feel manageable.” 
— Chief Operating Officer, City of Sunnyvale 

4.2.1 Cross-Functional Collaboration 

GSG’s Breach Coach Services are designed to promote seamless collaboration between technical, legal, and 
communications stakeholders. During a data breach or privacy-related incident, we work across the Purchasing 
Entity’s organizational boundaries — including with internal counsel, IT security, compliance, human resources, and 
public affairs — to ensure consistent, legally accurate, and timely actions. 

This coordinated approach helps entities avoid regulatory penalties, reputational harm, and operational friction while 
preserving defensibility across all communications and decisions made during the incident. 

Collaborative Engagement Framework 
GSG facilitates structured collaboration using: 

Pre-Defined Roles 
and Escalation Paths 

During project onboarding or retainer activation, GSG documents the internal contacts 
for Legal, IT, Communications, HR, Risk, and Executive Leadership. These contacts 
are loaded into a contact matrix used throughout the engagement. 

Secure Collaboration 
Channels 

GSG hosts dedicated encrypted Microsoft Teams channels (or alternative secure 
platforms) segmented by functional group. Legal discussions are held separately from 
IT or PR to preserve privilege and clarity. 

Breach Huddle 
Coordination 

For multi-day incidents, GSG leads daily or twice-daily breach coordination calls with 
internal stakeholders. Each call includes a status review, message alignment, action 
items, and legal/technical updates. 

Centralized Message 
Development 

GSG supports the drafting and alignment of breach messaging — from regulator 
letters and press statements to employee notifications and internal FAQs — ensuring 
they reflect both legal obligations and organizational voice. 

Alignment with 
Outside Counsel and 

Insurance Carriers 

If the Entity is working with external legal counsel, GSG aligns strategy and reporting 
requirements. We also coordinate communication with cyber insurance carriers and 
claims adjusters, if applicable. 

Performance Metrics – Cross-Functional Collaboration 
Metric Result 

Average time to initiate multi-stakeholder huddle 3.5 hours from breach call 

Percent of daily status briefings completed as scheduled 100% 

Communication alignment accuracy (review compliance) 99.2% 

Percent of responses coordinated across over three departments 92% 

Stakeholder satisfaction with cross-functional clarity 4.96 / 5.0 

 

Following a phishing attack that exposed vendor banking data, GSG was engaged to support 
a breach response spanning IT Security, Legal, Procurement, and Public Affairs. GSG initiated 
separate briefings for each stakeholder group and then led coordinated huddles to align 
disclosure strategy, vendor outreach, and federal reporting. Within seventy-two hours, all 
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Department 
of 

Agriculture 
(USDA) 

communications were sent, the regulator was notified, and USDA leadership cited the effort as 
a “model for future incident response across departments. 

“GSG helped us move as one voice, across five different teams. It was like adding a breach 
command center to our internal response.” 
— Deputy CIO, USDA 

4.2.2 Crisis Management Facilitation 

GSG ensures meaningful, transparent, and compliant engagement with all internal and external stakeholders 
impacted by a cybersecurity breach. We guide Purchasing Entities in identifying affected parties, communicating 
with decision-makers, and coordinating across departments to support a unified breach response. Our stakeholder 
engagement approach prioritizes legal clarity, reputational integrity, and operational continuity. 

Whether working with C-suite executives, state regulators, legal counsel, the public, or affected individuals, GSG 
tailors communications and engagement strategies to the audience, timing, and regulatory context of each incident. 

Stakeholder Engagement Framework 

Internal 
Stakeholder 
Engagement 

Executive 
Leadership 

Provide briefing decks, impact summaries, and recommended public 
response options. Coordinate talking points for board meetings, mayor’s 
office briefings, or school board sessions. 

Legal and 
Compliance 

Collaborate on breach classification, risk exposure, and public messaging 
alignment. Ensure that communications reflect privilege boundaries and 
disclosure requirements. 

IT and Security Partner to confirm technical facts, containment status, and evidence 
availability for downstream communication. 

Human Resources 
/ Union Relations 

Assist with employee notifications and labor-facing breach statements. 

External 
Stakeholder 
Engagement 

State and Federal 
Regulators 

Prepare reports and engagement scripts for Attorney General offices, 
HHS, DOE, and/or insurance carriers. 

Affected 
Individuals 

Draft consumer notification letters, FAQs, web copy, and helpline scripts. 
Coordinate message timing and accessibility. 

Media and Public 
Communications 

Support public affairs teams in managing interviews, press releases, and 
public statements related to the breach. Ensure facts are accurate, 
appropriately limited, and legally compliant. 

Performance Metrics – Stakeholder Engagement 
Metric Result 

Average time to deliver executive briefing packet <24 hours post-confirmation 

Percent of stakeholder scripts reviewed by legal before release 100% 

Percent of regulatory filings accompanied by prepared engagement 94% 

Stakeholder satisfaction with communication materials 4.94 / 5.0 

Percent of consumer letters successfully delivered (verified) 99.6% 

 
Nevada 

Affordable 
Housing 

After NAHAC experienced a system breach potentially exposing PII, GSG facilitated 
engagement with the organization’s executive leadership, board members, employees, and 
public relations team. GSG provided consumer letters, regulator scripts, and a press advisory. 
All messages were legally vetted, aligned, and delivered within three business days of breach 
classification. The organization received praise from both the Nevada Attorney General’s office 
and impacted constituents for its “clear and timely communication. 
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Assistance 
Corporation 

(NAHAC) 

“GSG helped us tell the right story—to the right audience, at the right time. They kept us 
compliant and credible throughout.” 
— Executive Director, NAHAC 

4.2.3 Legal Notification Determination 

GSG supports Purchasing Entities in preparing and delivering consistent, accurate, and compliant messaging to all 
external audiences following a breach. This includes disclosures to affected individuals, public-facing press 
statements, media inquiries, regulator briefings, and — where applicable — community notifications. We 
understand the high stakes of breach communications and ensure that all messaging reflects legal obligations, 
minimizes reputational harm, and upholds public trust. 

Our Breach Coach team works alongside entity legal counsel, Public Information Officers (PIOs), and executive 
leadership to develop a unified message strategy aligned with regulatory requirements and agency tone. 

Public Disclosure and Messaging Services 
• Notification Messaging Strategy 

o Determine if, when, and how public disclosure is required 
o Draft language suitable for individual notices, press releases, town hall talking points, and legislative 

briefings 
o Aligning tone and content with legal advice and PR standards 

• Notification Letter Drafting 
o Create regulator-compliant notification templates for: 

 State AGs 
 HHS or DOE (as applicable) 
 Affected individuals (employees, residents, students, patients) 

o Include plain-language summaries, support resources, and contact information 
• Press and Media Coordination 

o Draft media statements, FAQs, and talking points for interviews or public comment 
o Prepare PIOs or executive spokespersons for press briefings 
o Time media disclosure to align with public notifications and regulator timelines 

• Web and Helpline Content 
o Provide breach summary language for agency websites 
o Support development of web banners, popups, and call center scripts 

• Accessibility and Inclusivity 
o Ensure all messages meet WCAG 2.1 AA and Section 508 compliance 
o Provide Spanish translations and support for other languages on request 

Performance Metrics – Messaging and Disclosure 
Metric Result 

Percent of client requests for public notification templates fulfilled 100% 

Percent of media statements legally reviewed before release 100% 

Average time to deliver notification letter template <1 business day 

Client satisfaction with communication material quality 4.95 / 5.0 

Percent of communications delivered WCAG 2.1 AA compliant 100% 

 
City of Grand 

Rapids – 

After a breach involving unauthorized access to resident account data, GSG supported the City 
of Grand Rapids with full-spectrum messaging. Within twenty-four hours of incident 
confirmation, GSG delivered a press statement, Spanish and English consumer notification 
letters, website banner language, and FAQs for staff responding to citizen inquiries. Messaging 
was coordinated across legal, public affairs, and IT, resulting in zero negative media coverage 
and high praise from the public. 
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Public 
Notification 
Campaign 

“GSG’s messaging support was crisp, clear, and timely. They protected our legal position while 
helping us maintain public confidence.” 
— Director of Communications, City of Grand Rapids 

4.2.4 Communications and Notification Strategy 

GSG places the highest priority on safeguarding the privacy and confidentiality of all information collected, 
processed, or shared during a breach response. As part of our Breach Coach Services, we operate under strict 
confidentiality protocols and comply with all applicable privacy laws, including HIPAA, FERPA, GLBA, CJIS, and 
relevant state statutes. We recognize that breaches often involve sensitive legal, personal, or reputational risks — 
and our commitment is to protect that information at every step of the engagement. 

All communications, documents, and data shared with GSG during Breach Coach engagements are considered 
confidential. No information is released, disclosed, or shared with third parties unless explicitly authorized in writing 
by the Purchasing Entity. 

Privacy and Confidentiality Controls 
• Confidentiality Framework 

o All breach-related engagements are governed by a confidentiality clause, signed by assigned GSG 
personnel and reinforced by internal access controls. 

o Legal, technical, and communications teams are segmented by access rights based on the principle of 
least privilege. 

• Data Handling Procedures 
o All data is encrypted at rest and in transit (AES-256, TLS 1.3). 
o PII/PHI is redacted or pseudonymized for internal summaries unless otherwise approved. 
o Documentation is stored in secure GSG environments that meet SOC 2 Type II and ISO/IEC 27001 

standards. 
• Attorney–Client Privilege Preservation 

o Where the Breach Coach is a licensed attorney or working under legal counsel, communications are 
treated as privileged. 

o GSG assists internal or outside counsel in documenting and preserving privilege. 
• Non-Disclosure Policy 

o No public disclosure, regulator outreach, or media interaction is initiated by GSG without explicit written 
consent from the Purchasing Entity. 

o All access to confidential documents is logged and monitored. 
• Access Management 

o All staff assigned to Breach Coach services undergo annual confidentiality training. 
o Role-Based Access Controls (RBAC) and two-factor authentication are enforced for all case files and 

communications. 

Performance Metrics – Privacy and Confidentiality 
Metric Result 

Percent of engagements with formal confidentiality agreement 100% 

Percent of unauthorized disclosures or breaches by GSG 0 incidents (last 5 years) 

Percent of communications labeled as privileged/confidential 98% 

Annual staff privacy/confidentiality training compliance 100% 

Percent of PII/PHI redacted in summaries when applicable 100% 

 

During a multi-year-breach investigation, GSG was brought in to support the AbilityOne 
Commission. Our Breach Coach team operated under a formal confidentiality agreement and 
coordinated all communications with legal counsel. Sensitive files were stored in an encrypted 
environment, and all public-facing content was vetted and approved before release. No 
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AbilityOne 
Commission 
– Controlled 
Disclosure 

Management 

unauthorized disclosures occurred, and the final incident report passed an OIG audit with zero 
findings. 

“We trusted GSG with confidential legal and breach material, and they never once faltered. 
Their privacy protocols are not just policy—they’re practiced.” 
— Office of the Inspector General Liaison, AbilityOne Commission 

4.2.5 Ethical and Reputation Risk Counsel 

GSG strictly uses only the contact information explicitly provided by the Purchasing Entity for breach response 
activities. We do not independently source, verify, supplement, append, or share any recipient data. Our breach 
response protocol is grounded in privacy protection and legal defensibility — ensuring that all outreach, whether for 
notification or monitoring, is conducted using data controlled by the Entity. 

Entity-Provided Data Is Never Enriched or Modified Without Approval 
All contact lists, including names, mailing addresses, email addresses, and phone numbers, must be submitted 
directly by the Purchasing Entity. GSG does not utilize external data sources to append or update records, and we 
will not make corrections, reformat entries, or segment data unless instructed to do so in writing by the client. This 
ensures the accuracy of outreach while eliminating risks associated with data enrichment, data mismatches, or 
unauthorized PII handling. 

Purpose-Limited Use of Contact Information 
GSG uses submitted contact information solely for the purpose of carrying out services defined in the executed 
agreement or incident-specific Service Order. These services may include notification delivery, credit monitoring 
access, identity restoration engagement, and reporting — but never sales, remarketing, or reuse. Once notification 
and monitoring are completed, the data is either returned, securely archived, or permanently destroyed, based on 
the Entity’s written data retention preferences. 

Privacy, Security, and Access Controls 
All submitted files are stored in GSG’s secure, access-controlled environment. Only staff with a defined operational 
need (e.g., data processing or notification project management) have access to the files, and all activity is logged. 
Data is encrypted in transit and at rest, and no external subcontractors or platforms are permitted access unless 
explicitly identified and approved under the agreement. 

Audit and Documentation for Regulatory Assurance 
Our approach ensures traceability and compliance with state privacy laws, HIPAA, FERPA, CJIS, and applicable 
breach notification statutes. At the end of each project, GSG provides a final statement confirming that the contact 
data was used exclusively for the scope of services, was not shared outside of contract terms, and was handled in 
compliance with legal and regulatory requirements. These records are retained for audit or legal discovery if 
requested. 

Performance Metrics – Contact Information Privacy Assurance 
Metric Result 

Percent of notifications sent only to Entity-supplied recipients 100% 

Percent of records altered or appended without approval 0% 

Percent of projects with post-engagement privacy compliance memo 100% 

Average time to complete secure data deletion (if requested) < 3 business days 

Audit findings related to data misuse or unauthorized access 0 incidents (past five years) 

 

As part of a $25M BPA engagement with the DOI’s Information System Security Line of 
Business, GSG was required to deliver breach notification services while adhering to agency-
specific restrictions on the use of internal contact lists. All notifications were executed using 
DOI-supplied recipient files with no edits, appends, or segmentation applied. GSG documented 
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Department 
of the Interior 
– Strict Data 

Usage 
Assurance 

every step of the data handling process, and the agency’s OIG later confirmed that data privacy 
protocols were followed without deviation. 

“GSG honored every boundary we set. They executed the plan with discipline and respect for 
the sensitivity of our personnel data.” 
— Program Manager, Information Assurance Division, U.S. Department of the Interior 

4.2.6 Legal Compliance Advisory 

GSG delivers ongoing post-breach legal and strategic guidance to support Purchasing Entities after breach 
notification obligations are fulfilled. We recognize that the period following disclosure is just as critical as the breach 
response itself. Regulatory inquiries, policy reforms, litigation preparation, and stakeholder reassurance all depend 
on the clarity, consistency, and availability of follow-up expertise. 

Our Breach Coach team continues to work alongside client legal, executive, and compliance stakeholders to close 
the breach event cleanly, evaluate performance, and prepare for future security events. 

Post-Breach Support Services Include: 
• Regulatory and Legal Response 

o Respond to post-notification requests or clarifications from state AGs, OCR, HHS, DOE, or other regulatory 
bodies. 

o Assist in drafting letters of attestation, legal summaries, and formal responses to investigative findings. 
• Policy Review and Revision 

o Assess and revise incident response policies, breach notification procedures, and privacy protocols based 
on lessons learned. 

o Ensure alignment with evolving breach laws and industry standards (e.g., HIPAA Final Rule, CCPA, GLBA 
amendments). 

• Legal Documentation Archiving 
o Compile a complete archive of all legal reports, notifications, messages, privilege logs, and communication 

records. 
o Deliver to Purchasing Entity in a format suitable for audit or future legal discovery. 

• Board and Executive Briefings 
o Prepare post-breach executive summaries and briefings for leadership, board meetings, or public reporting 

sessions. 
o Support scripting for Q&A and public updates, if needed. 

• Litigation Preparation and Discovery Support 
o Provide litigation readiness documentation if the breach results in lawsuits or claims. 
o Assist external counsel with chain-of-custody exhibits, timelines, and privilege documentation. 

Performance Metrics – Post-Breach Support 
Metric Result 

Percent of engagements receiving post-breach legal follow-up 94% 

Average time to deliver final closure memo 3.2 business days 

Policy updates implemented post-GSG review 78% 

Percent of documentation packages used in regulatory audits 100% 

Board briefing satisfaction score (client survey) 4.95 / 5.0 

 
State of 
Kansas 

Following a breach affecting education records and FERPA-protected student data, GSG 
provided full post-breach support to the State of Kansas. This included preparing a response to 
a DOE inquiry, revising internal breach notification protocols, and providing an executive debrief 
to the Education Commissioner’s office. GSG also prepared summary slides for legislative 
testimony and helped close the breach with zero regulatory penalty. 
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Department 
of Education 

“GSG gave us everything we needed after the heat of the breach passed—from documentation 
to defensibility. They helped us turn the experience into long-term improvement.” 
— Chief Privacy Officer, KSDE 

4.2.7 Regulatory and Legal Support 

GSG provides end-to-end regulatory and legal support throughout and after a breach response engagement. Our 
Breach Coach team includes licensed attorneys and certified privacy professionals who guide Purchasing Entities 
in fulfilling breach notification requirements, responding to regulator inquiries, and managing legal risk. We ensure 
that all actions are defensible, traceable, and aligned with applicable federal and state laws. 

Whether engaging with a state Attorney General’s office, HHS/OCR, the Department of Education, or responding 
to discovery requests, GSG ensures that Purchasing Entities are prepared with the right documentation, messaging, 
and legal strategy. 

Regulatory and Legal Support Services Include: 

• Breach Notification Compliance 
o Analyze statutory requirements across all affected jurisdictions (HIPAA, FERPA, GLBA, CCPA, CJIS, and 

all fifty states). 
o Recommend and assist with the preparation and submission of notification letters to: 

 State attorneys general 
 HHS/OCR (for HIPAA-covered entities) 
 DOE (FERPA-related) 
 CISA or sector-specific regulators 

• Regulatory Response and Liaison 
o Draft formal written responses to regulator inquiries and follow-up questions. 
o Coordinate submission of documentation, including incident reports, remediation summaries, and legal 

attestations. 

• Legal Memoranda and Summary Opinions 
o Prepare and deliver legal findings, breach determination memos, and written opinions as requested by 

internal counsel, boards, or leadership. 

• eDiscovery and Documentation Support 
o Deliver litigation-ready records, including: 

 Timeline reconstructions 
 Chain-of-custody documentation 
 Privilege logs 
 Copies of all submitted regulator communications 

• Regulatory Filing Tracking 
o Maintain a centralized log of all breach-related filings, including confirmation receipts, deadlines, and 

outstanding follow-ups. 
o Provide reminders and status updates to ensure compliance with submission timelines. 

Performance Metrics – Regulatory and Legal Support 
Metric Result 

Percent of clients receiving multi-regulator support 87% 

Average time to submit regulator notifications post-breach 2.6 business days 

Legal memo acceptance rate by regulators 100% (no requested revisions) 

Regulator inquiry resolution time (avg.) <3 business days 

Satisfaction score for legal/regulator support 4.97 / 5.0 
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Gwinnett 
County – 
Regulator 

Engagement 
and 

Response 

Following a data breach involving employee records, GSG’s Breach Coach team supported 
Gwinnett County through multi-state regulator coordination. We reviewed notification thresholds 
for Georgia, Florida, and North Carolina, submitted regulator notifications within forty-eight 
hours, and responded to a follow-up request from the Georgia AG’s office with a legal summary 
and supporting evidence. No penalties were issued, and the documentation was later cited as 
a model by the County’s internal legal team. 

“GSG gave us airtight, regulator-ready responses and guided every legal submission. Their 
expertise helped us satisfy every requirement—on time, with confidence.” 
— County Attorney’s Office, Gwinnett County 

4.3 Personnel Qualifications 
The following personnel are proposed to fulfill the roles required under this category, each meeting and exceeding 
the minimum qualifications as outlined. Our team’s extensive experience, legal and technical expertise, 
certifications, and cross-functional leadership capabilities align directly with the scope of Breach Coach Services. 
With deep knowledge of regulatory obligations, crisis communications, and incident response operations, our 
personnel are fully equipped to guide public sector clients through breach response and recovery with precision, 
compliance, and care. 

The table below summarizes the qualifications and capabilities of our key personnel aligned to the required role of 
Breach Coach. 

4.3.1 Breach Coach: Kalpesh Unadkat 

Our Breach Coach is a seasoned cybersecurity and compliance leader with over two decades of experience, 
including more than five years of direct leadership in breach response, particularly within the healthcare and public 
sectors. With subject matter expertise in HIPAA, breach containment, forensic coordination, and stakeholder 
communication, this individual has guided organizations through complex breach events while minimizing liability 
and ensuring regulatory compliance. He has developed incident response plans, led awareness training programs, 
and collaborated across IT, legal, and clinical units to build resilient cybersecurity postures. His technical 
certifications and legal privacy knowledge ensure that privileged communications, forensics retention, and breach 
reporting processes are handled with diligence and accuracy. 

Personnel Qualifications Matrix 

Proposed 
Personnel 

Years of 
Exp. 

Certifications Key Capability Highlights 

4.3.1 Breach 
Coach  

Kalpesh 
Unadkat 

25+ CISSP, HIPAA, 
CCNP, ITIL, 

LEAN 

• Over twenty years of progressive experience in IT and 
cybersecurity, with over five years in breach management and 
incident response. 

• Guided multiple healthcare and public sector organizations 
through end-to-end breach response, including data containment, 
customer notification, and forensic engagement. 

• Developed comprehensive incident response plans and led 
tabletop exercises and cybersecurity awareness programs. 

• Collaborated with legal, compliance, and IT teams to ensure 
breach responses met HIPAA, FERPA, and CJIS requirements. 

• Deep technical background in VPN, wireless infrastructure, SIEM 
(Splunk), firewall deployments, and security architecture. 

• Provided breach notification counsel aligned with regulatory 
thresholds across multiple U.S. jurisdictions. 

• Holds multiple cybersecurity and privacy certifications ensuring 
legal defensibility and operational excellence. 
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Proposed 
Personnel 

Years of 
Exp. 

Certifications Key Capability Highlights 

• Demonstrated excellence in managing communications strategy 
during high-risk breach events involving sensitive health and 
personal data. 

Performance Metrics – Personnel Qualifications 
Metric Result 

Percent of Breach Coaches with active JD and/or CIPP/US 100% 

Average years of experience among legal advisors 7.8 years 

Percent of engagements led by credentialed privacy professionals 100% 

Internal personnel credential audit compliance 100% annually 

Post-engagement satisfaction with assigned breach personnel 4.96 / 5.0 

 
Department 
of Education 

– Legal 
Expertise 

Deployment 

During a breach impacting education records across multiple school districts, GSG deployed a 
Breach Coach with both JD and CIPP/US credentials to lead the regulatory notification process. 
The coach advised on FERPA thresholds, supported DOE compliance filings, and led cross-
functional coordination with communications and student services staff. The incident was 
closed without penalty, and the state superintendent’s office praised the thoroughness and 
professionalism of GSG’s assigned legal team. 

“The expertise GSG brought to the table was unmatched. Their people knew the law, our 
systems, and how to manage the pressure.” 
— General Counsel, State DOE 

Category 4 - Notification and Credit Monitoring Services 

GSG is fully prepared to meet the comprehensive requirements outlined in Section 5 of the Master Agreement for 
Notification and Credit Monitoring Services. We offer a robust, scalable, and secure solution that supports all 
services under this category with a focus on timely activation, strict compliance with all legal requirements, and 
superior customer service. Our service capabilities are detailed below: 

5.1 Service Activation 

5.1.1 Use of Category 4 Services 

GSG offers scalable, modular Notification and Credit Monitoring Services designed to support Purchasing Entities 
in responding to confirmed or suspected data breaches involving Personally Identifiable Information (PII), Protected 
Health Information (PHI), education records (FERPA), and other sensitive data. These services are activated upon 
request and may be used as a standalone offering or in conjunction with other incident response categories (Risk 
Mitigation, Incident Response, and Breach Coaching). 

Our Category 4 services are used to fulfill legal obligations, reduce reputational damage, and support impacted 
individuals following a data breach or other triggering event. 

Scope of Category 4 Services 
Purchasing Entities may use Category 4 Services for: 
• Notification Fulfillment 

o Printing, mailing, and email distribution of customized, regulator-compliant notification letters 
o Language translation services (e.g., Spanish, Vietnamese, Chinese) upon request 
o Return mail handling, undeliverable tracking, and address validation (NCOA-compliant) 

• Credit and Identity Monitoring 
o Twelve- to Thirty-six-month service plans, including: 

 Credit monitoring (one-bureau or three-bureau) 
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 Identity theft restoration services 
 Fraud resolution assistance 
 Lost wallet protection 
 Identity theft insurance (up to $1 million) 

• Consumer Support Services 
o Dedicated call center staffed by trained customer service professionals (U.S.-based) 
o FAQs, script development, and tracking of case resolutions 
o Optional secure web portal for enrollment and case tracking 

• Reporting and Oversight 
o Weekly reports to Purchasing Entities showing enrollment rates, complaints, and resolution outcomes 
o Final monitoring report after service expiration 

• Service Activation 
o GSG can provide rapid deployment of Category 4 services within twenty-four hours of approved request 

Performance Metrics – Notification and Credit Monitoring 
Metric Result 

Percent of notification letters mailed within three business days 98.6% 

Percent of impacted individuals enrolling in monitoring services 38% avg. (varies by sector) 

Call center average answer time <30 seconds 

Identity restoration satisfaction rating 4.92 / 5.0 

Final reporting delivery compliance (Thirty-day post-closeout) 100% 

 
State of 

Kansas – 
Notification 

& Monitoring 
Deployment 

Following a breach of a public benefits application, GSG deployed Category 4 services to notify 
over 45,000 affected individuals across Kansas. Within seventy-two hours, GSG mailed letters 
in English and Spanish, launched a secure web portal, and activated twelve-month credit 
monitoring services with ID theft protection. Weekly enrollment reports and a final closeout 
summary were delivered to the agency. No consumer complaints were reported, and the 
Kansas Department of Administration cited GSG’s execution as “exemplary” in both delivery 
and documentation. 

“GSG managed our notification and monitoring process with unmatched speed, 
professionalism, and care for our constituents.” 
— CIO, State of Kansas Department of Administration 

5.1.2 Customizable Service Orders 

GSG offers fully customizable Service Orders for Notification and Credit Monitoring Services to meet the diverse 
operational, legal, and communications needs of Purchasing Entities. Each Service Order is structured to reflect 
the scope, scale, and urgency of the incident and may include a wide range of modular services such as multilingual 
notifications, tailored monitoring packages, call center customization, and multi-jurisdictional compliance mapping. 

Whether serving a local government with a small notification population or a state agency with tens of thousands of 
impacted individuals, GSG adapts each Service Order to ensure precision, compliance, and efficiency. 

Service Order Customization Options 

• Notification Type and Channel 
o Paper letters, email notices, or secure portal access 
o NCOA address validation, return mail tracking, undeliverable suppression 

• Notification Content 
o Fully customizable letters with: 

 Client branding (logo, agency name, seal) 
 Language translation (Spanish standard; others upon request) 
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 Incident-specific narrative (data types, event timeline, actions taken) 
 Contact center number, hours, and dedicated landing page link 

• Credit and Identity Monitoring Tiers 
o Tier 1: Single-bureau credit monitoring and identity theft insurance 
o Tier 2: Three-bureau monitoring, lost wallet support, and full fraud resolution services 
o Tier 3: Government-specific plans with added documentation or registration security 

• Call Center Customization 
o Script development, escalation paths, call logging, and role-specific FAQs 
o Service in English and Spanish (other languages optional) 
o Staffing levels adjusted for incident severity and call volume projections 

• Reporting and Oversight 
o Tailored reporting cadence (daily, weekly, biweekly) 
o Midpoint enrollment summaries, final closeout reports, and trend dashboards 

• Timeline Flexibility 
o Rush services for critical incidents (activation within 24 hours) 
o Staggered mailings or digital notices by priority group 

Performance Metrics – Customizable Service Orders 
Metric Result 

Percent of Service Orders delivered within twenty-four–forty-eight hours 98.2% 

Percent of letter templates with agency branding 100% (when requested) 

Average time to configure call center with custom scripts <1 business day 

Percent of orders requesting multilingual delivery 46% 

Final report satisfaction rating (public sector clients) 4.94 / 5.0 

 
City of New 
Orleans – 

Tiered 
Monitoring 

Rollout 

After a breach affecting multiple municipal departments, GSG developed a custom Service 
Order to notify and protect over 15,000 affected individuals. The order included: 
• Fully branded bilingual notices (English and Spanish) 
• Three tiers of credit monitoring for residents, contractors, and employees 
• Customized call center scripts tailored for HR, finance, and constituent services 
• A seven-day rollout timeline based on priority group (high-risk residents contacted first) 
All elements were executed within SLA, and the City received praise for its clarity and 
responsiveness during public briefings. 

“GSG gave us options—not just a service. Their customization made our public response feel 
personal, professional, and complete.” 
— Communications Director, City of New Orleans 

5.1.3 Entity Control Over Activation and Eligibility 

GSG provides full Purchasing Entity control over the activation and scope of Notification and Credit Monitoring 
Services. No services are initiated without explicit written authorization, and the Entity retains full authority to define 
eligibility criteria, activation timelines, communication preferences, and service tiers. 

This control ensures that the Purchasing Entity can tailor the incident response to its legal, operational, and 
regulatory obligations — while avoiding over-disclosure, premature public statements, or unnecessary service 
activation. 

Control Framework for Activation and Eligibility 

• Explicit Service Activation 
o Services are activated only upon: 
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 Formal written request from the Purchasing Entity 
 SOW execution 
 Breach Coach or Legal recommendation with Entity approval 

• Entity-Defined Eligibility Rules 
o Entity may define: 

 Notification thresholds (e.g., exposure of PII, PHI, or FERPA records) 
 Population eligibility (e.g., employees only, residents, contractors) 
 Data categories that trigger notification (e.g., SSNs, medical records, tax IDs) 

• Recipient List Management 
o Entity provides final recipient list, cleansed and validated using GSG’s address scrubbing tools. 
o GSG will not modify or activate recipient lists without Entity approval. 

• Notification Timing Control 
o Entity selects deployment timing, including: 

 Single-wave or staggered notifications 
 Pre-notification regulator coordination 
 Notification embargo until press release or public statement is issued 

• Discretion Over Monitoring Tiers 
o Entity selects monitoring package per population segment: 

 Example: employees receive three-bureau coverage; consumers receive single-bureau 

• Pause or Cancellation Rights 
o Entity may pause, revise, or cancel notification deployment at any time prior to print or digital distribution. 

Performance Metrics – Entity Control and Activation 
Metric Result 

Percent of activations initiated only after written approval 100% 

Percent of eligible population files modified by GSG without approval 0% 

Average time from approval to notification launch (standard) 48 hours 

Percent of orders paused or revised prior to activation 18% 

Satisfaction score for control and customization flexibility 4.98 / 5.0 

 
Nevada 
Housing 

Authority – 
Phased 

Notification 
Control 

Following an exposure of mortgage application records, GSG was directed to activate Category 
4 services for 6,000 impacted individuals. The Nevada Housing Authority approved a two-phase 
deployment: first to staff and contractors, and then to residents. GSG worked from a recipient 
file provided by the Entity and paused deployment twice based on legal review. No action was 
taken without written confirmation, and all final communications matched the Housing 
Authority’s timeline and tone. 

“GSG never moved forward without our say-so. Their discipline around activation and eligibility 
control gave us peace of mind.” 
— Director of Risk Management, Nevada Housing Authority 

5.1.4 Service Activation Notification 

GSG ensures that all service activations under Category 4 are accompanied by immediate, clear, and documented 
notifications to the Purchasing Entity. Once services are initiated — whether for notification delivery, credit 
monitoring enrollment, or call center launch — GSG provides written confirmation outlining exactly what has been 
activated, when, and for whom. 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 64 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

This confirmation enables the Entity to maintain oversight, brief stakeholders, and respond to questions from 
regulators, legal counsel, or the public. Our goal is to deliver transparency, traceability, and peace of mind 
throughout the activation process. 

Service Activation Notification Workflow 

• Written Confirmation of Activation 
o GSG provides a formal activation email confirming: 

 Type of service launched (e.g., letter mailing, email notification, monitoring enrollment) 
 Date/time of activation 
 Affected population segment(s) 
 Duration of service (monitoring period) 
 Assigned GSG point-of-contact 

• Confirmation for Notification Deployments 
o For mail or email notifications: 

 GSG confirms quantity, print/mailing or digital send schedule, and return mail handling process 
 Proof of letter content and address file hash available upon request 

• Credit Monitoring Activation 
o GSG confirms: 

 Monitoring tier activated 
 Enrollment link(s) and landing page URLs 
 Go-live time of secure portal 
 Call center activation time (if applicable) 

• Call Center Activation 
o Purchasing Entity receives: 

 Toll-free number and hours of operation 
 Languages supported 
 Contact escalation path 
 Call script approval confirmation 

• Escalation Notification 

o Any issues encountered during activation (e.g., undeliverable files, portal downtime) are communicated 
within one hour to the designated Entity contact 

• Documentation and Audit Trail 
o All activation notices are archived and available for audit, legal review, or regulatory reporting 

 

Performance Metrics – Service Activation Notification 
Metric Result 

Percent of activations with formal written notification to Entity 100% 

Average time to deliver activation summary post-launch < 1 hour 

Percent of clients requesting call center or monitoring activation 92% 

Percent of escalations responded to within one hour 100% 

Documentation retention accuracy for audit purposes 100% 

 

When AbilityOne activated credit monitoring services following an internal breach, GSG 
provided written confirmation within thirty minutes of go-live. The notice included a summary of 
service tiers, enrollment URLs, call center hours, and notification rollout dates. The Commission 
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U.S. 
AbilityOne 

Commission 
– Monitoring 

Activation 
Notice 

was able to brief their leadership, satisfy regulatory audit requirements, and respond to public 
questions with confidence — backed by GSG’s clear documentation. 

“GSG’s activation notice was more than a heads-up—it was a full launch brief we could rely on. 
They made sure we were never guessing.” 
— Deputy General Counsel, U.S. AbilityOne Commission 

5.2 Notifications 

5.2.1 Compliance with State Notification Laws 

GSG ensures full compliance with all applicable state data breach notification laws and requirements for every 
notification and credit monitoring engagement. Our legal and privacy team monitors all fifty U.S. states, the District 
of Columbia, and U.S. territories to stay current on evolving statutes, submission procedures, consumer rights, 
notification timelines, and content requirements. 

Whether working with a local government, school district, or state agency, GSG tailors each notification project to 
match jurisdiction-specific mandates — ensuring accuracy, timeliness, and defensibility. We eliminate the 
compliance burden for the Purchasing Entity while delivering regulator-ready documents and legally sufficient 
communications. 

Compliance Capabilities by State 

• Statute Review and Mapping 
o GSG performs a jurisdictional breach law review for each incident, mapping: 

 Trigger thresholds (e.g., SSN, DL#, financial account) 
 Required notification elements (e.g., incident description, consumer rights) 
 Deadlines for notice delivery 
 Specific regulator filing requirements 

• Customized Notification Content 
o Letters are drafted or adjusted to reflect state-required elements, including: 

 Toll-free credit bureau contact information 
 Explanation of monitoring services offered 
 Consumer fraud protection rights (e.g., security freezes, fraud alerts) 
 Specific state-mandated language (e.g., Massachusetts, California) 

• State Regulator Submissions 
o GSG prepares and submits required filings to Attorneys General or designated agencies, where applicable 
o Includes summaries, letter templates, recipient counts, incident descriptions, and supporting memos 

• Legal Review and Sign-Off 
o All notification materials are reviewed by a JD-credentialed Breach Coach or CIPP/US-certified privacy 

professional before distribution 
o GSG coordinates with internal or external counsel for final authorization 

• Compliance Monitoring and Change Tracking 
o GSG tracks ongoing state law changes and automatically applies updates to templates, timelines, and 

filing processes 
o Subscription-based compliance intelligence ensures real-time accuracy 

Performance Metrics – State Law Compliance 
Metric Result 

Percent of letters containing all required state-specific language 100% 

Percent of required state regulator submissions completed on time 100% 

State law changes tracking accuracy (template currency) 100% 
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Metric Result 

Percent of legal reviews conducted before distribution 100% 

Client satisfaction with compliance clarity and readiness 4.95 / 5.0 

 
Rhode Island 

Public 
Schools – 
Multi-State 
Notification 
Compliance 

When a shared services provider serving multiple Rhode Island school districts experienced a 
ransomware breach, GSG was engaged to prepare and deliver notifications across Rhode 
Island, Massachusetts, and Connecticut. Each letter was tailored to the applicable laws, 
including required disclosures and contact instructions. GSG submitted regulatory filings to all 
three AG offices, tracked delivery compliance, and provided a legal memo detailing 
jurisdictional differences. No deficiencies were cited, and the Rhode Island Department of 
Education noted exemplary compliance with state law. 

“GSG made our multi-jurisdictional nightmare into a clear, compliant response. Their attention 
to state law saved us time, money, and credibility.” 
— Privacy Officer, Rhode Island Public Schools 

5.2.2 Development of Notification Plan 

GSG develops tailored, regulator-compliant Notification Plans for every breach event requiring public or individual 
disclosure. Our process ensures that all components of a legally valid and operationally successful notification 
campaign are covered — from jurisdictional analysis and population segmentation to letter content, delivery method, 
language accessibility, and consumer support strategy. 

Each plan is aligned with state and federal laws, incorporates input from legal counsel and communications teams, 
and is delivered in a format that can be reviewed and approved by internal stakeholders and regulators. GSG serves 
as both a legal compliance partner and an execution partner, ensuring that the Notification Plan meets all technical, 
legal, and logistical requirements before deployment. 

Components of the Notification Plan 

• Regulatory Requirements Summary 
o Identify breach notification obligations across impacted jurisdictions (state laws, HIPAA, FERPA, etc.) 
o Specify mandatory content, deadlines, regulatory filings, and submission protocols 

• Population Segmentation 
o Classify affected individuals by role (e.g., employees, students, residents, vendors) 
o Determine eligibility for monitoring services, language preferences, and method of contact (mail/email) 

• Notification Letter Development 
o Create one or more customizable templates including: 

 Plain-language breach explanation 
 Consumer rights and credit monitoring options 
 Contact center information 
 Multilingual accessibility content 

o Branding elements (logo, agency name, formatting preferences) 

• Delivery Logistics 
o Print/mail or email scheduling (single wave or staggered) 
o Address validation, suppression of known undeliverable, and return mail management 
o Optional secure web portal for document access and enrollment 

• Call Center and Web Support 
o Set up dedicated toll-free number and/or live chat support 
o Draft and approve FAQs, call scripts, escalation protocols, and training brief 

• Approval and Execution Timeline 
o Plan delivered to Purchasing Entity for review 
o Internal legal and executive sign-off prior to launch 
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o Final version retained for audit and reporting 

Performance Metrics – Notification Plan Development 
Metric Result 

Average time to deliver initial draft Notification Plan 2.1 business days 

Percent of plans approved on first legal/internal review 96.4% 

Percent of plans with population-based customization 100% 

Final plan acceptance rate by regulators 100% (no resubmissions) 

Client satisfaction with plan clarity and completeness 4.96 / 5.0 

5.2.3 Data Intake and Cleansing 

GSG supports Purchasing Entities by securely ingesting, validating, and cleansing recipient data prior to initiating 
notification and credit monitoring services. Our data intake process ensures that all contact records used for mailing, 
emailing, or monitoring enrollment are accurate, complete, and compliant with applicable privacy and security 
standards. 

Through our proven intake and cleansing protocols, GSG minimizes undeliverable notices, eliminates duplicate 
entries, protects sensitive data, and ensures defensible recordkeeping for regulators and auditors. All data handling 
complies with HIPAA, FERPA, CJIS, and state-level PII laws. 

Data Intake and Cleansing Workflow 

• Secure Data Submission 
o GSG accepts encrypted files via: 

 SFTP (FIPS 140-2 compliant) 
 PGP-encrypted email 
 Secure cloud upload portals with MFA 

o All submissions are acknowledged with hash-based integrity verification 

• Data Formatting and Mapping 
o Map fields (e.g., Name, Address, SSN, Email, Language Preference) to standard schema 
o Validate presence of required fields and flag formatting inconsistencies (e.g., ZIP code, email syntax) 

• Data Validation 
o National Change of Address (NCOA) check 
o USPS CASS certification for address accuracy 
o De-duplication (name and address, email, or ID field) 
o Address suppression (e.g., deceased, returned mail from prior incident) 

• Segmentation and Filtering 
o Segment by role (employee, student, resident, vendor) 
o Apply Entity-defined eligibility criteria (e.g., “only individuals with exposed SSNs”) 
o Optional exclusion lists applied (e.g., minors, non-impacted records) 

• Audit Trail Creation 
o Data receipt, transformation, and final mailing file generation are logged and timestamped 
o Final recipient count, mailing counts, and suppressions documented for regulator reporting 

Performance Metrics – Data Intake and Cleansing 
Metric Result 

Percent of datasets processed with verified encryption 100% 

Address validation accuracy post-cleansing 99.7% 
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Metric Result 

Duplicate record removal rate Avg. 6.3% per dataset 

Average data processing turnaround (standard SLA) < 2 business days 

Percent of regulator audits with complete data logs provided 100% 

 
Massachusetts 
School District 

Consortium 

Following a breach involving shared educational service systems, GSG received a combined 
list of over 22,000 student and staff records from five districts. Our team securely ingested the 
dataset, validated and corrected over 1,300 incomplete addresses, removed more than 800 
duplicates, and applied FERPA-based filtering to restrict notification only to students whose 
data had been accessed. A full audit trail and NCOA certification were provided to the state 
Department of Education. No delivery complaints or compliance issues were reported. 

“GSG took a messy, multi-district file and turned it into a clean, compliant list ready for 
notification. Their data handling gave us confidence—and saved us thousands in misrouted 
mail.” 
— District Technology Director, Massachusetts EDU Consortium 

5.2.4 Notification Preparation and Delivery 

GSG provides full-service preparation and delivery of breach notification communications across all applicable 
channels — mail, email, and digital portal — ensuring compliance with state and federal notification laws. Our 
process guarantees accuracy, accessibility, timeliness, and alignment with regulatory and legal counsel 
expectations. 

Each notification project is customized to the incident, the affected population, and jurisdictional requirements. All 
messaging is legally reviewed, branding is incorporated, and delivery methods are selected in consultation with the 
Purchasing Entity. GSG ensures every step is auditable and defensible, from template creation to confirmed 
delivery. 

Notification Preparation and Delivery Services 

• Custom Notification Letter Drafting 
o GSG prepares one or more tailored templates based on: 

 Breach type and population segment (e.g., employees, students, residents) 
 State notification requirements (e.g., content mandates in MA, CA, NY) 
 Client branding, tone, and format preferences 
 Accessibility standards (WCAG 2.1 AA and Section 508 compliance) 

• Language Translation 
o Default bilingual support in English and Spanish 
o Optional translation into other languages based on Entity demographics (e.g., Vietnamese, Haitian Creole) 

• Notification Approval Workflow 
o Entity reviews and approves all content, with optional legal/communications team sign-off 
o All letter versions archived for future reference, audit, or regulator response 

• Delivery Options 
o Printed Mail: 

 USPS First Class mail with NCOA/CASS address validation 
 Return mail tracking, undeliverable suppression, and certified volume logs 

o Email: 
 DKIM/DMARC-secured digital messages with analytics 
 Email open and click-through tracking 

o Secure Web Portal (optional): 
 Letter access with login protection, custom notifications, and tracking 

• Delivery Reporting 
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o Quantity mailed/sent, delivery success rates, language breakdown, and confirmed print/email timing 
o The final reporting package includes copies of letters, mailing logs, and undeliverable detail 

Performance Metrics – Notification Delivery 
Metric Result 

Average time from final approval to delivery initiation 1.8 business days 

Percent of letters mailed with validated addresses 99.6% 

Email open rate (avg. across the public sector) 53.2% 

Percent of multilingual letters delivered accurately 100% 

Satisfaction score for message clarity and delivery support 4.96 / 5.0 

 
City of Fort 

Wayne – 
Bilingual 

Notification 
Delivery 

After an incident involving unauthorized access to employee health benefits data, GSG worked 
with Fort Wayne’s HR, Legal, and Communications teams to prepare bilingual printed letters. 
Letters were customized for different populations (active staff vs. retirees), reviewed by legal 
counsel, translated into Spanish, and mailed within forty-eight hours of approval. GSG provided 
a delivery confirmation report and supported the City’s internal communications team with script 
alignment and FAQ development. 

“GSG didn’t just deliver letters—they helped us deliver confidence. Every step, from translation 
to tracking, was seamless.” 
— Assistant City Attorney, City of Fort Wayne 

5.2.5 Use of Provided Contact Information Only 

GSG strictly uses only the contact information provided and authorized by the Purchasing Entity for any notification 
or monitoring engagement. We do not append, enrich, sell, share, or reuse recipient data. All contact data — such 
as names, addresses, phone numbers, email addresses, and language preferences — is treated as confidential 
and purpose-specific, meaning it is used exclusively for the execution of the breach response engagement for which 
it was provided. At no point does GSG independently source or supplement contact records. We do not perform 
data enhancement, purchase mailing lists, or conduct third-party lookups without written permission from the Entity. 
Even in cases where contact data may appear incomplete or invalid, GSG will flag the issue and request guidance 
from the Entity before taking any corrective or suppressive action. 

All communications — whether by mail, email, or portal — are sent only to the contacts authorized in the final Entity-
approved dataset. GSG does not retain any copy of this information for future marketing, unrelated service outreach, 
or analytics purposes beyond incident-specific reporting. Once notification services are complete, data is either 
securely archived for regulatory retention or securely destroyed per the Purchasing Entity’s written instructions. 

Furthermore, GSG’s systems and personnel are trained to ensure Role-Based Access to this data. Only individuals 
directly involved in service configuration or deployment can access the contact file, and all activity is logged for 
auditability. Our systems meet or exceed standards for PII handling under HIPAA, GLBA, FERPA, and state breach 
notification laws, with encryption at rest and in transit, multi-factor authentication, and zero third-party exposure 
without Entity direction. 

Performance Metrics – Contact Data Integrity 
Metric Result 

Percent of notifications sent only to verified Entity-provided data 100% 

Percent of records altered or appended without approval 0% 

Percent of breaches using contact suppression per Entity guidance 94% 

Internal audit compliance score (data access/reuse) 100% 

Satisfaction rating for data privacy practices 4.97 / 5.0 
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City of Fort 

Wayne – 
Bilingual 

Notification 
Delivery 

GSG was retained to notify a group of airport employees after a vendor system compromise. 
The Entity provided a partially redacted mailing list due to internal confidentiality rules. GSG 
used only the supplied contact fields, flagged six records for missing ZIP codes, and did not 
proceed until the client provided corrected values. GSG’s restraint and documentation of each 
change ensured that all outreach met both internal policies and legal standards. 

“GSG respected our data controls at every turn. They never assumed, never improvised—they 
just followed our guidance, exactly as promised.” 
— Chief Privacy Officer, SDCRAA 

5.3 “Codes Only” Reduced Scope Service 

GSG offers a “Codes Only” option for Purchasing Entities that require access to credit monitoring services without 
requesting GSG to receive or store any individual PII. This reduced-scope service is designed for maximum privacy, 
minimal data exchange, and agency-controlled distribution of enrollment codes. Under this model, GSG does not 
collect, store, or process any contact lists, personal identifiers, or breach recipient data. 

Instead, the Purchasing Entity receives a batch of unique, single-use enrollment codes that can be embedded into 
their own printed letters, secure emails, or web portal communications. This model is frequently selected by 
agencies that wish to retain complete control over notification delivery, prefer not to share PII due to internal 
restrictions, or are dealing with highly sensitive populations. 

How the “Codes Only” Model Works 
GSG generates a pre-approved number of unique, random alphanumeric access codes, each tied to a specific 
monitoring package (e.g., one-bureau or three-bureau credit monitoring with restoration services). These codes 
are not linked to any individual at GSG’s end, and no matching or data enrichment occurs. 

Once generated, the codes are securely transmitted to the Purchasing Entity — typically via encrypted SFTP or a 
secure email attachment using PGP encryption. The Entity then embeds these codes into their own notification 
process. This allows the Entity to: 

• Preserve confidentiality of their population list 
• Retain control over communication tone, branding, and delivery channels 
• Eliminate the need for third-party processing of names or addresses 

Recipients who receive the code can visit a secure GSG enrollment portal where they input their code and opt-in 
to the monitoring service. All enrollment data remains confidential and is governed by GSG’s privacy and identity 
protection protocols. 

GSG provides the Purchasing Entity with weekly updates on how many codes have been used (enrollment metrics), 
but no identifying information is shared back. 

Performance Metrics – “Codes Only” Model 
Metric Result 

Percent of “Codes Only” activations with zero PII received 100% 

Code redemption accuracy (single-use, non-reusable) 100% 

Average code delivery time from request <1 business day 

Monitoring enrollment satisfaction (surveyed users) 4.93 / 5.0 

Client satisfaction with privacy and simplicity 4.97 / 5.0 

 

Following a localized HR incident, the Authority requested monitoring for a small population but 
preferred not to transmit employee PII to a third party. GSG delivered a set of 500 unique codes 
the same day. These were embedded into internal HR letters and handed to affected individuals 
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Fort Wayne–
Allen County 

Airport 
Authority – 
Low-Data 

Monitoring 
Activation 

in sealed envelopes. GSG’s enrollment portal handled opt-in securely, and Fort Wayne received 
weekly usage metrics. No data was shared with GSG beyond the code tracking count. 

“GSG respected our privacy requirements and gave us full flexibility. Their ‘codes only’ service 
was secure, discreet, and perfect for what we needed.” 
— Director of HR, FWACAA 

5.4 Call Center 

5.4.1 24/7 Toll-Free Call Center Access 

GSG provides continuous, live-agent support through a toll-free number available twenty-four hours a day, seven 
days a week, 365 days a year. Our U.S.-based call center is staffed by trained CSRs who specialize in breach 
response, identity protection services, and privacy-sensitive communication. Live agents answer all calls — never 
by voicemail or an IVR-only system — and triaged or resolved in real time. 

Live Agent 
Support 
Anytime 

Callers are greeted by live agents at all hours without redirection to voicemail or automated 
systems. There are no after-hours limitations — calls are actively handled on nights, weekends, 
and holidays with the same urgency and professionalism as during business hours. 

Breach-
Specific 
Training 

Each agent is briefed in advance on the details of the specific breach they are supporting, 
including the nature of the data exposure, affected populations, and the types of identity 
protection being offered. Training covers incident-specific scripts, regulatory constraints, and 
best practices in confidentiality and consumer support. 

Multilingual 
Support 

Our call center provides full bilingual support in English and Spanish by default, with optional 
translation support for additional languages such as Vietnamese, Mandarin, Tagalog, and 
others, based on Purchasing Entity request and demographics. 

Secure Call 
Handling 

All calls are recorded (with consent), stored securely, and monitored for quality assurance. Calls 
are handled through encrypted systems, with strict RBAC and MFA, ensuring compliance with 
PII protection requirements under HIPAA, FERPA, and CJIS. 

Escalation 
Protocols 

GSG maintains clear escalation paths for sensitive inquiries, including identity theft reports, 
legal threats, or media interest. These are routed to a GSG incident manager or legal liaison 
within thirty minutes, with thresholds and workflows pre-defined in collaboration with the 
Purchasing Entity. 

Tracking and 
Reporting 

Call center activity is monitored and reported weekly to the Entity. Reports include call volume, 
average wait time, resolution trends, escalation frequency, and satisfaction metrics (where post-
call surveys are enabled). This helps the Entity remain informed and responsive to citizen or 
stakeholder needs. 

Performance Metrics – 24/7 Call Center Support 
Metric Result 

Average call answer time < 30 seconds 

Percent of calls answered by live agents (not redirected/voicemail) 100% 

First-call resolution rate 96.2% 

Caller satisfaction (CSAT score) 4.91 / 5.0 

Escalation resolution SLA compliance 100% (within thirty minutes) 

5.4.2 Clear Service Access Instructions 

GSG ensures that all CSRs assigned to breach notification and identity protection engagements are trained, 
knowledgeable, and equipped to respond accurately and compassionately to affected individuals. Our agents 
undergo rigorous onboarding, breach-specific preparation, and ongoing evaluations to maintain a high standard of 
accuracy, professionalism, and compliance. 
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Breach-Specific Training: Before any notification launch, CSRs are briefed in detail about the breach context, 
affected data types, consumer rights, and the services offered (e.g., credit monitoring, identity theft restoration). 
Training includes a review of client-approved call scripts, Frequently Asked Questions (FAQs), escalation 
procedures, and tone guidance to ensure consistency and empathy throughout the caller experience. 

Regulatory and Privacy Compliance:  Customer service training is reinforced with modules on relevant legal and 
regulatory frameworks such as HIPAA, FERPA, GLBA, CCPA, and CJIS. Agents are tested on their understanding 
of privacy protections and the limits of what can be shared, helping ensure that no information is disclosed 
improperly and that conversations remain secure, accurate, and compliant. 

Quality Assurance and Monitoring: Calls are recorded (with notice) and monitored regularly to evaluate CSR 
performance. Supervisors conduct live call shadowing and post-call scoring based on key metrics including 
accuracy, clarity, issue resolution, courtesy, and compliance. Results are used for coaching and continuous 
improvement. 

Ongoing Coaching and Roleplay: All CSRs participate in monthly refresher training and quarterly performance 
simulations, including live roleplay based on real-world breach scenarios. These exercises strengthen readiness 
for complex questions, help reduce escalations, and ensure high-quality, on-brand interactions across all callers. 

Client Customization: If requested, GSG incorporates client-specific content such as internal policy language, 
agency branding, or jurisdictional nuances into the call experience. Entities may also review and approve scripts 
before launch and participate in joint training sessions to align communications. 

Performance Metrics – Customer Service Training and Quality 
Metric Result 

Percent of agents trained on client-specific incident details 100% 

Average call accuracy rating (QA scoring) 98.4% 

Percent of calls fully resolved on first contact 96.1% 

Monthly training and coaching compliance 100% 

Client satisfaction with CSR professionalism 4.94 / 5.0 

 
City of San 

Jose – High-
Sensitivity 

CSR Training 
Deployment 

When the City of San Jose experienced a breach affecting police payroll and confidential HR 
files, GSG trained a CSR team to handle calls involving law enforcement, retirees, and 
employees. The CSRs received enhanced privacy training and pre-approved scripts to address 
a wide range of caller emotions and legal concerns. In the first week, over 750 calls were 
handled with zero escalations and a post-call satisfaction rating of 4.98 out of 5. The City 
praised the team for its professionalism and discretion. 

“Your team didn’t just know the script—they knew the situation. They answered every call like 
they were part of our staff.” 
— Deputy City Manager, City of San Jose 

GSG ensures that all callers to the 24/7 toll-free call center are clearly informed about the specific method to access 
services for each distinct Triggering Event. Call center agents are trained to identify the relevant event and guide 
callers step-by-step through the appropriate enrollment or support process, whether online or via telephone. This 
approach guarantees accurate, event-specific assistance and helps Eligible Persons efficiently utilize the services 
available to them in response to each unique incident. 

5.4.3 Call Handling and Professional Conduct 

GSG delivers consistent, courteous, and compliant call handling through trained Customer Service Representatives 
(CSRs) who adhere to strict performance, privacy, and professionalism standards. Every interaction with an affected 
individual reflects the Purchasing Entity’s commitment to transparency, responsiveness, and respect. 

Call Handling 
Standards 

All incoming calls are answered by a live CSR who follows a structured intake and resolution 
process tailored to the specific incident. Agents are trained to verify caller eligibility (when 
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needed), explain the breach in plain language, and guide users through credit monitoring 
activation, FAQs, and escalation options. No call is rushed or dismissed — our approach 
emphasizes patience, clarity, and complete issue resolution. 

Tone and 
Professionalism 

Every CSR interaction follows a respectful and empathetic tone, especially when callers are 
confused, frustrated, or fearful about a data breach. Our agents are coached to remain 
composed, speak clearly, avoid legal jargon, and offer reassurance through accurate 
information. This is especially important when serving older adults, non-native English 
speakers, or emotionally distressed callers. 

Scripted 
Responses and 

Deviation 
Controls 

CSRs use incident-specific scripts approved by the Purchasing Entity, ensuring alignment 
with official messaging. When callers ask questions outside of standard talking points, agents 
follow escalation protocols rather than improvising. This protects the Entity from 
misinformation, ensures consistent messaging, and preserves legal defensibility. 

Escalation 
Management 

For more complex or sensitive calls-including potential identity theft cases, media inquiries, 
legal threats, or calls from public officials — GSG’s agents are trained to escalate 
immediately to a supervisor or incident lead. Escalation paths and authority levels are pre-
defined in coordination with the Entity. Every escalation is tracked and resolved within 
established SLAs, typically within thirty minutes. 

Call 
Documentation 
and Oversight 

All calls are logged with date/time, call reason, resolution summary, and (if applicable) 
escalation status. Calls are recorded (with consent), stored securely, and reviewed regularly 
for quality assurance. These records are also available for audit, legal review, or performance 
scoring. 

Performance Metrics – Call Handling and Professionalism 
Metric Result 

Call satisfaction score (post-call survey avg.) 4.93 / 5.0 

Average first-call resolution rate 96.4% 

Escalation SLA compliance (≤ thirty minutes) 100% 

Percent of calls logged and documented 100% 

QA score for tone, clarity, and policy adherence 98.2% 

5.5 Customer Service 

5.5.1 Commitment to Quality Customer Service 

GSG is committed to delivering high-quality, respectful, and reliable customer service throughout every phase of a 
breach notification or credit monitoring engagement. We understand that impacted individuals may be confused, 
anxious, or frustrated after learning their personal information may have been compromised. Our approach centers 
on professionalism, compassion, and accuracy — ensuring that every caller is treated with dignity and supported 
with timely, accurate information. 

Customer-
Centered 

Philosophy 

Every member of our customer service team is trained to treat each caller not as a “case 
number,” but as a person seeking clarity, reassurance, and protection. Whether they are 
requesting help enrolling in monitoring services, seeking clarification about a notification 
letter, or dealing with potential identity misuse, our agents respond with patience and 
empathy. 

Accuracy and 
Responsiveness 

Our call center operates under strict quality control protocols to ensure the information 
provided is both accurate and aligned with the official messaging approved by the 
Purchasing Entity. Every question is answered using up-to-date FAQs, incident-specific 
scripts, and trained judgment — never guesswork. When a call requires escalation or further 
review, the transition is smooth, respectful, and happens within clearly defined timeframes. 
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High Standards 
and 

Accountability 

We apply measurable performance standards to every element of customer experience. 
Average waiting times, resolution rates, call handling scores, and satisfaction ratings are 
tracked and reviewed weekly. Continuous improvement is driven by agent coaching, client 
feedback, and real-time monitoring. GSG also performs call audits to ensure our 
representatives meet standards of accuracy, courtesy, and compliance. 

Customization 
to Meet Entity 
Expectations 

Purchasing Entities are invited to participate in customizing service expectations  — whether 
that includes adjusting call center greetings, co-developing escalation workflows, or adding 
messaging relevant to a specific population (e.g., students, seniors, or employees). This 
collaboration enhances the credibility of the response and builds community trust during a 
difficult event. 

Performance Metrics – Quality Customer Service 
Metric Result 

First-call resolution rate 96.4% 

Average wait time (24/7 call center) < 30 seconds 

Caller satisfaction score (post-call survey avg.) 4.91 / 5.0 

QA compliance rate for courteous, clear call handling 98.5% 

Percent of engagements offering customized call experience 89% 

 
U.S. 

AbilityOne 
Commission 
– Respect-

Driven 
Service 
Model 

When the Commission needed breach response support for a population that included veterans 
and individuals with disabilities, GSG emphasized service quality over speed alone. We 
implemented custom call scripts to reflect inclusive language, assigned senior CSRs trained in 
accessibility etiquette, and supported extended call durations to allow for more thorough 
explanations. Feedback from the Commission and its stakeholders praised GSG for providing 
“some of the most patient and professional customer support” ever experienced in a breach 
response. 

“Our population needed reassurance and time. GSG delivered both—with kindness and 
competence.” 
— Director of Communications, U.S. AbilityOne Commission 

5.5.2 Issue Escalation Process 

If a customer service representative is unable to adequately address the concerns of an Eligible Person or Active 
Participant, GSG will escalate the issue in accordance with the agreed-upon Service Level Agreement (SLA). The 
escalation process follows defined procedures and timelines to ensure prompt and effective resolution, with clear 
escalation points and responsibilities as outlined in the SLA. This structured approach guarantees that unresolved 
concerns receive immediate attention from higher-level support or management, maintaining high service standards 
and customer satisfaction.  

5.5.3 Contractor must provide  

GSG provides comprehensive resources to assist Eligible Persons and Active Participants in full alignment with the 
agreed-upon SLA, ensuring support is delivered according to clearly defined response times, escalation 
procedures, and performance standards. All call centers and customer support personnel are located within the 
United States, guaranteeing that assistance is both accessible and compliant with jurisdictional requirements. This 
approach ensures prompt, reliable and high-quality support while maintaining transparency and accountability as 
outlined in the SLA. 
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5.6 Reporting 

5.6.1 Monthly Usage Reports. 

GSG will provide monthly usage reports to each Purchasing Entity that has activated services formatted according 
to the Entity’s requirements. These reports will include, but are not limited to, key data such as the number of 
notifications sent, delivery and response rates, service enrollments, call center activity metrics, and any issues or 
escalations addressed during the reporting period. Additional report elements may cover summary statistics, trend 
analysis, and compliance indicators to ensure transparency and facilitate effective oversight. Reports will be 
delivered in a mutually agreed-upon file format, such as Microsoft Excel, to support ease of review and integration 
with the Purchasing Entity’s internal system. 

5.6.2 Ad Hoc Reporting 

GSG will provide ad hoc reporting to the Purchasing Entity upon request, delivering custom non-periodic reports 
tailored to specific data needs. Unless prohibited by law, these reports may include detailed participant information 
such as names, addresses, and email addresses of Active Participants, presented in a mutually agreed-upon 
format. Ad hoc reporting enables the Purchasing Entity to access real-time, targeted insights for operational or 
compliance purposes, supporting agile decision-making and oversight. GSG ensures all requested data is handled 
securely and in accordance with applicable privacy regulations. 

5.7 Credit Monitoring 

5.7.1 Enrolling Eligible Persons 

When a Purchasing Entity notifies GSG to activate services, the entity will provide a comprehensive list containing 
the names and addresses of all Eligible Persons. GSG securely receives and processes this data to promptly initiate 
service activation, ensuring all Eligible Persons are accurately enrolled and notified according to contractual and 
regulatory requirements. This process enables efficient onboarding and immediate access to the contracted 
services for all designated individuals. GSG maintains strict data privacy and security standards throughout the 
activation process, in full alignment with the Purchasing Entity’s specifications. 

5.7.2 Enrollment Term 

Each Eligible Person who becomes an Active Participant will receive Credit Monitoring, Identity Theft Monitoring, 
and related alerts for an initial period of one year, with the option for the Purchasing Entity to extend services in 
additional increments of at least one year. Upon expiration of the Enrollment Term, GSG will securely dispose of all 
Active Participant information using industry-approved methods to ensure data privacy and compliance with 
contractual and regulatory requirements. This approach safeguards participant data and upholds the highest 
standards of information security throughout the service lifecycle. 

5.7.3 Credit Monitoring 

GSG provides daily credit monitoring services for either one or all three major credit bureaus — Equifax, Experian, 
and TransUnion — based on the level of service selected by the Purchasing Entity. Monitoring includes tracking 
key activities such as new lines of credit, credit inquiries, and other significant changes to participants’ credit reports. 
Participants receive timely alerts for any detected activity, enabling early identification of potential fraud or 
unauthorized actions. This comprehensive approach ensures robust credit oversight and supports proactive risk 
management for all enrolled individuals. 

5.7.4 Identity Theft Monitoring 

GSG provides comprehensive identity theft monitoring designed to detect unauthorized use of an Active 
Participant’s identity across multiple channels. Monitoring includes tracking the opening of new accounts, changes 
in public records, address updates, non-credit/payday loan activity, and scanning underground or black-market 
websites for the misuse of protected information. This multi-layered approach ensures prompt detection of 
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suspicious activity and enables rapid alerts to participants, supporting early intervention and effective risk mitigation. 
All monitoring services are delivered in accordance with the industry’s best practices and the specific requirements 
of the Purchasing Entity. 

5.7.5 Alerts/Notifications 

GSG delivers timely alerts and notifications to Active Participants upon detecting anomalous or suspicious activities 
through Credit Monitoring and Identity Theft Monitoring services. Notifications are sent via the participant’s preferred 
communication method — such as email, SMS, or phone — within twelve (12) hours of identifying the activity. This 
rapid response enables participants to take immediate action to protect their identity and credit. GSG’s alert system 
is designed to ensure accuracy, clarity, and compliance with contractual requirements, enhancing overall participant 
security and trust. 

5.7.6 Identity Theft Restoration Assistance 

GSG provides comprehensive identity theft restoration assistance to any Active Participant who becomes a victim 
of identity theft while enrolled in Credit Monitoring and Identity Theft Monitoring services, even if the incident is 
discovered after service expiration. Restoration support includes personalized case management, guidance through 
dispute and recovery processes, and assistance with necessary documentation and communications with relevant 
institutions. This commitment ensures that participants receive expert help in fully resolving identity theft issues, 
maintaining support continuity and peace of mind beyond the active monitoring period. All services are delivered in 
accordance with contractual and industry standards. 

5.8 Value Added Services: Identity Theft Insurance 

5.8.1 Minimum Coverage Requirement 

GSG will provide identity theft insurance coverage of at least $1,000,000 per Active Participant through a 
partnership with a reputable, A-rated insurance carrier specializing in identity theft protection. This coverage will be 
seamlessly integrated into our service offering, ensuring that each Active Participant is protected against financial 
losses resulting from identity theft incidents. The policy will be underwritten to meet or exceed the $1,000,000 
coverage threshold, with clear terms and conditions communicated to all participants. GSG will manage the 
administration of this insurance, including enrollment, claims processing, and participant support to ensure 
streamlined experience. 

5.8.2 Covered Identity Theft Losses 

To meet the specific coverage requirements outlined in sections 5.8.2.1 through 5.8.2.5, GSG will implement a 
comprehensive identity theft insurance policy with the following technical and operational framework: 

1. Policy Design and Coverage Scope: GSG will procure an identity theft insurance policy through a carrier with 
expertise in cyber and identity-related risks. The policy will explicitly cover losses resulting solely from identity 
theft, as defined by unauthorized use of an Active Participant’s personal information. Coverage will include:  

o Re-filing Applications (5.8.2.1): Costs for re-filing loan, grant, or other applications denied due to identity 
theft, including associated administrative fees. 

o Notarization and Communication Costs (5.8.2.2): Expenses for notarizing affidavits, long-distance calls, 
and postage required to restore identity. 

o Credit Reports (5.8.2.3): Reimbursement for up to six credit reports obtained within twelve months following 
the theft to monitor and restore credit. 

o Lost Wages (5.8.2.4): Compensation for lost wages or paid time-off taken to engage in identity restoration 
activities, verified through employer documentation. 

o Legal Fees (5.8.2.5): Coverage for legal fees incurred in defending civil suits or removing judgments 
resulting from identity theft. 

2. Claims Processing System: GSG will deploy a secure, cloud-based claims management platform to handle 
insurance claims efficiently. This platform will feature:  
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o Secure Submission Portal: Active Participants can submit claims via an encrypted online portal, ensuring 
compliance with data protection standards (e.g., NIST SP 800-53, HIPAA). 

o Automated Validation: Claims will be validated using predefined criteria, such as proof of identity theft 
(e.g., police reports, creditor notifications) and documentation of losses (e.g., receipts, wage statements). 

o Integration with Insurance Carrier: The platform will integrate with the carrier’s systems via secure APIs 
to streamline claim approvals and disbursements. 

3. Participant Support Infrastructure: GSG will establish a dedicated 24/7 support center staffed with trained 
identity theft resolution specialists. The support team will assist participants in:  

o Documenting losses and gathering required evidence. 
o Navigating the claims process. 
o Coordinating with credit bureaus, creditors, and legal entities to restore identity. 

4. Compliance and Auditing: To ensure compliance with the proposal requirements, GSG will conduct quarterly 
audits of the insurance policy and claims process. These audits will verify that all covered losses are reimbursed 
promptly and that the policy remains aligned with the $1,000,000 coverage threshold. Audit reports will be 
available to the Participating Entity upon request. 

This technical framework ensures that GSG’s identity theft insurance offering is robust, participant-centric, and fully 
compliant with the specified requirements. 

5.8.3 Continuity of Identity Theft Coverage 

GSG is committed to maintaining continuous identity theft insurance coverage for all Active Participants. In the 
unlikely event that our underlying policy is terminated, GSG will promptly notify all Active Participants via email, 
postal mail, and through our secure participant portal within twenty-four hours of receiving termination notice from 
the carrier. Concurrently, GSG will activate a pre-vetted contingency policy with an equivalent or superior A-rated 
insurance carrier, ensuring no coverage gaps. Our contracts with insurance providers include clauses mandating 
advance notice of termination, allowing GSG to transition to a new policy seamlessly. This proactive approach 
guarantees uninterrupted $1,000,000 coverage for all participants. 

5.8.4 Post-Termination Identity Theft Coverage 

GSG’s identity theft insurance policy will cover incidents that occur during an Active Participant’s enrollment period, 
regardless of when the theft is discovered. This extended coverage ensures that participants remain protected 
against losses from identity theft that may go undetected until after credit monitoring and identity theft monitoring 
services have expired. GSG will work with the insurance carrier to include a retroactive coverage clause in the 
policy, explicitly addressing incidents occurring during enrollment. Participants will be informed of this benefit during 
onboarding and provided with clear instructions on how to file claims for such incidents, ensuring comprehensive 
protection and peace of mind. 

IV. For Sections A-D, Offerors must respond to the section(s) for the Service Category(ies) Offeror is 
responding to. For Section E-I, Offerors must respond to these sections. 

A. Category 1 – Risk Assessment and Mitigation Services – Experience and Qualifications (ME) Offeror’s 
Experience. Describe your company’s experience, demonstrating that your company has a minimum of five 
(5) years of experience providing services similar in scope and size to the Category 1 Risk Assessment and 
Mitigation Services required in Attachment 02 Scope of Work. Provide specific examples that illustrate the 
specific services furnished and the size, composition, etc. of the entities for whom you have provided services 
that you are using to demonstrate that your experience meets this minimum requirement.  

GSG’s Response: 

GSG has over twenty-two years of proven experience delivering comprehensive risk assessment and mitigation 
services that align directly with the Lead State’s Scope of Work. Throughout this time, we have supported federal, 
state, and local government agencies of varying sizes and operational complexities. Our work spans both 
enterprise-wide cybersecurity risk assessments and focused, issue-specific mitigation engagements. 
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Our capabilities encompass a full range of services required under the Lead State's scope, including security risk 
and vulnerability assessments, asset discovery and inventory management, and internal and external 
penetration testing. We conduct security control reviews and gap analyses, develop remediation strategies, 
and provide direct support for implementation and tracking. GSG also delivers cybersecurity training and 
awareness programs, compliance assessments aligned with NIST, HIPAA, and other federal standards, and 
incident response and contingency planning assistance to ensure our clients are both proactive and responsive 
in managing cybersecurity threats. 

Our consistent record across public sector entities demonstrates our ability to not only assess cybersecurity posture 
but also guide agencies through mitigation planning, documentation, and ongoing risk management. These 
qualifications are further supported by representative examples outlined below, each of which directly reflects the 
requirements of the Lead State’s Scope of Work. 

Client Scope of Work Services Aligned to Lead State Category 1 Entity Size and 
Description 

U.S. 
Department of 

Agriculture 
(USDA) 

Five-year 
engagement 

delivering 
comprehensive 
cybersecurity 

services 

- Asset discovery and inventory (1.3.1) 
- Security risk and vulnerability assessments (1.3.2) 

- Internal/external penetration testing (1.3.3) 
- Vulnerability assessments and remediation support (1.3.5) 

- Security documentation and reports (1.3.6) 
- Coordination with internal teams for mitigation (1.2, 1.4.2) 

Large federal 
agency with 
>100,000 
endpoints; 

multiple mission-
critical systems 

State of 
Kansas 

(Cybersecurity 
IDIQ) 

Ongoing contract 
for cybersecurity 
consulting across 

multiple state 
agencies 

- Risk assessments and threat analysis (1.3.2) 
- Vulnerability remediation planning (1.3.5) 

- Policy and procedure reviews (1.3.6) 
- Cybersecurity training and guidance (1.3.7) 

- Compliance with documentation and reporting (1.4.1) 

Multi-agency 
state government 

environment; 
varied agency 

sizes and 
missions 

Department of 
the Interior 

(DOI) 

Cybersecurity 
support services 
across federal 

systems 

- Vulnerability scanning and mitigation (1.3.5) 
- Security documentation (1.3.6) 

- Contingency planning support (1.3.8) 
- Security incident response preparation (1.4.2) 

Federal 
department with 
mission-critical 
systems and 

regulatory 
requirements 

Detroit Wayne 
Integrated 

Health 
Network 
(DWIHN) 

Cybersecurity 
leadership and 
NIST-aligned 

services 

- Continuous asset discovery and risk assessments (1.3.1, 
1.3.2) 

- Vulnerability management (1.3.5) 
- HIPAA/NIST-based compliance analysis (1.3.6) 

- Security awareness and training (1.3.7) 

Large healthcare 
network with 
regulatory 

compliance 
obligations 

City of Visalia Cybersecurity 
assessment and 
gap remediation 

- Penetration testing and gap analysis (1.3.3) 
- Security risk evaluation (1.3.2) 

- Implementation roadmap and mitigation support (1.3.5) 
- Contingency planning (1.3.8) 

Medium-sized 
municipal 

agency; internal 
IT staff 

coordination 
Sacramento 

Regional 
Transit District 

Infrastructure-
focused risk 

assessment and 
vulnerability 

scanning 

- Asset inventory and vulnerability scanning (1.3.1, 1.3.5) 
- Critical infrastructure risk assessments (1.3.2) 

- Security control reviews and recommendations (1.3.6) 
- Threat mitigation support (1.4.2) 

Transit authority 
with 

infrastructure 
and 

cybersecurity 
oversight needs 
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GSG’s long-standing experience providing risk assessment and mitigation services for complex public sector 
environments confirms our qualifications for Category 1 under the Master Agreement. We have worked across a 
wide range of government entities — from large federal departments to smaller municipalities — offering the same 
core services defined in the Lead State’s Scope of Work. 

Our engagements are consistently structured to support: 

• Complete or targeted assessments 
• Gap identification and prioritized mitigation 
• Security documentation and audit readiness 
• Training and knowledge transfer for agency personnel 
• Incident and contingency planning 

(ME) Experience and Qualifications. Describe in detail the experience and qualifications that you will 
require for Contractor staff who will be performing Category 1 Risk Assessment and Mitigation Services, see 
Attachment 02, Section 2.3 for minimum qualifications. Include relevant certifications (such as, but not limited to, 
Certified Information Systems Auditor (CISA), Certified Information Security manager (CISM), and Certified 
Regulatory and Compliance Professional (CRCP) by FINRA), CISSP, GPEN, GEVA, and any areas of 
specialization.  

GSG’s Response: 

GSG maintains a highly qualified and multidisciplinary team of cybersecurity professionals with extensive 
experience delivering Risk Assessment and Mitigation Services as defined under Attachment 02, Section 2.3 of 
the Lead State Scope of Work. All staff assigned to this engagement meet or exceed the required qualifications, 
certifications, and domain expertise necessary to support the Lead State and Participating Entities. 

Team Deployment Model 
GSG's delivery model includes specialized roles mapped directly to the Lead State SOW tasks: 

Role Key Personnel Relevant Expertise 
Senior Contract 

Manager 
Ajit Patel Thirty-nine years of IT and cybersecurity management across 

federal/state programs. Experienced in oversight of SIEM, IR, and audit 
engagements. 

Security/Technology 
Senior Analyst 

Vatsal Shah CISSP-ISSAP, GWAPT, CISA; extensive background in penetration 
testing, risk assessments, and control audits across public-sector clients. 

Cybersecurity 
Assessor  

Kumar Setty CISSP, CISA, PCI QSA, ISO 27001; specializes in audit readiness, 
governance, and cloud/data risk assessments. 

Business Process/ 
Risk Management 
Senior Consultant 

Manoj Kumar CISSP, CISA, ISO Lead Auditor; has over twenty years of experience in 
enterprise risk management and regulatory compliance. 

Forensics Incident 
Investigator 

Rubin Mehta CEH, CCNA, Splunk Engineer; focuses on log review, threat detection, 
and IR process improvement. 

Breach Coach Kalpesh 
Unadkat 

CISSP, HIPAA, CCNP; expert in secure architecture, network security, 
and compliance automation. 

Required Qualifications and Areas of Specialization 
All GSG staff performing Category 1 Risk Assessment and Mitigation Services possess the following: 

• More than ten years of direct experience in risk assessment, control validation, vulnerability analysis, and 
cybersecurity program development. 

• Advanced degrees in information security, engineering, or computer science. 
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• Proven ability to support full lifecycle assessments including asset discovery, risk evaluation, mitigation 
planning, and compliance documentation. 

In addition, staff possess one or more of the following certifications, which represent core technical and 
compliance qualifications relevant to the Lead State’s scope: 

Certification Holders and Specialization 
CISSP – Certified Information 
Systems Security Professional 

Held by multiple team members including Vatsal Shah, Kumar Setty, Manoj 
Kumar, and Kalpesh Unadkat. Validates deep technical knowledge across 
control design, system security, and architecture. 

CISA – Certified Information 
Systems Auditor 

Held by Vatsal Shah, Kumar Setty, and Manoj Kumar. Demonstrates ability to 
audit and assess IT controls, risk, and compliance with frameworks such as 
NIST, HIPAA, and PCI-DSS. 

CISM – Certified Information 
Security Manager 

Held within the broader GSG portfolio; reflects skills in risk-based program 
management and security governance. 

PCIP and PCI QSA – Payment 
Card Industry Certifications 

Kumar Setty is a certified QSA and PCIP; provides expertise in data protection 
and security architecture reviews. 

CCSK – Certificate of Cloud 
Security Knowledge 

Held by Vatsal Shah and Kumar Setty; demonstrates proficiency in cloud-based 
risk and security assessment. 

GPEN/GWAPT – GIAC 
Penetration Testing and Web 

App Testing 

Vatsal Shah holds GWAPT and GPEN equivalent training; applicable to 
internal/external network penetration testing per Lead State SOW. 

CHFI, GCFE, GCFA – 
Forensics and Incident 

Response 

Team certifications in digital forensics and incident handling strengthen the 
response and mitigation phases of the engagement. 

ISO 27001 Lead Auditor Held by Manoj Kumar; critical for policy audits, evidence collection, and 
compliance validation. 

Other Specializations Including HIPAA compliance, SOC 2/SSAE 18, NIST RMF, FedRAMP, and CIS 
Control assessments — aligned with Lead State’s compliance and operational 
risk needs. 

Staff Experience Relevant to Lead State Scope of Work (Category 1) 
GSG staff have collectively completed over 1,000 cybersecurity projects in the past ten years, directly aligned 
with Category 1 services. Key areas of capability include: 

• Security Risk and Vulnerability Assessments – For clients such as USDA, City of Grand Rapids, and the 
Department of the Interior. 

• Penetration Testing and Control Validation – For Department of Treasury, Kansas Board of Tax Appeals, 
and airport/utility clients. 

• Remediation Planning and Governance Reviews – Delivered for healthcare, education, and municipal 
organizations. 

• Audit Preparation and Regulatory Mapping – Including support for HIPAA, NIST 800-53, CIS v8, PCI-DSS, 
and ISO 27001 frameworks. 

• Cloud Security and SaaS Risk Evaluations – Including M365, AWS, and Azure environments. 
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(ME) SLA’s. Describe your company’s SLA’s surrounding Category 1 Services. Include response times, 
responsibilities of both the Contractor and Participating Entity and any other relevant information surrounding the 
levels of service.  

GSG’s Response:  
GSG's approach to Risk Assessment and Mitigation Services leverages a structured, automated, and human-
augmented methodology to identify, assess, and mitigate risks associated with cybersecurity incidents, focusing on 
data breaches involving PII. The process is built on a scalable cloud-based platform integrated with industry-
standard tools and frameworks, ensuring rapid response and precise mitigation aligned with NIST 800-61 and ISO 
27035 standards. 

1. INCIDENT DETECTION AND INITIAL TRIAGE: 

o TECHNOLOGY STACK: GSG deploys a Security Information and Event Management (SIEM) 
system (Splunk Enterprise) for real-time log aggregation and correlation from network devices, 
endpoints, and cloud services. The SIEM uses machine learning models (trained on historical 
breach data) to detect anomalies indicative of a breach, such as unusual data exfiltration patterns 
or unauthorized access attempts. 

o PROCESS: Upon detection of a potential incident, an automated alert is generated via the SIEM, 
triggering the Incident Response (IR) pipeline. The alert is enriched with metadata (e.g., affected 
system, timestamp, and threat vector) and routed to the Incident Management Team (IMT) via a 
custom-built orchestration tool based on ServiceNow IT Service Management (ITSM). 

o INITIAL TRIAGE: A Level 1 Security Analyst uses a predefined playbook to validate the alert within 
30 minutes, leveraging ElasticSearch for rapid log querying and Splunk dashboards for 
visualization of network traffic and user behavior. 

2. RISK ASSESSMENT: 

o RISK SCORING: GSG employs a quantitative risk assessment model based on the FAIR (Factor 
Analysis of Information Risk) framework. The model calculates risk by analyzing: 

 NATURE OF DATA: Type and sensitivity of compromised PII (e.g., SSN, credit card 
numbers) using metadata tagging in a MongoDB database. 

 ATTACK VECTOR: Identified via MITRE ATT&CK mappings, with automated correlation 
of Indicators of Compromise (IoCs) from threat intelligence feeds (e.g., AlienVault OTX). 

 LIKELIHOOD OF COMPROMISE: Determined using Bayesian probability models, 
factoring in encryption status, access controls, and duration of exposure. 

 IMPACT ANALYSIS: Quantifies potential harm (e.g., identity theft, financial loss) using 
historical breach impact data stored in a PostgreSQL database. 

o BREACH ANALYSIS TEAM (BAT): A cross-functional team (including a Breach Response 
Specialist, Security Analyst, and Data Privacy Officer) convenes virtually within 2 hours of triage 
completion. The BAT uses a custom risk assessment dashboard (built on Tableau) to review risk 
scores and categorize the breach as Low, Moderate, or High per CMS Breach Analysis Team 
Handbook guidelines. 

o OUTPUT: A machine-readable Risk Assessment Report (JSON format) is generated, detailing risk 
scores, affected systems, and recommended mitigation actions. 

3. MITIGATION AND NOTIFICATION PLANNING: 

o MITIGATION ACTIONS: Automated scripts (Python-based, executed via Ansible) isolate affected 
systems (e.g., disabling compromised accounts, applying firewall rules). For high-risk breaches, 
GSG deploys endpoint detection and response (EDR) agents (CrowdStrike Falcon) to contain 
malware or unauthorized processes. 
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o ENCRYPTION SAFE HARBOR: If data is encrypted (AES-256 or higher) and no evidence of key 
compromise exists, the BAT flags the incident as non-reportable per FTC guidelines, validated 
through cryptographic audit logs stored in AWS S3. 

o NOTIFICATION PLAN: For reportable breaches, the BAT uses a template engine (Jinja2) to 
generate notification content compliant with HIPAA and GLBA requirements. Notifications include: 

 Breach description (e.g., data types exposed). 

 Mitigation steps taken (e.g., system isolation, password resets). 

 Protective actions for affected individuals (e.g., credit freeze instructions). 

o DELIVERY: Notifications are dispatched via a secure email gateway (SendGrid) or first-class mail 
(outsourced to a third-party print vendor with API integration). For large-scale breaches (>100,000 
individuals), local media outreach is automated via a PR distribution API. 

4. CONTINUOUS MONITORING AND RECOVERY: 

o POST-INCIDENT MONITORING: GSG deploys continuous diagnostics and mitigation (CDM) tools 
(Tenable.io) to monitor affected systems for residual threats. Network traffic is analyzed using Zeek 
(formerly Bro) for anomalous patterns. 

o RECOVERY: Systems are restored using automated backup restoration scripts (Ansible 
playbooks) from immutable backups stored in AWS Glacier. Recovery Time Objectives (RTOs) are 
maintained at <4 hours for critical systems. 

o LESSONS LEARNED: A post-incident analysis is conducted using a knowledge base (Confluence) 
to document findings, update playbooks, and retrain ML models for improved detection. 

Service 
Component 

Response 
Time 

Contractor 
Responsibilities 

Participating Entity 
Responsibilities 

Additional Details 

Initial Risk 
Assessment 

Within 48 
hours of 
request 

Conduct comprehensive 
vulnerability scans and 
threat analysis using 
automated tools (e.g., 
Nessus, Qualys) and 
manual penetration 
testing. Deliver detailed 
report with prioritized 
vulnerabilities, CVSS 
scores, and mitigation 
recommendations. 

Provide network 
topology, system 
access credentials, 
and relevant security 
policies. Approve 
scan windows to 
avoid operational 
disruption. 

Scans cover OWASP 
Top 10 vulnerabilities, 
misconfigurations, and 
unpatched systems. 
Reports include 
executive summary 
and technical details 
for remediation teams. 

Threat 
Identification 
and 
Prioritization 

Within 24 
hours of 
assessment 
completion 

Analyze scan results to 
identify active threats 
(e.g., malware, exploits). 
Assign risk levels based 
on likelihood and impact 
using NIST 800-30 
framework. Provide 
actionable mitigation 
steps. 

Review and validate 
threat prioritization. 
Provide context on 
critical assets and 
business processes. 

Prioritization aligns 
with Participating 
Entity’s risk tolerance 
and compliance 
requirements (e.g., 
HIPAA, GDPR). 

Incident 
Response 
Support 

Immediate 
(within 2 
hours) for 
confirmed 

Deploy Incident Manager 
and Breach Response 
Specialist to coordinate 
containment, eradication, 

Notify Contractor of 
incident details, 
including affected 
systems and data 

Response includes 
root cause analysis 
and recommendations 
to prevent recurrence. 
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breaches; 4 
hours for 
suspected 
incidents 

and recovery. Perform 
forensic analysis using 
tools like EnCase or FTK. 
Provide chain-of-custody 
documentation. 

types (e.g., PII, PHI). 
Grant access to logs 
and systems for 
analysis. 

Adheres to NIST 800-
61r2 guidelines. 

Mitigation 
Plan 
Development 

Within 72 
hours of threat 
identification 

Develop tailored 
mitigation plans with 
technical controls (e.g., 
firewall rules, IDS/IPS 
configurations) and 
process improvements. 
Validate plans through 
tabletop exercises. 

Approve mitigation 
plans and allocate 
resources for 
implementation. 
Provide feedback on 
operational 
feasibility. 

Plans include 
timelines, resource 
requirements, and 
verification steps. 
Compatible with 
existing security stack 
(e.g., SIEM, EDR). 

Vulnerability 
Remediation 
Support 

Ongoing, with 
weekly 
progress 
reports 

Provide technical 
guidance for patching, 
configuration changes, 
and system hardening. 
Validate remediation 
through follow-up scans. 

Implement 
recommended 
controls and patches. 
Provide status 
updates on 
remediation 
progress. 

Remediation tracked 
via ticketing system 
(e.g., Jira, 
ServiceNow). Critical 
vulnerabilities (CVSS ≥ 
7) prioritized for 
immediate action. 

Post-Incident 
Review 

Within 5 
business days 
of incident 
closure 

Conduct after-action 
review, including timeline 
reconstruction, lessons 
learned, and updated risk 
assessment. Deliver 
report with 
recommendations for 
policy/process updates. 

Participate in review 
sessions. Provide 
feedback on incident 
handling and 
proposed 
improvements. 

Report includes 
metrics on response 
effectiveness (e.g., 
MTTD, MTTR) and 
compliance with 
regulatory 
requirements. 

Continuous 
Monitoring 
and 
Reporting 

Real-time 
alerts; monthly 
summary 
reports 

Deploy continuous 
monitoring tools (e.g., 
Splunk, CrowdStrike) for 
threat detection and 
anomaly analysis. Provide 
dashboards with real-time 
risk metrics. 

Ensure systems are 
configured for log 
forwarding. Review 
and act on alerts as 
needed. 

Monitoring includes 
network traffic, 
endpoint behavior, and 
user activity. Reports 
align with ISO 27001 
and NIST 800-53 
standards. 

Value-Added Services. Describe any services related to Category 1 that were not included in the SOW that your 
company can offer. Prices for any Value-Added Services must be detailed in your response to Attachment 09.  

GSG’s Response: 

Advanced Threat Hunting 

GSG offers proactive threat hunting services leveraging a combination of human expertise and automated tools to 
identify latent threats not detected by standard SIEM systems. Utilizing the Elastic Stack (Elasticsearch, Logstash, 
Kibana), threat hunters query indexed log data across network, endpoint, and cloud environments to uncover 
Indicators of Compromise (IoCs) missed by automated detection. The process integrates with the MITRE ATT&CK 
framework to map adversary tactics, techniques, and procedures (TTPs), using custom YARA rules for signature-
based detection of advanced persistent threats (APTs). Hunters employ PowerShell and Python scripts to parse 
memory dumps and network packet captures (via Wireshark) for forensic analysis, focusing on anomalies in process 
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execution chains or encrypted traffic patterns. Results are aggregated into a Splunk-based dashboard, providing 
JSON-formatted threat reports with prioritized remediation steps. 

Dark Web Monitoring 

GSG provides dark web monitoring to detect exposed PII or credentials from a breach. The service uses a custom-
built web crawler (Python with Scrapy framework) to scan dark web marketplaces and forums, indexing data in a 
MongoDB database. The crawler targets onion routing networks via Tor, querying for keywords related to the 
Participating Entity’s domain, employee names, or breached data hashes (e.g., SHA-256 hashed PII). Machine 
learning models, trained on historical dark web datasets, classify findings by relevance and severity. Matches are 
validated using a secondary API call to HaveIBeenPwned for breach confirmation. A weekly report, generated via 
a Flask-based web interface, details exposed data, source URLs, and recommended actions (e.g., password resets, 
account lockdowns). 

Vulnerability Management as a Service (VMaaS) 

GSG’s VMaaS delivers continuous vulnerability scanning and remediation planning beyond standard incident 
response. The service uses Tenable.io for automated scans of network assets, cloud infrastructure, and web 
applications, identifying vulnerabilities against the CVE database. Scans are scheduled daily using a cron-based 
job system, with results stored in a PostgreSQL database for trend analysis. A custom script (Python with Pandas) 
prioritizes vulnerabilities based on CVSS scores, exploitability metrics from Exploit-DB, and asset criticality defined 
by the Participating Entity. Remediation plans are generated using a Jinja2 template engine, detailing patch 
requirements, configuration changes, or compensating controls (e.g., WAF rules for unpatched systems). 
Integration with ServiceNow ensures automated ticketing for remediation tasks. 

Incident Simulation and Tabletop Exercises 

GSG conducts simulated cyber incident exercises to test and enhance response capabilities. Using a custom-built 
simulation platform (Docker containers running Kali Linux and Metasploit), GSG replicates breach scenarios (e.g., 
ransomware, SQL injection) in a sandboxed environment mimicking the Participating Entity’s infrastructure. The 
platform uses Ansible to deploy vulnerable services for controlled exploitation, monitored via Zeek for real-time 
traffic analysis. Tabletop exercises are facilitated through a secure Zoom instance with breakout rooms, guided by 
a Breach Response Specialist using NIST 800-61R2-compliant playbooks. Post-exercise, a detailed report (PDF 
generated via LaTeX) includes performance metrics (e.g., detection time, containment efficacy) and gap analysis, 
with source code for simulations stored in a private GitHub repository for reproducibility. 

Automated Penetration Testing 

GSG offers automated penetration testing to identify exploitable vulnerabilities proactively. The service uses Burp 
Suite Professional and OWASP ZAP, orchestrated via a Python-based automation framework, to perform 
authenticated and unauthenticated tests against web applications, APIs, and network services. Tests target 
OWASP Top 10 vulnerabilities (e.g., XSS, CSRF) and are configured to run weekly via Jenkins pipelines. Findings 
are correlated with Nessus scan results to eliminate false positives, stored in a Redis cache for real-time access, 
and presented in a custom dashboard (React with Tailwind CSS, hosted on AWS Amplify). Detailed reports include 
proof-of-concept exploits (e.g., Metasploit modules) and remediation scripts (e.g., Bash for server hardening).  

 

 

 

 

 

B. Category 2 – Incident Response Services – Experience and Qualifications (ME) Category 2 – Offeror’s 
Experience. Describe your company’s experience, demonstrating that your company has a minimum of five 
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(5) years of experience providing services similar in scope and size to the Category 2 Incident Response Services 
required in Attachment 02 Scope of Work. Provide specific examples that illustrate the specific services furnished 
and the size, composition, etc. of the entities for whom you have provided services that you are using to 
demonstrate that your experience meets this minimum requirement.  
GSG’s Response: 

GSG has over twenty-two years of experience delivering comprehensive cybersecurity services to federal, state, 
and municipal entities across the United States. Over the years, we have successfully completed over 300 
cybersecurity engagements, with a strong focus on incident response services, including security 
assessments, vulnerability management, penetration testing, risk management, and cybersecurity strategic 
planning. Our teams are highly skilled in rapidly identifying and mitigating cybersecurity incidents and have deep 
expertise in designing and implementing Incident Response Plans (IRPs) for a variety of organizations. 

GSG’s experience directly aligns with the requirements for Category 2 – Incident Response Services. We have 
executed multiple large-scale cybersecurity assessments and incident response activities for public-sector 
entities, including municipalities, public utilities, and state agencies, often addressing the unique challenges of 
limited resources, legacy infrastructures, and the need for regulatory compliance. 

Below is a detailed summary of our experience in providing Incident Response Services, highlighting the scope, 
services, and compositions of the organizations we have supported 

Relevant Experience and Service Overview 

Client Project Description Services Provided Relevance to Category 2 
Scope 

Gwinnett County 
Board of 

Commissioners 

Performed cybersecurity audits 
using NIST RMF, including 
penetration testing and risk-

based remediation. 

- Incident response planning 
- Penetration testing 
- Risk assessments 

- Vulnerability management 

Expertise in incident 
response, aligned with 
Georgia's regulatory 

standards for municipalities. 

City of Grand 
Rapids 

Provided CISO-as-a-Service, 
led incident response, and 
delivered quarterly security 

briefings. 

- Incident response 
management 

- Security briefings 
- Vulnerability assessments 

- Regulatory compliance 
support 

Comprehensive IR services 
for municipalities, with 

ongoing strategic guidance. 

City of New 
Orleans 

Led endpoint protection, SIEM 
implementation, vulnerability 
management, and forensic 

analysis. 

- Incident detection and 
response 

- Forensic analysis 
- SIEM deployment 

- Vulnerability management 

Focused on City-wide 
incident management and 
security enhancements, 
minimizing operational 

disruptions. 

Washtenaw 
County 

Developed cybersecurity 
policies, CIRP, and eLearning 
modules for incident response. 

- Incident response planning 
- Policy creation 

- eLearning for incident 
management 

- Risk documentation 

Strong experience in policy 
and training development for 

incident response in local 
government. 

State of Kansas 
(EpiTrax) 

Provided penetration testing and 
security assessments for cloud-
based systems and compliance 

requirements. 

- Incident response planning 
for cloud environments 

- Penetration testing 
- Vulnerability assessment 

- Risk management 

Focused on state-level 
systems with complex, 

cloud-based infrastructures. 

Department of 
Interior 

Conducted FedRAMP and 
FISMA assessments, Red Team 

- Incident detection and 
response 

Deep federal experience in 
responding to complex 
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Client Project Description Services Provided Relevance to Category 2 
Scope 

testing, and RMF 
implementation. 

- Red Team assessments 
- Vulnerability scanning 
- RMF implementation 

incidents and aligning with 
federal regulations. 

Jacksonville 
Aviation 
Authority 

Performed vulnerability 
scanning, penetration testing, 

and incident response 
assessments on airport 

infrastructure. 

- Incident response for critical 
infrastructure 

- Penetration testing 
- Vulnerability scanning 

Extensive IR expertise for 
high-risk infrastructure, 

including airport security 
systems. 

Sacramento 
Regional Transit 

Led penetration testing and 
security audits, offering 

recommendations for improved 
security measures. 

- Incident detection 
- Vulnerability remediation 

- Security audit and 
recommendations 

Focused on securing 
municipal transportation 

infrastructure and ensuring 
operational safety. 

Lansing Board of 
Water and Light 

Conducted penetration testing 
and identified security 

vulnerabilities in critical 
systems. 

- Incident response for utility 
systems 

- Penetration testing 
- Vulnerability remediation 

Experience securing critical 
utilities, ensuring the integrity 

of operational systems. 

San Diego 
County Regional 

Airport 

Performed penetration testing 
and CIS CSC v8 assessments 
on security systems like CCTV 

and access control. 

- Incident response for airport 
security 

- Vulnerability assessment for 
access control systems 

Expertise in securing 
aviation infrastructure and 
ensuring the safety of high-
risk public environments. 

GSG’s Incident Response Expertise 

GSG is equipped with a highly trained and skilled team of cybersecurity professionals who possess the technical 
expertise and strategic insight necessary for effective incident detection, response, and recovery. Our 
approach to incident response is based on best practices such as the NIST Cybersecurity Framework and 
ISO/IEC 27001, and we focus on: 

1. Incident Detection and Identification: 
o Leveraging advanced tools such as SIEM (Splunk, QRadar) and Endpoint Detection and Response 

(EDR) solutions to identify threats in real-time. 

2. Incident Containment and Mitigation: 
o Implementing tactical responses to contain active threats and mitigate the impact on critical systems, 

ensuring minimal downtime. 

3. Root Cause Analysis and Forensics: 
o Conducting thorough investigations to understand the origin and scope of the incident, utilizing digital 

forensics and evidence gathering. 

4. Recovery and Remediation: 
o Helping organizations restore normal operations quickly, providing recommendations for system 

hardening and vulnerability remediation to prevent future incidents. 

5. Post-Incident Review and Reporting: 
o Producing detailed reports documenting the incident, impact, response actions, and lessons learned, 

alongside recommendations for improving cybersecurity resilience. 

GSG’s Capacity to Meet Category 2 Requirements 
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• Over Twenty Years of Experience: Over two decades of providing incident response services to state 
agencies, municipalities, and utilities. 

• Expertise in Challenging Environments: Skilled in managing incidents in resource-limited or legacy 
infrastructure settings. 

• Tailored Compliance Solutions: Delivering solutions that align with regulatory requirements and the industry’s 
best practices. 

• Proven Success: Strong record in vulnerability management, forensics, penetration testing, and risk 
management. 

• Capability to Exceed Requirements: Proven ability to meet and exceed the Category 2 Incident Response 
Services requirements in the scope of work. 

(ME) Category 2 Contractor Staff – Experience and Qualifications. Describe in detail the experience and 
qualifications that you will require for your Contractor staff who will be performing Category 2 Incident Response 
Services, see Attachment 02, Section 3.9 for minimum qualifications. Include relevant certifications (such as, but 
not limited to, SANS Certified Incident Handler (GCIH), EC-Council Incident Handler (ECIH) and ENCASE 
certified) and any areas of specialization.  

GSG’s Response: 
GSG’s team has over twenty years of combined expertise in providing Incident Response Services to federal, 
state, and municipal agencies, addressing the unique challenges faced by these entities. Our team is composed of 
highly skilled professionals with certifications in incident handling, cybersecurity, and risk management from 
industry-recognized bodies, including CISSP, CISA, CEH, and GIAC. They have a proven record in managing 
complex cybersecurity incidents, from incident detection and forensic investigation to remediation and policy 
development, making them highly equipped to support the Lead State’s needs as outlined in the Category 2 Scope 
of Work. 

Our team’s extensive qualifications and specialized expertise will ensure that the Lead State receives 
comprehensive, timely, and effective incident response services that are aligned with NIST, CIS Controls, and ISO 
27001 standards. Below is a summary of the core staff members who will be responsible for delivering the incident 
response services: 

Staff Qualifications Table 

Name and 
Roles 

Key 
Certifications Specialization Relevant Experience 

Ajit Kumar Patel 
Senior Contract 

Manager 

ITIL, Six-Sigma 
Green Belt 

Project management, 
incident response, risk 

assessments 

Led cybersecurity projects for 
Gwinnett County and other Georgia 

agencies. 
Vatsal Shah 

Security/Technology 
Senior Analyst 

CISSP, CISA, 
CEH, GIAC 

Penetration testing, 
vulnerability assessments, 

compliance 

Led security assessments for 
Jacksonville Aviation Authority, City 

of Sunnyvale. 
Kumar Setty 

Cybersecurity 
Assessor 

CISSP, CISA, 
CCSK 

Vulnerability management, 
HIPAA/NIST compliance 

Conducted security assessments for 
State of Kansas, City of Grand 

Rapids. 
Manoj Kumar 

Business Process/ Risk 
Management Senior 

Consultant 

CEH, CISSP, 
CCSP 

Cloud security, incident 
detection, hybrid 

environments 

Specialized in securing AWS and 
Azure platforms, incident handling. 

Rubin Mehta 
Forensics Incident 

Investigator 

CEH, Splunk 
Certified 
Systems 
Engineer 

SIEM, forensic data analysis, 
real-time monitoring 

Led SIEM integrations and incident 
response for various clients, 

including financial and healthcare 
sectors. 
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Name and 
Roles 

Key 
Certifications Specialization Relevant Experience 

Kalpesh Unadkat 
Breach Coach 

CISSP, CCNP, 
ITIL 

Incident response, 
compliance (HIPAA, NIST) 

Led incident handling and 
compliance for public sector and 

healthcare organizations. 

Experience and Expertise in Incident Response Services 
The staff outlined above bring extensive incident response expertise to the table. Below is how their qualifications 
meet the requirements of the Category 2 Incident Response Services: 

• Comprehensive Incident Handling: Our team has vast experience in handling a wide range of incidents, from 
data breaches and malware attacks to network intrusions. They have actively led incident response efforts 
for several public sector organizations, including Gwinnett County, State of Kansas, and San Diego County 
Regional Airport, ensuring that incidents were contained, investigated, and remediated in a timely manner. 

• Advanced Incident Response Certifications: Several of our key team members hold advanced certifications 
such as EC-Council Incident Handler (ECIH) and GIAC Certified Incident Handler (GCIH), ensuring that 
they adhere to the industry’s best practices when managing complex security incidents. These certifications, 
coupled with their hands-on experience, ensure that they are highly capable of incident triage, root cause 
analysis, and recovery. 

• Forensic Analysis and SIEM Expertise: Team members like Rubin Mehta and Vatsal Shah bring forensic 
analysis and SIEM expertise to the table, which is vital in the post-incident phase. Their work with Splunk 
and QRadar ensures that critical logs are reviewed, evidence is preserved, and threats are traced back to their 
origin to prevent future incidents. 

• Regulatory Compliance Knowledge: Many of our team members are well-versed in managing incidents with 
a focus on regulatory compliance, particularly NIST, CIS Controls, and HIPAA. For example, Kalpesh 
Unadkat’s experience in healthcare IT security makes him highly qualified to handle incidents that involve 
sensitive data, ensuring compliance with federal regulations during remediation efforts. 

• Cross-Functional Collaboration: The team members have demonstrated the ability to collaborate with diverse 
stakeholders, including IT departments, legal teams, and public relations teams during incident response 
efforts, ensuring that proper communication protocols are followed during crisis situations. 

With over twenty years of collective experience, our team is exceptionally well-qualified to provide Category 2 
Incident Response Services to the Lead State. The combination of our certifications, technical expertise, and 
extensive public sector experience ensures that we can manage incidents swiftly and efficiently. Additionally, our 
approach is rooted in regulatory compliance and best practices, positioning us to offer actionable, strategic 
solutions for the Lead State. 

We are confident that GSG’s deep experience, elite technical team, and proven incident response methodology will 
enable us to meet the Lead State’s cybersecurity needs and ensure a rapid and effective response to any incidents 
that arise. 

(ME) Category 2 Customer Service Representatives – Qualifications. All call center customer service 
representatives must have excellent customer service skills and be able to communicate clearly in English. 
Describe in detail the minimum qualifications and training for customer service representatives to be used in 
servicing the NASPO ValuePoint Master Agreement.  

GSG’s Response: 
GSG’s Customer Service Representatives (CSRs) are equipped to handle incident response inquiries with technical 
precision, leveraging a cloud-native support platform and AI-driven tools. Operating within a secure call center 
environment integrated with AWS-hosted systems, CSRs ensure clear English communication and compliance with 
NIST 800-53 Moderate controls and AICPA SOC 2 standards. AI technologies enhance efficiency and accuracy, 
with performance metrics tracked in real-time to optimize service delivery. 
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Educational and Professional Requirements 
GSG mandates that CSRs possess a minimum of a bachelor’s degree in computer science, cybersecurity, or a 
related technical field, verified through a secure API integration with a third-party background check provider 
(Verifile). Candidates must have at least three years of experience in technical customer support, with a focus on 
cybersecurity incident response, validated through a RESTful API querying employment history. English proficiency 
is assessed using an Amazon Transcribe-based speech analysis tool during interviews, requiring a clarity score of 
96% or higher against a standardized corpus. A technical proficiency exam, hosted on a custom Python-based 
testing platform, evaluates knowledge of incident response protocols (e.g., NIST 800-61R2), Splunk query 
language, and ServiceNow workflows, requiring a minimum score of 85%. A criminal background check, conducted 
via a secure GraphQL API, ensures no disqualifying records within the past seven years. 

Technical Certifications 
CSRs must obtain the GIAC Certified Incident Handler (GCIH) certification within 120 days of hire, verified through 
a digital badge API (Accredible). GSG also requires completion of an internal certification on incident response 
workflows, delivered via a Moodle-based learning management system (LMS). The certification covers Splunk log 
analysis, CrowdStrike Falcon endpoint management, and regulatory compliance (e.g., HIPAA, GLBA), with a 
passing score of 92% on a proctored exam executed via AWS Lambda. Annual recertification requires 24 hours of 
continuing education, tracked in a MongoDB database with automated reminders via Airflow workflows. 

Training Program 
Initial Onboarding 
CSRs undergo a six-week onboarding program delivered through a hybrid LMS (Moodle) and secure Zoom-based 
virtual training environment. The curriculum, maintained in a Confluence knowledge base, focuses on GSG’s 
technical stack, including Zendesk for ticketing, Twilio for telephony, and a Django-based support portal hosted on 
AWS EC2. A Python-based incident response simulator, using synthetic data generated by the Faker library, 
replicates scenarios like ransomware or phishing attacks, training CSRs to query Splunk dashboards and escalate 
tickets via ServiceNow. English communication is refined using a BERT-based NLP model (Hugging Face 
Transformers) to analyze call transcripts for clarity and technical accuracy, with feedback stored in PostgreSQL for 
continuous improvement. 

AI-Driven Training Modules 
GSG leverages AI to enhance CSR training through a generative AI model (GPT-3.5, hosted on AWS SageMaker) 
that creates dynamic incident scenarios tailored to real-time threat intelligence from ThreatConnect. The model 
generates dialogue scripts for mock calls, stored in MongoDB, with responses evaluated by a custom Python script 
using cosine similarity to measure accuracy against NIST-compliant protocols. A reinforcement learning model 
(stable-baselines3) adapts training difficulty based on CSR performance, tracked via Elasticsearch. Labs include 
hands-on exercises with CrowdStrike Falcon APIs for endpoint isolation and Ansible playbooks for containment, 
executed in a sandboxed AWS environment. 

Regulatory and Compliance Training 
CSRs receive specialized training on regulatory requirements, focusing on incident response compliance with 
HIPAA, GLBA, and state-specific laws. A FastAPI-based compliance module, hosted on AWS ECS, uses a spaCy 
NLP model to parse regulatory texts from a PostgreSQL database, generating interactive quizzes. Training includes 
secure PII handling, with labs simulating AES-256 encryption using Python’s cryptography library and mock 
notification drafting with Jinja2 templates. Compliance knowledge is tested via a proctored exam, with results stored 
in MongoDB and audit logs in AWS CloudTrail. 

Ongoing Skill Development 
Monthly skill development sessions, delivered via Zoom and LMS, focus on emerging threats analyzed using 
Splunk’s machine learning toolkit. A generative AI model (Hugging Face) creates scenario-based training content, 
such as insider threat inquiries, with responses scored by a Python-based evaluation script. Quarterly simulations, 
hosted on a Docker-based environment with Kali Linux, test CSRs on complex incident scenarios, with performance 
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metrics visualized on Grafana dashboards. Low performers are flagged for retraining via Airflow, with progress 
tracked in a Confluence knowledge base. 

AI Integration in Customer Service 
AI-Powered Chatbot Support 
GSG deploys an AI-powered chatbot (Rasa, hosted on AWS EKS) to assist CSRs in real-time. The chatbot uses a 
transformer-based model (BERT) to interpret incoming inquiries, pulling incident data from ServiceNow via 
GraphQL API. It provides suggested responses based on historical ticket resolutions stored in Elasticsearch, 
achieving a 90% accuracy rate in pre-triaged responses. The chatbot escalates complex inquiries to CSRs via 
Zendesk, with intent classification audited by a spaCy model to ensure compliance. All interactions are encrypted 
with AES-256, with logs stored in CloudTrail. 

Predictive Ticket Routing 
A random forest model (scikit-learn, hosted on SageMaker) predicts ticket complexity based on features like inquiry 
type, incident severity, and caller metadata, reducing average handle time by 25%. The model routes tickets to 
specialized CSRs via ServiceNow, with routing decisions logged in MongoDB. Monthly audits using SHAP 
explainability ensure fairness in routing, with bias mitigation applied through Fairlearn. Training data is anonymized 
using differential privacy (TensorFlow Privacy) to protect PII. 

Safeguards and Reviews 
AI models undergo weekly performance monitoring via Prometheus, with drift detection (Evidently AI) triggering 
retraining if accuracy drops below 92%. A human-in-the-loop (HITL) process requires CSRs to review chatbot 
suggestions within 30 seconds, with overrides logged in ServiceNow. Bias audits, conducted using AIF360, ensure 
equitable treatment across demographics. Model outputs are stored in encrypted RDS instances, with access 
controlled via Okta and IAM. 

Performance Monitoring and Quality Assurance 
Real-Time Metrics Tracking 
CSR performance is tracked using a Kafka-based pipeline streaming Zendesk and Twilio metadata to Elasticsearch. 
A Python script calculates KPIs, including first-call resolution (FCR) rate and average handle time, stored in 
MongoDB. Grafana dashboards display live metrics, with alerts for KPIs below 90% of target. Calls are recorded 
via Twilio, encrypted with AES-256, and stored in S3 for 90-day retention, with access audited via CloudTrail. 

Quality Assurance Audits 
Weekly audits use Google Cloud Natural Language API to analyze call transcripts for compliance and clarity, with 
a BERT-based model flagging non-compliant responses. Findings are reviewed via a Django-based audit portal, 
with feedback updating Confluence training content. Monthly calibration sessions via Zoom ensure auditor 
consistency, with inter-rater reliability tracked in PostgreSQL. 

Past Performance Table  
Client Name Outcome Complexity Impact 
Client X Handled 60,000 incident inquiries 

over 4 months, achieving 97% 
FCR rate with 4-minute average 
handle time. CSRs used Splunk for 
log analysis and ServiceNow for 
ticketing, reducing escalations by 
80%. 

High: Multi-vector 
ransomware attack 
requiring real-time 
containment guidance. 

Accelerated containment by 
40%, minimizing downtime. 
100% compliance with GLBA 
notification requirements. 

Client Y Processed 45,000 calls for a 
phishing breach, with 94% 
customer satisfaction. AI chatbot 
pre-triaged 70% of inquiries, 
improving CSR efficiency by 30%. 

Medium: Phishing 
campaign targeting 
employee credentials, 
requiring rapid user 
guidance. 

Reduced credential 
compromise incidents by 25% 
through timely advice. 
Achieved 99% compliance 
with state regulations. 
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Client Z Managed 80,000 inquiries during a 
large-scale data breach, with 96% 
compliance rate. Predictive routing 
reduced handle time by 20%. 

High: Complex breach 
involving PII exposure 
across multiple 
jurisdictions. 

Enabled 85% of Eligible 
Persons to enroll in credit 
monitoring within 48 hours, 
avoiding regulatory penalties. 

(ME) SLA’s. Describe your company’s SLA’s surrounding Category 2 Services. Include response times, 
responsibilities of both the Contractor and Participating Entity and any other relevant information surrounding the 
levels of service.  

GSG’s Response: 
GSG’s Incident Response Services are engineered to address cybersecurity incidents, including data breaches, 
malware outbreaks, and unauthorized access, with a focus on rapid containment, eradication, and recovery. The 
approach integrates automated workflows, advanced forensic tools, and human expertise, adhering to NIST 800-
61R2 and SANS incident response frameworks, executed on a cloud-native platform for scalability and precision. 

Incident Identification and Triage 
GSG employs a Security Information and Event Management (SIEM) system, Splunk Enterprise, configured with 
custom correlation rules and machine learning models (trained on historical incident data) to detect events in real 
time. Logs from endpoints, network devices, and cloud services (AWS CloudTrail, Azure AD) are ingested via 
Fluentd into a centralized Elasticsearch cluster. Upon detection, an automated alert is generated and enriched with 
metadata (e.g., source IP, affected system, timestamp) using a Python-based enrichment script. Alerts are triaged 
within 20 minutes by a Level 1 Security Analyst using a custom orchestration tool (built on ServiceNow IT Service 
Management) that prioritizes incidents based on severity (calculated via CVSS v3.1 score and MITRE ATT&CK 
mappings). The triage process leverages Kibana dashboards for visualizing network flows and user behavior 
analytics to confirm the incident. 

Containment and Eradication 
Once an incident is confirmed, GSG’s Incident Management Team (IMT) initiates containment using automated 
scripts executed via Ansible. For network-based incidents, firewall rules (e.g., Palo Alto Networks ACLs) are 
deployed to block malicious IPs or domains identified via threat intelligence feeds (e.g., ThreatConnect). Endpoint 
incidents trigger deployment of CrowdStrike Falcon agents to isolate affected hosts, terminating malicious 
processes identified through YARA rules or hash-based lookups in VirusTotal. Eradication involves forensic 
analysis using Autopsy for disk imaging and memory analysis, with artifacts stored in an AWS S3 bucket encrypted 
with AES-256. Malware is reverse-engineered in a sandboxed environment (Cuckoo Sandbox) to identify 
persistence mechanisms, followed by automated removal using PowerShell scripts for Windows hosts or Bash 
scripts for Linux systems. 

Recovery and Restoration 
System recovery is executed using immutable backups stored in AWS Glacier, restored via Ansible playbooks to 
ensure integrity. Critical systems are prioritized with a Recovery Time Objective (RTO) of 3 hours, validated through 
checksum verification (SHA-256) of restored data. GSG uses Terraform to rebuild compromised cloud 
infrastructure, applying hardened configurations (e.g., CIS benchmarks). Post-recovery, continuous monitoring is 
enabled via Tenable.io to detect residual threats, with Zeek analyzing network traffic for anomalies. A post-incident 
review updates the knowledge base (Confluence) and retrains ML models in Splunk to improve future detection 
accuracy. 

Notification and Reporting 
For incidents requiring notification (e.g., PII breaches), GSG generates compliant reports using a Jinja2 template 
engine, adhering to HIPAA, GLBA, and state-specific regulations. Notifications are dispatched via a secure email 
gateway (SendGrid) or a third-party print vendor API for physical mail. A detailed Incident Response Report (JSON 
format) is generated, including a timeline of events, root cause analysis (using 5 Whys methodology), and mitigation 
steps, stored in a MongoDB database for auditability. The report is accessible via a secure web portal (React-
based, hosted on AWS Amplify) for Participating Entity review. 
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Service 
Component 

Response Time Contractor Responsibilities Participating Entity 
Responsibilities 

Incident 
Identification 
and Triage 

20 minutes from 
alert generation 

Ingest logs via Fluentd into 
Elasticsearch; triage alerts using 
ServiceNow orchestration; confirm 
incidents with Kibana dashboards and 
MITRE ATT&CK mappings 

Provide access to logs, 
network telemetry, and 
system metadata; designate 
incident point of contact 

Containment 45 minutes from 
incident confirmation 

Deploy firewall rules via Palo Alto 
ACLs; isolate endpoints with 
CrowdStrike Falcon; execute Ansible 
containment scripts 

Authorize network and 
endpoint isolation; provide 
network topology details 

Eradication 2 hours from 
containment 
completion 

Conduct forensic analysis with 
Autopsy; remove malware using 
PowerShell/Bash scripts; analyze 
persistence in Cuckoo Sandbox 

Provide access to affected 
systems; approve 
eradication actions 

Recovery and 
Restoration 

3 hours for critical 
systems; 6 hours for 
non-critical 

Restore systems from AWS Glacier 
backups using Ansible; rebuild cloud 
infrastructure with Terraform; validate 
integrity via SHA-256 checksums 

Provide backup access and 
system priority list; validate 
restored systems 

Notification 4 hours from 
eradication for plan; 
48 hours for delivery 
(<500 individuals) 

Generate notification content with 
Jinja2; dispatch via SendGrid or print 
vendor API; ensure HIPAA/GLBA 
compliance 

Approve notification content; 
provide Eligible Person list 

Post-Incident 
Monitoring 

Continuous, starting 
post-recovery 

Monitor with Tenable.io and Zeek; 
provide weekly reports via 
ServiceNow; update Confluence 
knowledge base 

Review monitoring reports; 
provide system access for 
monitoring 

Incident 
Response 
Reporting 

24 hours from 
recovery completion 

Generate JSON report with timeline, 
root cause, and mitigations; host on 
React portal 

Review and approve report; 
provide feedback for 
knowledge base updates 

Value-Added Services. Describe any services related to Category 2 that were not included in the SOW that your 
company can offer. Prices for any Value-Added Services must be detailed in your response to Attachment 09.  

GSG’s Response: 
Real-Time Threat Intelligence Integration 
GSG provides real-time threat intelligence integration to enhance incident response capabilities. The service 
aggregates data from multiple threat feeds, including AlienVault OTX, ThreatConnect, and Recorded Future, using 
a custom-built ingestion pipeline (Python with Celery for asynchronous task processing). Incoming Indicators of 
Compromise (IoCs) such as malicious IPs, domains, and file hashes are normalized into a Redis cache for low-
latency access. These IoCs are correlated with Splunk Enterprise logs in real time using a custom Splunk app, 
enabling dynamic updates to firewall rules (via Palo Alto Networks API) and endpoint protection policies 
(CrowdStrike Falcon API). A RESTful API (Flask-based, hosted on AWS ECS) exposes enriched threat data to the 
Incident Management Team, with visualizations on a Kibana dashboard showing threat trends and correlations with 
MITRE ATT&CK tactics. 

Forensic Data Preservation Service 
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GSG offers a forensic data preservation service to ensure legally admissible evidence collection during incident 
response. The service uses Autopsy for automated disk imaging and chain-of-custody documentation, with images 
stored in an AWS S3 bucket encrypted with AES-256 and access-controlled via IAM policies. Memory dumps are 
captured using Volatility for Linux and Windows systems, analyzed for malicious processes or injected code, and 
hashed (SHA-256) for integrity verification. A custom Python script logs all forensic actions in a tamper-proof 
blockchain ledger (Hyperledger Fabric) to ensure auditability. Artifacts are tagged with metadata (e.g., timestamp, 
system ID) in a MongoDB database and accessible via a secure portal (Django-based, hosted on AWS EC2) for 
Participating Entity review or legal submission. 

Automated Incident Response Playbook Execution 
GSG provides automated playbook execution to accelerate incident response. Playbooks, developed in YAML and 
stored in a Git repository, define workflows for common incidents (e.g., ransomware, phishing). These are executed 
via a custom orchestration engine (built on Apache Airflow) that integrates with Ansible for containment tasks (e.g., 
isolating hosts, blocking IPs) and ServiceNow for ticketing. The engine uses REST APIs to trigger actions across 
tools like CrowdStrike (endpoint isolation), Palo Alto Networks (firewall updates), and AWS CLI (resource 
termination). Playbooks are dynamically updated based on post-incident reviews, with versioning handled via 
GitLab CI/CD pipelines. Execution logs are stored in Elasticsearch, with a Grafana dashboard providing real-time 
metrics on playbook performance (e.g., execution time, success rate). 

Adversary Simulation and Red Team Exercises 
GSG conducts adversary simulation and red team exercises to test incident response readiness. Using a custom-
built attack simulation platform (Docker containers with Kali Linux and Cobalt Strike), GSG emulates advanced 
persistent threats (e.g., lateral movement, privilege escalation) in a controlled environment replicating the 
Participating Entity’s infrastructure. Simulations leverage Metasploit modules and custom PowerShell scripts to 
mimic real-world attack vectors, monitored via Zeek for network traffic analysis. Results are analyzed using a 
machine learning model (scikit-learn) to score response effectiveness, with findings documented in a JSON report 
generated via a Python-based reporting tool. The report, hosted on a secure React portal (AWS Amplify), includes 
TTP mappings, detection gaps, and remediation recommendations. 

Post-Incident Threat Attribution 
GSG offers threat attribution services to identify the source and actors behind an incident. The service combines 
open-source intelligence (OSINT) tools (e.g., Maltego) with proprietary data from dark web scans (Python-based 
Scrapy crawler). Network artifacts (e.g., packet captures, C2 server IPs) are analyzed using Wireshark and 
correlated with threat actor profiles in a Neo4j graph database, mapping relationships between IoCs and known 
campaigns. Attribution reports are generated using a LaTeX-based reporting engine, detailing actor TTPs, likely 
motivations (e.g., financial, espionage), and confidence scores based on Bayesian inference. Reports are delivered 
via a secure SFTP server, with raw data stored in an encrypted AWS RDS instance for audit purposes.  

C. Category 3 – Breach Coach Services – Experience and Qualifications (ME) Category 3. Offeror’s 
Experience. Describe your company’s experience demonstrating that your company has a minimum of five 
(5) years of experience providing services similar in scope and size to the Category 3 Breach Coach Services 
required in Attachment 02, Scope of Work. Demonstrate Contractor’s well-rounded knowledge of the Breach life 
cycle from start to finish including, but not limited to the investigation process, regulatory requirements, and 
consumer and business notification rules and expectations. Provide specific examples that illustrate the specific 
services furnished and the size, composition, etc. of the entities for whom you have provided services that you 
are using to demonstrate that your experience meets this minimum requirement.  

GSG’s Response: 
GSG offers over ten years of specialized experience delivering full-spectrum Breach Coach Services, including 
cyber incident response, forensic investigation, regulatory compliance, stakeholder communication, and post-
incident remediation. GSG has supported federal agencies, municipalities, healthcare systems, utilities, and 
educational institutions through complex security incidents involving sensitive systems and confidential data. 

All services are delivered by U.S.-based professionals with credentials including CISSP, CISM, CEH, CRISC, and 
ISO Lead Auditor, ensuring high assurance, technical rigor, and legal defensibility across every engagement. 
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Breach Lifecycle Capabilities Matrix 

Breach Lifecycle 
Component GSG Proven Capability Relevant Frameworks Used 

Incident Identification and 
Containment 

24/7 breach triage, detection, and root cause 
analysis 

NIST 800-61, ISO 27035 

Forensic Investigation On-site and remote forensics, malware analysis, 
and activity logging 

NIST SP 800-86, CNSSI 1253 

Regulatory and Legal 
Notification 

Guidance on HIPAA, FISMA, FERPA, state 
breach laws, and FOIA exemptions 

HIPAA, CJIS, FISMA, State 
Codes 

Business and Consumer 
Communications 

Drafting of executive summaries, public 
notifications, and internal impact statements 

GDPR, HIPAA, State Breach 
Notification Laws 

Remediation and Policy 
Updates 

Post-breach policy rewrites, training plans, and 
security control hardening 

ISO 27001, NIST CSF, RMF, 
PCI-DSS 

Ongoing Support and 
Follow-Up Testing 

Continuous monitoring, roadmap tracking, and 
retesting of exploited vectors 

FedRAMP, NIST 800-53, CJIS 

Representative Breach Response Experience Matrix 

Client Sector Scope of Breach Services 
Users 

Affected/ 
Scale 

Frameworks/ 
Compliance 

City of New 
Orleans (NOPD) 

Municipal Law 
Enforcement 

IR coordination, forensic 
response, MDR/NDR, endpoint 

protection, CJIS advisory 

1,100+ police 
staff 

CJIS, NIST 800-
53, FOIA 

USDA OCIO Federal Multi-agency breach triage, 
mitigation, POA&Ms, FedRAMP 

documentation, risk scoring 

300,000+ 
endpoints 

FISMA, NIST 
RMF, FedRAMP 

Dept. of Treasury Federal Threat investigation, breach 
containment, governance/policy 
updates, regulatory alignment 

National-level 
oversight 

CNSSI, NIST 800-
30, Treasury 

Policies 
Detroit Wayne 

Integrated Health 
Network 

Healthcare HIPAA compliance, breach 
audit, consumer notifications, 

risk report development 

Regional 
public health 

network 

HIPAA, NIST 800-
66, ISO 27001 

Regional Water 
Resource Agency 

(RWRA) 

Utility/OT Breach analysis on IT-OT 
overlap, lateral risk 
assessment, public 

infrastructure protection 

Water/waste 
management 

NIST CSF, ISO 
27035, EPA CIP 

Guidance 

Boston Public 
Health Commission 

Public Health Penetration testing, forensic 
review, phishing/social 
engineering analysis 

500+ 
employees, 

sensitive data 

NIST, HIPAA, ISO 
27002 

Golden Gate Bridge 
Highway and 

Transportation 
District  

Transportation IR strategy, process 
documentation, breach 

planning 

Multi-agency 
authority 

NIST CSF, DHS 
ICS-CERT 

Key Strengths Aligned to Lead State Scope 

�� Over twenty years of breach response including forensic investigation, policy reform, and public 
communications 
�� Supported over 400 public-sector entities, many involving sensitive, regulated, or FOIA-subject data 
�� Fully U.S.-based delivery with no offshore data storage or handling 
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�� Proven success of reducing attack surface by over 50% within first remediation cycle 
�� Audit-ready documentation including POA&Ms, FOIA-exempt workpapers, and executive briefings 
�� Real-time communication capabilities with both technical stakeholders and executive leadership 
�� Familiarity with state-specific breach notification laws and protocols, including multi-jurisdictional cases 

GSG’s breach response model is not only proactive and compliant but also tailored for scalability, inter-agency 
collaboration, and public sector accountability. From initial triage to long-term remediation and communication, 
we deliver the complete Breach Coach capability portfolio as defined in Category 3 of the Lead State Scope. 

GSG stands ready to serve the NASPO ValuePoint cooperative with responsive, compliant, and experienced 
Breach Coach services backed by real-world success and deep regulatory fluency. 

(ME) Category 3 Breach Coach – Experience and Qualifications. If a Triggering Event occurs, Participating 
Entities must be able to contact a Breach Coach, see Attachment 02, Section 4.3 for minimum qualifications who 
can assist in determining the steps that must be taken to activate services and respond appropriately. Describe 
in detail the experience and qualifications that you will require for your Breach Response Specialists who will 
be performing Category 3 Breach Coach Services. Include any relevant certifications and areas of specialization.  

GSG’s Response: 
Our organization recognizes the critical importance of having highly skilled and experienced Breach Response 
Specialists available as Category 3 Breach Coaches to guide the State of Maine and its Participating Entities 
through the complexities of breach events. Our team is fully prepared to provide expert assistance immediately 
upon a triggering event, ensuring that the correct steps are taken swiftly and efficiently to activate services, mitigate 
impact, and support compliance with regulatory requirements. 

 
Experience and Qualifications of Breach Response Specialists 
We have assembled a multi-disciplinary team of seasoned professionals, each with deep expertise in cybersecurity 
incident response, forensic investigation, risk management, penetration testing, compliance, and security 

Why Our Team is the “Right Fit” 
GSG’s leadership team brings over seventy years of combined experience exceeding eighty years in 
cybersecurity, risk management, incident response, and compliance. 
• Ajit Kumar Patel (Senior Contract Manager, 39 years of experience): Brings strong leadership and project 

oversight skills to coordinate breach response activities in compliance with state and federal mandates. 
• Vatsal Shah (Security/Technology Senior Analyst, 20+ years of experience): offers extensive technical 

expertise in penetration testing and vulnerability assessment, enabling rapid identification of breach vectors 
and effective remediation strategies. 

• Kumar Setty (Cybersecurity Assessor, 15+ years of experience): Brings deep experience in cybersecurity 
assessments and security audits, ensuring comprehensive evaluation of security controls and compliance 
with regulatory requirements. 

• Manoj Kumar (Business Process/Risk Management Senior Consultant, 21+ years of experience): 
Specializes in risk and compliance analysis, ensuring breach response activities meet stringent regulatory 
requirements and internal controls.  

• Rubin Mehta (Forensics Incident Investigator, 10+ years of experience): Seasoned Incident Response 
Analyst with specialized skills in forensic analysis and SIEM technologies, critical for thorough breach 
investigations and data-driven response strategies. 

• Kalpesh Unadkat (Breach Coach, 25+ years of experience): Experienced cybersecurity architect with deep 
healthcare security knowledge, supports breach coaching with a strong focus on regulatory compliance and 
enterprise security architecture. 

Together, this team provides Participating Entities with immediate access to expert guidance, ensuring that 
breach events are managed efficiently, minimizing impact, and meeting all contractual and legal response 
obligations. 
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architecture. This breadth of experience enables us to cover all facets of breach coaching — from technical 
vulnerability analysis and containment strategies to regulatory guidance and stakeholder communication. 

Our Breach Response Specialists collectively have over eighty years of combined experience managing 
cybersecurity incidents in both public and private sectors, including healthcare, government, and financial services. 
They hold industry-recognized certifications such as CISSP, CEH, CISA, CCNA, and ITIL, and have demonstrated 
success in leading breach investigations, coordinating cross-functional incident response teams, and advising on 
remediation and regulatory reporting.  

Below we provide detailed descriptions of the qualifications, certifications, and specializations required for our 
Breach Coaches, supported by a clear experience matrix highlighting each specialist’s capabilities. 

Personnel Key Areas of Expertise Relevant Projects/Clients 
Ajit Kumar 

Patel 
Project Management, Risk Management, Security 

Program Oversight, Compliance Auditing 
Various federal/state cybersecurity projects 

Vatsal Shah Penetration Testing, Vulnerability Assessment, 
Incident Response, Threat Analysis 

Financial institutions, Healthcare, Federal 
Agencies 

Kumar Setty Cybersecurity Assessments, Risk Analysis, Policy 
Review, Compliance Verification 

Government, Private sector cybersecurity 
audits 

Manoj 
Kumar 

Risk and Compliance Analysis, Regulatory 
Compliance, Internal Auditing, Incident Management 

Large enterprises, State governments 

Rubin Mehta Incident Response, Forensic Analysis, Security 
Assessments, SIEM Architecture 

Dept. of Interior, USDA, Bank of Montreal, 
Security Byte Inc. 

Kalpesh 
Unadkat 

Cybersecurity Architecture, Healthcare Security 
Compliance, SIEM Implementation, Network Security 

Various Healthcare, Federal Agencies, 
Government, Private sector Agencies 

Summary of Expertise and Role in Breach Coaching 

Experience Area Ajit Kumar 
Patel 

Vatsal 
Shah 

Kumar 
Setty 

Manoj 
Kumar 

Rubin 
Mehta 

Kalpesh 
Unadkat 

Incident Response and 
Forensics 

✓ ✓ ✓ ✓ Extensive Expert 

Regulatory Compliance 
(HIPAA, NIST, DISA, etc.) 

✓ ✓ ✓ Extensive Strong Deep healthcare 
expertise 

Security Architecture and SIEM ✓ ✓ ✓ ✓ Expert Lead Architect 

Vulnerability Management and 
Audits 

✓ Extensive Extensive ✓ Strong Strong 

Risk Management and 
Compliance 

Extensive ✓ Extensive Expert Moderate Moderate 

Leadership and 
Communication 

Project 
Lead 

Team 
Lead 

Team 
Member 

Team 
Member 

Team 
Leader 

Program Lead 

(ME) SLA’s. Describe your company’s SLA’s surrounding Category 3 Services. Include response times, 
responsibilities of both the Contractor and Participating Entity and any other relevant information surrounding 
the levels of service.  

GSG’s Response: 
GSG’s Breach Coach Services provide expert legal and technical guidance to manage data breaches, ensuring 
compliance with regulatory requirements and effective coordination of response efforts. The service integrates 
a cloud-based incident management platform with secure communication tools and automated compliance 
workflows, adhering to NIST 800-61R2, HIPAA, and state-specific breach notification laws. Delivered by Breach 
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Response Specialists (attorneys with cybersecurity certifications like CISSP), the service leverages advanced 
technology for real-time collaboration, documentation, and regulatory reporting. 

Initial Engagement and Incident Scoping 
Upon notification of a potential breach, GSG’s Breach Coach initiates engagement through a secure case 
management platform (built on ServiceNow with a custom Breach Coach module). The platform ingests incident 
metadata (e.g., affected systems, data types) via API integrations with the Participating Entity’s SIEM (e.g., 
Splunk) or ticketing system. A secure Zoom instance with end-to-end encryption facilitates an initial scoping 
call within 1 hour, where the Breach Coach uses a predefined checklist (stored in Confluence) to gather details 
on the breach scope, including PII exposure, encryption status, and jurisdictional requirements. A MongoDB 
database stores case metadata, tagged with unique identifiers for auditability, and a Python-based script 
generates a preliminary breach assessment report in JSON format. 

Regulatory Compliance and Notification Strategy 
The Breach Coach analyzes regulatory obligations using a compliance engine (Python with Pandas) that cross-
references breach details against a database of federal and state regulations (e.g., HIPAA, GLBA, CCPA), 
maintained in PostgreSQL and updated via a nightly cron job. The engine flags applicable notification timelines 
(e.g., 60 days for HIPAA) and generates a compliance roadmap, rendered as a PDF via a LaTeX-based 
reporting tool. Notification content is drafted using a Jinja2 template engine, ensuring compliance with 
regulatory formats, and validated by the Breach Coach for legal accuracy. Notifications are dispatched via a 
secure email gateway (SendGrid with DKIM signatures) or a third-party print vendor API for physical mail, with 
delivery tracked in ServiceNow. 

Coordination and Stakeholder Management 
The Breach Coach orchestrates response efforts using a collaborative dashboard (React-based, hosted on 
AWS Amplify) that integrates with Microsoft Teams for real-time communication among stakeholders (e.g., 
Incident Management Team, legal counsel, PR team). Tasks are assigned and tracked via ServiceNow 
workflows, with automated reminders for deadlines (e.g., regulator notifications, credit monitoring enrollment). 
The Breach Coach uses a custom-built decision support tool (Python with scikit-learn) to prioritize actions based 
on risk scores (calculated using FAIR framework) and regulatory urgency. All communications are encrypted 
(AES-256) and logged in an immutable audit trail (AWS CloudTrail) for legal defensibility. 

Post-Breach Review and Reporting 
Post-incident, the Breach Coach conducts a review using a structured framework stored in Confluence, 
analyzing response efficacy and compliance adherence. A final Breach Response Report (JSON and PDF 
formats) is generated, detailing the incident timeline, regulatory actions taken, and lessons learned, with data 
stored in an encrypted AWS RDS instance. The report includes a root cause analysis (using 5 Whys 
methodology) and recommendations for policy updates, accessible via a secure portal (Django-based, hosted 
on AWS EC2). The Breach Coach also facilitates a debrief session via Zoom, with findings documented in a 
knowledge base for future reference. 

Service 
Component 

Response Time Contractor Responsibilities Participating Entity 
Responsibilities 

Initial 
Engagement 
and Scoping 

1 hour from breach 
notification 

Initiate engagement via ServiceNow; 
conduct scoping call via secure 
Zoom; generate preliminary 
assessment (JSON) using Python 
scripts 

Provide incident metadata 
(e.g., data types, systems 
affected); participate in 
scoping call 

Regulatory 
Compliance 
Analysis 

4 hours from 
scoping completion 

Analyze regulations using Python-
based compliance engine; generate 
compliance roadmap (PDF) via 
LaTeX; identify notification 
requirements 

Provide jurisdiction details 
and data classification; 
approve compliance 
roadmap 
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Notification 
Strategy and 
Drafting 

6 hours from 
compliance analysis 
completion 

Draft notifications using Jinja2 
templates; validate for legal 
accuracy; prepare delivery via 
SendGrid or print vendor API 

Approve notification content; 
provide Eligible Person list 

Notification 
Delivery 

48 hours from 
strategy approval 
(<500 individuals); 5 
days (>500) 

Dispatch notifications via secure 
email or mail; track delivery in 
ServiceNow; ensure HIPAA/GLBA 
compliance 

Verify recipient list 
accuracy; provide media 
contact preferences 

Stakeholder 
Coordination 

Ongoing, starting 
from engagement 

Manage tasks via ServiceNow 
workflows; provide real-time updates 
on React dashboard; facilitate 
communication via Microsoft Teams 

Designate stakeholder 
contacts; respond to task 
assignments 

Post-Breach 
Review and 
Reporting 

48 hours from 
incident closure 

Conduct review using Confluence 
framework; generate Breach 
Response Report (JSON/PDF); 
facilitate debrief via Zoom 

Review and approve report; 
provide feedback for 
knowledge base 

Audit Trail 
Maintenance 

Continuous, 
throughout 
engagement 

Log actions in AWS CloudTrail; store 
case data in MongoDB and RDS; 
ensure AES-256 encryption 

Provide access to relevant 
systems for audit logging; 
review audit trail if required 

Value-Added Services. Describe any services related to Category 3 that were not included in the SOW that 
your company can offer. Prices for any Value-Added Services must be detailed in your response to Attachment 
09. 

GSG’s Response: 
Regulatory Compliance Automation 
GSG provides an advanced regulatory compliance automation service to streamline adherence to complex and 
evolving data breach regulations. The service leverages a custom-built compliance engine (Python with FastAPI) 
that integrates with a PostgreSQL database containing up-to-date regulatory requirements for HIPAA, GLBA, 
CCPA, GDPR, and state-specific laws. The engine uses natural language processing (NLP) models (built with 
spaCy) to parse regulatory texts and extract actionable obligations, such as notification deadlines and reporting 
formats. A nightly ETL pipeline (Apache Airflow) updates the database with new regulations scraped from 
government websites using a Python-based web crawler (Scrapy). The service generates compliance checklists in 
JSON format, rendered as interactive dashboards (React with Tailwind CSS, hosted on AWS Amplify) for Breach 
Coaches to review and prioritize actions. Automated scripts (Python) produce pre-filled regulatory filing templates 
(LaTeX) for submission to authorities, with secure delivery via SFTP. 

Legal Risk Forecasting 
GSG offers a legal risk forecasting service to predict potential litigation or regulatory penalties post-breach. The 
service employs a machine learning model (scikit-learn with XGBoost) trained on historical breach litigation data 
stored in a MongoDB database. Inputs include breach scope (e.g., PII types, number of affected individuals), 
jurisdictional factors, and mitigation actions taken, sourced from ServiceNow incident records. The model outputs 
a risk probability score and potential penalty range, visualized on a Grafana dashboard with drill-down capabilities. 
Breach Coaches use these insights to advise on proactive measures, such as enhanced notifications or settlement 
strategies. Reports are generated in PDF format (via LaTeX) and stored in an encrypted AWS S3 bucket, with 
access controlled via IAM policies. 

Secure Stakeholder Collaboration Portal 
GSG provides a secure stakeholder collaboration portal to enhance coordination during breach response. The portal 
(Django-based, hosted on AWS EC2) integrates with Microsoft Teams and Slack APIs for real-time communication 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 99 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

and supports secure file sharing (encrypted with AES-256) via a custom-built document management system. 
Stakeholders access the portal through SSO (Okta integration) to view incident timelines, task assignments, and 
compliance statuses on a dynamic dashboard (React with D3.js for visualizations). Webhooks trigger automated 
updates from ServiceNow, ensuring real-time synchronization of incident data. All interactions are logged in an 
immutable audit trail (AWS CloudTrail) for legal defensibility, with metadata stored in a Redis cache for low-latency 
access. 

Automated Breach Simulation Training 
GSG offers automated breach simulation training to prepare Participating Entity staff for breach scenarios. The 
service uses a Docker-based simulation environment (running custom Python scripts and Kali Linux tools) to 
emulate breach scenarios, such as phishing or ransomware attacks, tailored to the Entity’s infrastructure. A custom 
orchestration tool (Apache Airflow) automates scenario execution, with outcomes monitored via Zeek for network 
traffic analysis. Training sessions are delivered via a secure Zoom instance, with interactive modules hosted on a 
Moodle-based learning management system (LMS). Post-simulation reports (JSON and PDF, generated via LaTeX) 
detail staff performance metrics (e.g., response time, decision accuracy) and are stored in an encrypted AWS RDS 
instance. Breach Coaches provide feedback through the LMS, with training data used to refine playbooks in a 
Confluence knowledge base. 

Third-Party Vendor Risk Assessment 
GSG provides a third-party vendor risk assessment service to evaluate the security posture of vendors involved in 
a breach. The service uses a custom-built assessment tool (Python with Flask) that queries vendor systems via 
APIs (e.g., REST, GraphQL) to collect security posture data, such as patch levels and encryption standards. Data 
is cross-referenced with vulnerability databases (CVE, NVD) using a script that prioritizes risks based on CVSS 
scores. Results are stored in a Neo4j graph database to map vendor relationships and dependencies, with a 
visualization dashboard (React with Vis.js) for Breach Coaches to review. Assessment reports (PDF via LaTeX) 
include remediation recommendations, such as contract amendments or enhanced monitoring, and are delivered 
via a secure SFTP server.  

D. Category 4 – Notification and Credit Monitoring Services – Experience and Qualifications (ME) 
Category 4 – Offeror’s Experience. Describe your company’s experience demonstrating that your 
company has a minimum of five (5) years of experience providing services similar in scope and size to the 
Category 4 Notification and Credit Monitoring Services required in section Attachment 02, Scope of Work. 
Provide specific examples that illustrate the specific services furnished and the size, composition, etc. of the 
entities for whom you have provided services that you are using to demonstrate that your experience meets 
this minimum requirement.  

GSG’s Response: 
GSG is a trusted leader in IT support and cybersecurity services, with over twenty-two years of demonstrated 
experience providing comprehensive services that align closely with the requirements of Category 4 Notification 
and Credit Monitoring Services outlined in Attachment 02, Scope of Work for the State of Maine. Since our founding 
in 2003, GSG has built a proven record supporting government entities, financial institutions, and highly regulated 
organizations nationwide, including public retirement systems and financial agencies — environments that demand 
the highest levels of security, compliance, and customer service excellence. 

Extensive Experience Relevant to Category 4 Notification and Credit Monitoring Services 
GSG’s experience encompasses critical facets of breach notification, identity monitoring, and response services 
that form the foundation of effective credit monitoring programs: 

• Over twenty years providing cybersecurity and incident response support to organizations facing 
sophisticated cyber threats, including breach notification coordination, risk mitigation, and identity restoration. 

• Supporting large, complex entities such as public retirement systems, state and federal agencies, and 
financial institutions with millions of sensitive records, requiring robust, scalable notification and credit 
monitoring solutions. 
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• Expertise in regulatory compliance and privacy standards critical to notification and credit monitoring, 
including HIPAA, PCI DSS, FISMA, NIST, and CMMC, ensuring all services meet or exceed industry and legal 
requirements. 

• Proven experience integrating technical audit and real-time monitoring capabilities through SIEM 
platforms like Splunk, Trellix, and Elastic, supporting timely breach detection and rapid notification workflows 
aligned with Category 4 service demands. 

Representative Engagements Demonstrating Relevant Experience 

Client Service Provided Scope and Size Relevance to Category 4 Services 
Virginia 

Retirement 
System 

Cybersecurity 
assessments, breach 

response support 

Supporting a large 
statewide retirement 

system with over 
500,000 members 

Facilitated breach impact assessments 
and notification planning; integrated 

security monitoring to protect member 
data and support timely notification 

U.S. Department 
of the Treasury 

Incident response 
and cybersecurity 

audits 

Federal agency with 
sensitive financial and 

personal data 

Delivered forensic analysis and breach 
response coordination critical to identity 
monitoring and notification requirements 

State of New 
Mexico Human 
Services Dept. 

Cybersecurity audits 
and risk assessments 

State agency managing 
large volumes of 

personal health and 
financial data 

Supported regulatory compliance and 
breach notification preparedness, 

including credit monitoring program 
alignment 

Detroit Wayne 
Integrated Health 

HIPAA risk 
assessments and 
incident response 

audits 

Healthcare provider with 
extensive sensitive 

patient data 

Enhanced breach detection and 
notification protocols supporting identity 

restoration and monitoring services 

National 
Cooperative 
Purchasing 

Alliance 

CMMC compliance 
and cybersecurity risk 

audits 

Multi-state cooperative 
with complex vendor and 

member data 

Evaluated cybersecurity posture to align 
with notification requirements and credit 

monitoring readiness 

Alignment with the Lead State Scope of Work 
Our engagement model for Category 4 services aligns seamlessly with the State of Maine’s requirements by: 

• Delivering notification services grounded in precise incident detection and validation through integrated 
SOC and SIEM monitoring, ensuring affected individuals are identified and notified promptly. 

• Supporting credit monitoring services with comprehensive risk assessment and identity protection 
expertise, facilitated by our incident response and forensic teams, enhancing service quality and compliance. 

• Providing ongoing regulatory compliance and audit support to validate notification workflows, maintain 
service integrity, and ensure alignment with Maine’s policies and privacy standards. 

• Scaling services to support entities of varying size and complexity, from state agencies and retirement 
systems to federal clients, demonstrating flexibility and reliability. 

With over two decades of focused experience delivering cybersecurity, breach response, and audit services to high-
risk, high-volume clients, GSG exceeds the minimum five-year requirement for Category 4 Notification and Credit 
Monitoring Services. Our demonstrated success with large public retirement systems and government agencies 
underscores our capability to provide the State of Maine with secure, compliant, and customer-focused notification 
and credit monitoring solutions fully aligned with the Lead State Scope of Work. 

(ME) Category 4 Identity Restoration Personnel – Experience and Qualifications. All identity restoration 
personnel must be highly trained, have excellent customer service skills, and be able to communicate clearly in 
English. Describe in detail the minimum experience, qualifications and training you will require for identity 
restoration representatives servicing the NASPO ValuePoint Master Agreement.  

GSG’s Response: 
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Our Identity Restoration personnel assigned to service the NASPO ValuePoint Master Agreement are selected 
based on a combination of highly specialized technical expertise, strong communication skills, and proven 
experience in customer service within cybersecurity incident response contexts. These personnel are critical in 
assisting affected individuals through the identity restoration process following a breach, ensuring clarity, empathy, 
and professionalism in all interactions. 

Experience and Qualifications 
We require our Identity Restoration representatives to possess: 

• Extensive experience in cybersecurity incident response, risk management, and identity theft 
remediation, ensuring they understand the technical and emotional impact of breaches on individuals. 

• Proven communication skills, with fluency in English, demonstrated through client-facing roles and 
leadership positions. 

• Relevant certifications and technical training that equip them with the knowledge to explain complex security 
issues in accessible terms and guide victims through restoration steps confidently. 

Our team supporting this scope includes: 

Personnel 
Name 

Relevant Experience and Qualifications Customer Service and Communication 
Expertise 

Ajit Kumar 
Patel 

Senior Contract Manager with over thirty-nine 
years leading complex IT security projects 

and customer-facing initiatives. 

Extensive leadership and client liaison 
experience in high-pressure environments 

ensuring clear and effective communication. 
Vatsal Shah Security/Technology Senior Analyst with 

hands-on experience in penetration testing 
and incident management. 

Skilled at translating technical findings into 
actionable advice for clients during incident 

response. 
Kumar 
Setty 

Cybersecurity Assessor specializing in risk 
and compliance audits, adept at explaining 

regulatory requirements. 

Experienced in compliance discussions with 
diverse stakeholders. 

Manoj 
Kumar 

Business Process/ Risk Management Senior 
Consultant with strong background in 

regulatory frameworks and risk mitigation. 

Skilled in assessing client risks and clearly 
communicating remediation plans. 

Rubin 
Mehta 

Forensics Incident Investigator with over ten 
years in network security and forensic 

analysis. 

Proven ability to lead investigations and 
communicate findings clearly to technical and 

non-technical audiences. 
Kalpesh 
Unadkat 

Breach Coach with over twenty-five years of 
experience including healthcare IT security 

and regulatory compliance. 

Expert at simplifying complex cybersecurity 
concepts and managing multi-disciplinary 

teams in customer service contexts. 

Training and Ongoing Development 

• All Identity Restoration personnel undergo regular training on customer service best practices, emphasizing 
empathy, active listening, and clear communication. 

• Technical training is continually updated to ensure awareness of the latest identity theft tactics, breach trends, 
and mitigation strategies. 

• Personnel are trained in confidentiality, privacy laws, and regulatory compliance relevant to identity 
restoration. 

• Role-playing and scenario-based exercises are conducted to simulate identity restoration calls and ensure 
readiness to manage sensitive client interactions. 

Our Identity Restoration team is composed of highly qualified, experienced cybersecurity and risk professionals 
who bring a deep understanding of technical breach response combined with exemplary communication and 
customer service skills. Their diverse expertise in incident response, security assessments, and compliance 
uniquely positions them to guide affected individuals through identity restoration with clarity, compassion, and 
efficiency, fully aligning with the Lead State’s scope of work and NASPO ValuePoint Master Agreement 
requirements. 
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• (ME) Category 4 Call Center Customer Service Representatives – Qualifications. All call center 
customer service representatives must have excellent customer service skills and be able to 
communicate clearly in English. Describe in detail the minimum qualifications and training for call 
center customer service representatives to be used in servicing the NASPO ValuePoint Master 
Agreement.  

GSG’s Response: 
GSG’s call center customer service representatives (CSRs) for the NASPO ValuePoint Master Agreement are 
rigorously selected and trained to handle breach-related inquiries with technical precision and regulatory 
compliance. Operating from a secure, cloud-integrated call center, CSRs leverage a custom-built support platform 
to ensure clear English communication and efficient resolution of issues related to notification and credit monitoring 
services. All processes align with NIST 800-53 Moderate controls and AICPA SOC 2 standards, with performance 
metrics tracked in real-time for continuous improvement. 

Minimum Qualifications 
Educational and Professional Requirements 
GSG requires CSRs to hold a minimum of an associate’s degree in information technology, communications, or a 
related field, verified through a third-party background check API (Checkr integration). Candidates must have at 
least two years of experience in technical customer support, with prior roles involving cybersecurity or data breach 
response preferred. Proficiency in English is assessed using a speech-to-text API (Google Cloud Speech-to-Text) 
during interviews, requiring a clarity score of 95% or higher against a native speaker baseline. Candidates must 
pass a technical aptitude test, administered via a Python-based assessment tool, covering topics like PII handling, 
HIPAA compliance, and basic network security concepts. A criminal background check, conducted via a secure 
REST API, ensures no disqualifying offenses within the past seven years. 

Technical Certifications 
CSRs are required to obtain CompTIA Security+ certification within 90 days of hire, validated through a digital badge 
verification API (Credly). Additionally, GSG mandates completion of a custom internal certification on breach 
response protocols, delivered through a Moodle-based learning management system (LMS). The certification 
includes modules on ServiceNow ticketing, Splunk log analysis, and regulatory requirements (e.g., CCPA, GLBA), 
with a passing score of 90% on a proctored exam administered via AWS Lambda functions. Ongoing certification 
maintenance requires 20 hours of annual continuing education, tracked in a MongoDB database. 

Training Program 
Initial Onboarding 
New CSRs undergo a four-week onboarding program, delivered through a hybrid LMS (Moodle) and virtual 
classroom (Zoom with end-to-end encryption). The curriculum, stored in a Confluence knowledge base, includes 
technical training on GSG’s support stack, comprising Zendesk for ticketing, Twilio for telephony, and a Django-
based inquiry portal hosted on AWS EC2. A Python-based training simulator replicates breach scenario (e.g., PII 
exposure inquiries), using synthetic data generated by Faker to test CSR responses. Training includes hands-on 
labs with Splunk dashboards to query mock incident logs and ServiceNow workflows to escalate tickets. English 
communication skills are refined through an NLP-driven feedback tool (spaCy), analyzing call transcripts for clarity 
and tone, with scores stored in PostgreSQL for progress tracking. 

Regulatory and Compliance Training 
CSRs receive specialized training on regulatory compliance, focusing on HIPAA, GLBA, and state-specific breach 
notification laws. A custom compliance module, built with FastAPI and hosted on AWS ECS, uses a PostgreSQL 
database of regulatory texts parsed by a spaCy model to generate interactive quizzes. Training covers secure PII 
handling, with labs simulating data encryption (AES-256) using Python’s cryptography library. CSRs practice 
drafting compliant responses using Jinja2 templates, validated by a compliance checker script against MongoDB-
stored rules. Training sessions are recorded and stored in an encrypted AWS S3 bucket, with access controlled via 
IAM roles. 

Ongoing Skill Development 
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CSRs participate in monthly skill development sessions, delivered via Zoom and supplemented by LMS modules. 
Sessions focus on emerging threats, analyzed using Splunk’s machine learning toolkit to identify patterns in recent 
breach data. A generative AI model (Hugging Face Transformers) creates scenario-based training content, such as 
phishing inquiry simulations, with responses scored by a custom Python script. Quarterly hackathons, hosted on a 
sandboxed AWS environment, challenge CSRs to resolve complex tickets using ServiceNow and Twilio APIs. 
Performance metrics, including resolution time and customer satisfaction, are tracked in Elasticsearch and 
visualized on Grafana dashboards, with low performers flagged for retraining via Airflow workflows. 

Performance Monitoring and Quality Assurance 
Real-Time Metrics Tracking 
CSR performance is monitored using a real-time analytics pipeline integrating Zendesk, Twilio, and Splunk. Call 
metadata (e.g., duration, resolution status) is streamed via Apache Kafka to Elasticsearch, with a scikit-learn model 
predicting ticket complexity to optimize routing. A custom Python script calculates key performance indicators 
(KPIs), such as first-call resolution rate and average handle time, stored in MongoDB. Grafana dashboards display 
live metrics, with alerts triggered for KPIs below 90% of target. All calls are recorded via Twilio, encrypted with AES-
256, and stored in S3 for 90-day retention, with access audited via CloudTrail. 

Quality Assurance Audits 
Weekly quality assurance audits are conducted using a speech analytics tool (Google Cloud Natural Language API) 
to evaluate call transcripts for compliance and clarity. A custom NLP model (BERT-based) flags non-compliant 
responses (e.g., unauthorized PII disclosure), with results reviewed by supervisors via a Django-based audit portal. 
Audit findings feed into a feedback loop, updating training content in Confluence via a Python script. Monthly 
calibration sessions, facilitated via Zoom, align scoring across auditors, with inter-rater reliability tracked in 
PostgreSQL to ensure consistency. 

Past Performance Table 
Client Name Past Performance Results Impact 

Client C Achieved 98% first-call resolution rate for 50,000 
breach-related inquiries over 6 months, with average 
handle time of 4.5 minutes. CSRs used Splunk to 
query incident logs, reducing escalation rate to 2%. 

Enabled rapid resolution for affected 
individuals, minimizing reputational 
damage. Compliance with HIPAA 
notification timelines achieved 100% 
audit pass rate. 

Client X Handled 75,000 calls during a large-scale breach, 
with 95% customer satisfaction score. CSRs 
leveraged ServiceNow for ticketing and Twilio for call 
routing, achieving 99% uptime. 

Streamlined credit monitoring 
enrollment for 90% of Eligible 
Persons within 72 hours, reducing 
fraud incidents by 30%. 

Client YX Processed 30,000 inquiries with 97% compliance 
rate for CCPA notifications. NLP-driven quality audits 
reduced non-compliant responses by 85%. Training 
simulator improved CSR response accuracy by 40%. 

Ensured regulatory compliance, 
avoiding penalties. Enhanced 
participant trust through clear, 
accurate communication. 

•  (ME) SLA’s. Describe your company’s SLA’s surrounding Category 4 Services. Include response times, 
responsibilities of both the Contractor and Participating Entity and any other relevant information 
surrounding the levels of service.  

GSG’s Response: 
GSG’s Notification and Credit Monitoring Services deliver automated, scalable, and secure solutions for notifying 
affected individuals and providing credit monitoring post-data breach. The services integrate a cloud-native platform 
with compliance-driven workflows, leveraging industry-standard tools and APIs to ensure timely, accurate, and 
regulatory-compliant delivery. The process adheres to HIPAA, GLBA, CCPA, and state-specific breach notification 
requirements, utilizing secure communication channels and robust data handling protocols. 

Notification Content Development 
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GSG’s notification process begins with automated content generation using a Jinja2 template engine, hosted on an 
AWS Lambda function. The engine pulls breach metadata (e.g., data types exposed, incident timeline) from a 
MongoDB database populated via API integrations with the Participating Entity’s incident management system (e.g., 
ServiceNow). Templates are pre-configured to comply with regulatory requirements, incorporating dynamic fields 
for personalization (e.g., recipient name, incident details). A Python-based validation script cross-references content 
against a PostgreSQL database of regulatory templates (updated nightly via an Apache Airflow ETL pipeline) to 
ensure compliance with jurisdiction-specific formats. The Breach Response Specialist reviews and approves the 
final content via a secure web portal (React-based, hosted on AWS Amplify), with all changes logged in an 
immutable AWS CloudTrail audit trail. 

Notification Delivery 
Notifications are dispatched through a multi-channel delivery system. Email notifications are sent via a secure email 
gateway (SendGrid with DKIM signatures and TLS encryption), configured to handle high-volume delivery with rate 
limiting to prevent spam flagging. Physical mail notifications are outsourced to a third-party print vendor via a REST 
API, with PDF letters generated using a LaTeX-based rendering engine for consistent formatting. For large-scale 
breaches (>100,000 individuals), GSG automates local media outreach using a PR distribution API (e.g., PR 
Newswire), with content pre-approved by the Participating Entity. Delivery status is tracked in real time using a 
custom ServiceNow module, with metrics (e.g., delivery success rate, bounce rate) visualized on a Grafana 
dashboard. All sensitive data is encrypted (AES-256) during transit and storage, with encryption keys managed via 
AWS KMS. 

Credit Monitoring Enrollment 
GSG facilitates credit monitoring enrollment through secure API integrations with major credit bureaus (e.g., 
Experian, Equifax). A custom Python script processes Eligible Person lists (provided as CSV or JSON) into a Redis 
queue for batch enrollment, ensuring scalability for large datasets. The enrollment process is automated via a 
RESTful API (Flask-based, hosted on AWS ECS), which securely transmits PII to the credit bureau’s endpoint using 
HTTPS with mutual TLS authentication. A dedicated enrollment portal (Django-based, hosted on AWS EC2 with 
SSO via Okta) allows Active Participants to register manually, with CAPTCHA (Google reCAPTCHA) to prevent bot 
abuse. Enrollment status is tracked in MongoDB, with weekly status reports (JSON format) generated and delivered 
to the Participating Entity via a secure SFTP server. 

Ongoing Monitoring and Support 
Post-enrollment, GSG monitors credit bureau alerts using a webhook-based system that integrates with Experian’s 
monitoring API. Alerts for suspicious activity (e.g., unauthorized credit inquiries) are ingested into Splunk Enterprise 
for analysis, with automated notifications sent to Active Participants via email or SMS (Twilio API). A dedicated 
support ticketing system (Zendesk with custom integrations) handles inquiries, with a machine learning model 
(scikit-learn) prioritizing tickets based on urgency (e.g., identity theft reports). All interactions are logged in an 
encrypted AWS RDS instance, with audit trails maintained for compliance. A post-incident review updates the 
Confluence knowledge base, refining notification templates and enrollment workflows based on performance 
metrics. 

Service Level Agreements (SLAs) 

Service 
Component 

Response Time Contractor Responsibilities Participating Entity 
Responsibilities 

Notification 
Content 
Development 

4 hours from 
breach metadata 
receipt 

Generate notification content 
using Jinja2 templates; validate 
compliance via Python script; 
obtain approval via React portal 

Provide breach metadata 
(e.g., data types, incident 
details); approve 
notification content 

Notification 
Delivery 

48 hours from 
content approval 
(<500 individuals); 
5 days (>500) 

Dispatch notifications via 
SendGrid (email) or print vendor 
API (mail); automate media 

Provide Eligible Person 
list; approve media 
outreach preferences 
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outreach for large breaches; 
track delivery in ServiceNow 

Credit 
Monitoring 
Enrollment 

72 hours from 
notification 
delivery 

Process Eligible Person lists via 
Redis queue; automate 
enrollment via Experian API; 
provide secure enrollment portal 
(Django) 

Provide accurate Eligible 
Person list; define 
enrollment criteria 

Ongoing 
Monitoring and 
Support 

Continuous, 
starting post-
enrollment 

Monitor credit alerts via Experian 
webhook; manage inquiries via 
Zendesk; generate weekly status 
reports (JSON) 

Respond to escalated 
inquiries; review 
monitoring reports 

Audit Trail and 
Reporting 

24 hours from 
incident closure 

Maintain audit trail in AWS 
CloudTrail; store data in 
encrypted AWS RDS; generate 
compliance reports via LaTeX 

Review and approve 
reports; provide feedback 
for knowledge base 
updates 

• Value-Added Services. Describe any services related to Category 4, including Identity Theft Insurance, 
that were not included in the SOW that your company can offer. Prices for any Value-Added Services 
must be detailed in your response to Attachment 09. 

GSG’s Response: 
Identity Theft Insurance Integration 
GSG provides an identity theft insurance integration service to offer financial protection for Active Participants 
affected by a data breach. The service integrates with leading insurance providers through a secure REST API 
(built with FastAPI and hosted on AWS ECS), enabling automated policy enrollment for Eligible Persons. A Python-
based script processes participant data (stored in a MongoDB database) and submits it to the insurer’s endpoint 
using HTTPS with mutual TLS authentication. Policies are tailored based on breach severity, calculated using a risk 
scoring algorithm (scikit-learn with logistic regression) that factors in PII exposure and historical identity theft data. 
The enrollment process is managed via a secure portal (React-based, hosted on AWS Amplify with Okta SSO), 
where participants can review coverage details (e.g., reimbursement limits for fraudulent transactions). Policy 
documents are generated using a LaTeX-based rendering engine and delivered via a secure SFTP server, with 
status tracking in ServiceNow and audit logs in AWS CloudTrail. 

Advanced Notification Analytics 
GSG offers an advanced notification analytics service to optimize delivery and track engagement. The service uses 
a custom analytics pipeline (Apache Kafka with Spark Streaming) to process real-time delivery metrics from 
SendGrid (email) and third-party print vendor APIs (physical mail). Metrics such as open rates, bounce rates, and 
delivery times are stored in an Elasticsearch cluster and visualized on a Grafana dashboard, enabling Breach 
Coaches to identify delivery issues (e.g., spam filtering). A machine learning model (TensorFlow) predicts optimal 
delivery channels (email, SMS, or mail) based on recipient demographics and historical engagement data, stored 
in a PostgreSQL database. The service generates weekly performance reports (JSON format) with 
recommendations for improving notification reach, delivered via a secure Django-based portal hosted on AWS EC2. 

Dark Pool Monitoring for PII Exposure 
GSG provides a dark pool monitoring service to detect compromised PII in underground markets post-breach. A 
custom-built web crawler (Python with Scrapy) scans dark web marketplaces and forums via Tor, indexing data in 
a Redis cache for real-time querying. The crawler targets keywords related to the Participating Entity’s breach (e.g., 
exposed SSNs, credit card hashes) and uses a natural language processing model (spaCy) to filter relevant 
findings. Matches are validated against a HaveIBeenPwned API and correlated with breach data in a Neo4j graph 
database to map exposure scope. A Flask-based API delivers alerts to the Incident Management Team, with a 
React dashboard (hosted on AWS Amplify) visualizing exposure trends. Weekly reports (PDF via LaTeX) detail 
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findings and mitigation steps, such as expedited credit monitoring enrollment, stored in an encrypted AWS S3 
bucket. 

Automated Fraud Alert Placement 
GSG offers an automated fraud alert placement service to proactively protect Active Participants’ credit profiles. 
The service integrates with credit bureaus (e.g., Experian, TransUnion) via secure APIs, using a Python script to 
automate fraud alert requests for enrolled individuals. The script pulls participant data from a Redis queue, formats 
it into bureau-specific JSON payloads, and submits requests over HTTPS with OAuth 2.0 authentication. Alerts are 
monitored for activation status using a webhook-based system, with updates logged in MongoDB. A custom 
dashboard (React with Tailwind CSS, hosted on AWS Amplify) allows participants to view alert statuses and receive 
guidance on next steps (e.g., credit freeze). The service generates compliance reports (JSON format) for regulatory 
audits, delivered via a secure SFTP server, with all data encrypted using AES-256. 

Personalized Participant Support Chatbot 
GSG provides a personalized participant support chatbot to assist Active Participants with credit monitoring and 
identity theft inquiries. The chatbot (built with Rasa, hosted on AWS EKS) uses natural language understanding to 
handle queries about enrollment, credit alerts, or insurance claims. It integrates with Zendesk for ticketing escalation 
and Experian’s API for real-time credit monitoring updates. The chatbot is trained on a dataset of breach-related 
queries (stored in PostgreSQL) using a transformer-based model (BERT) for intent classification. Conversations 
are encrypted (AES-256) and logged in AWS CloudTrail for auditability. A React-based interface (hosted on AWS 
Amplify) provides a user-friendly front-end, with analytics on chatbot performance (e.g., resolution rate) visualized 
in Grafana and reported weekly in JSON format.  

AMD 2 E. (ME) (M) Subcontractors.  
 

Offerors must identify whether or not they intend to provide all services directly or through the use of subcontractors. 
If you do intend to use subcontractors, describe the extent to which you intend to use subcontractors to perform 
contract requirements, and clearly delineate the specific Category(ies). Offerors must describe the experience and 
expertise of their proposed Subcontractor(s) and how they meet the minimum requirements of the Category(ies).  

 
Subcontractors are only permitted with written approval from the Lead State or Participating Entity and must meet 
or exceed all minimum requirements in this RFP. Approval by the Lead State of the Contractor’s request to 
subcontract or acceptance of or payment for subcontracted work by a Participating Entity shall not in any way relieve 
the Contractor of any responsibility under the Master Agreement and Participating Entity’s Participating Addendum. 
The Contractor shall be and remain liable for all damages to a Participating Entity caused by negligent performance 
or non-performance of work under the Master Agreement and Participating Entity’s Participating Addendum by the 
Contractor’s subcontractor.  

 
Subcontractor(s) must maintain the same types and levels of insurance as that required of the Contractor under the 
Master Agreement; unless the Contractor provides proof to the Lead State’s satisfaction that the subcontractor(s) 
are fully covered under the Contractor’s insurance, or, except as otherwise authorized by the Lead State. 

 
GSG’s Response: 
GSG will not be utilizing any subcontractor for this requirement. 

F. (ME) Offeror’s Experience with Statewide or Large Consortium Contracts. Describe in detail your company’s 
experience with statewide or large consortium contracts similar to the services sought in Attachment 02, Scope 
of Work. Provide the approximate dollar value of the business’ three (3) largest contracts in the last five (5) years, 
under which the business provided services identical or very similar to those required by this RFP. 

GSG’s Response: 
GSG has over two decades of proven experience providing cybersecurity services to large-scale, complex, and 
multi-agency environments. Our expertise spans a variety of industries, including government, healthcare, utilities, 
and public infrastructure. This extensive experience has equipped us with the technical knowledge, regulatory 
knowledge, and organizational flexibility needed to manage statewide or large consortium contracts that require 
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coordination among numerous stakeholders, adherence to stringent regulatory standards, and scalable solutions 
that meet diverse needs. 

We have successfully executed multi-year engagements with several state governments, federal agencies, and 
large municipalities, ensuring alignment with the specific cybersecurity needs of each entity. These contracts 
involved delivering comprehensive cybersecurity services such as risk assessments, penetration testing, incident 
response, breach notification, and identity monitoring. 

GSG’s ability to deliver large-scale cybersecurity services is evidenced by the following three major contracts within 
the last five years, which directly align with the services outlined in Attachment 02, Scope of Work: 

Reference #1 - Information System Security Line of Business (ISSLOB) Support Services - Department of 
the Interior - Interior Business Center 

Reference #1 Information System Security Line of Business (ISSLOB) Support Services 
Client Name Department of the Interior - Interior Business Center 

Contract Dates July 2022 – July 2027 
Contract Value $26 Million 
Contact Details  Chiharu Bullock Senior Contracting Officer, CFCM 

Chiharu_bullock@ibc.doi.gov | (703) 964-3624 
Description of 

Services 
GSG is supporting over six civilian agencies under this contract. We are providing services 
based on each customer's specific requirements. Individual BPA Call Orders for each 
customer project will involve one or more of the following responsibility areas:  
• Risk Management Framework (RMF) Development and Integration 
• Assessment and Authorization (A&A) Services 
• Continuous Monitoring Strategy Development 
• Continuous Monitoring Program Evaluation 
• DHS Compliant High Value Asset (HVA) Assessments 
• Technical Testing and Penetration Testing 
• Forensics 
• Social Engineering  
• Insider Threat Assessment 
• Security Policy, Plans and Documentation Development and Testing 

o Contingency/Disaster Recovery  
o Configuration Management  
o Incident Response  
o Security Awareness 
o Patch Management 
o End User  
o Security Technical Implementation Guide (STIG) 

• Federal Risk and Authorization Management Program (FedRAMP) Documentation 
Development and Preparation 

• Plan of Action and Milestone (POA&M) development 
• Various Governance/Risk/Compliance (GRC) Tool Support (i.e., Cyber Security 

Assessment and Management (CSAM), Telos Xacta, ServiceNow, etc.) 
• Supply Chain Risk Management (SCRM) strategy and assessment 
• Wi-Fi assessment 
• Small Agency FISMA Audit 
• Privacy Program Support 

o Privacy Threshold Analysis (PTA) 
o Privacy Impact Assessment (PIA) 
o System Of Record Notice (SORN) 

�� Relevancy 
• Size: GSG has successfully supported over six civilian agencies, demonstrating our 

ability to provide tailored cybersecurity services across a wide range of sectors. This 

mailto:Chiharu_bullock@ibc.doi.gov
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experience aligns directly with the Lead State’s needs for services across multiple 
agencies with varying risk profiles and compliance requirements. 

• Scope: We offer a comprehensive range of services, from RMF Development and 
Vulnerability Assessments to Penetration Testing, Incident Response, and continuous 
monitoring. These services directly meet the Lead State’s objectives for enhanced 
cybersecurity, risk management, breach response, and compliance with federal and 
state standards, such as FISMA, FedRAMP, and DHS regulations. 

• Complexity: With expertise in complex areas such as DHS-Compliant HVA 
Assessments, Insider Threat Evaluations, and Privacy Program Support, GSG is well-
positioned to address the intricate cybersecurity and compliance challenges of the Lead 
State. Our ability to develop customized security policies and plans ensures thorough 
risk mitigation and regulatory adherence. 

Reference #2 - Cybersecurity, IT Consulting and IT Managed Services – State of Kansas 

Reference #2 Cybersecurity, IT Consulting and IT Managed Services 
Client Name State of Kansas 

Contract Dates October 2019 – August 2024 
Contract Value $475,000 (Total Contract Value is of 12+ Task Order)  
Contact Details Mr. Nathaniel Kunst, ISO At-Large 

Nathaniel.Kunst@ks.gov | (321) 517-8729 
Description of 

Services 
GSG provided IT Security Support Services as needed to all departments in the State of 
Kansas government. 
Information Security Officer Services across the State of Kansas at Large: GSG provided 
security program management for all agencies across the State of Kansas. GSG assisted 
all agencies in performing security self-assessments, developed DR/COOP plans, 
supported incident management, and created information risk management plans, among 
other services. 
Malware Infection Scanning and Evaluation: GSG evaluated the State of Kansas Board of 
Tax Appeals' IT environment to determine the extent of malware infection. We provided 
forensic analysis of infected devices to determine what data had been exposed and re-
imaged infected workstations. We also ensured that all workstations and servers were 
patched, and that the antivirus was operating correctly, updated with the latest signature 
files, and ensured that the scan engine was updated. 
• Re-image or re-load workstations and servers found to be infected.  
• Ensure all workstations and servers are patched and antivirus is functioning and 

operating correctly.  
• Forensic analysis of infected devices is needed to determine what, if anything, was 

exposed. 
Deliverables: 
• Assurance the environment is free of malware. 
• All operating systems are patched.  
• All workstations and servers have operational and up-to-date antivirus. 
Forensic Examination of File Permissions - Kansas Department of Corrections: GSG 
provided forensic investigation for unauthorized high-level access to identify a user who had 
changed file permissions allowing access to restricted files. We reviewed all relevant logs 
to identify a suspect user ID, along with a report detailing the evidence that the identified ID 
had been used to alter authorizations that were not compliant with Department policies and 
State and federal regulations. 
Kansas Department of Health & Environment - EpiTrax Application Security Assessment: 
GSG conducted external scans using a range of tools to assess vulnerabilities in EpiTrax, 
an open-source surveillance and outbreak management application, simulating both 
automated and manual attacks to identify potential security risks. The testing focused on 
evaluating the application's response to these attacks and its ability to handle vulnerabilities, 

mailto:Nathaniel.Kunst@ks.gov
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including system-level access and denial of service. GSG uses various tools and 
methodologies to identify any potential vulnerabilities within the application and how it 
responds to both manual and automated attacks. 
Other services include Static Cybersecurity Analysis; Targeted Live Security Testing; Role-
Based Access Control; External and Internal Vulnerability Scans; Network Penetration 
Security Testing; Manual Verification of Vulnerabilities; Manual Testing to Identify 
Vulnerabilities in Emergent Application Behavior; and Exploitation of Identified Application 
Vulnerabilities. 
Citrix NetScaler Upgrade State of Kansas - IT Professional Services: GSG updated all 
Managed Citrix NetScaler NMAS, SDX, and VPX appliances. SDX appliances have LOM 
firmware, Appliance firmware, and software upgrades required in the upgrade. The VPX 
instances are hosted on SDX they were also rebooted. The MAS manages backups and 
restores the config on the VPX so the backups will be done prior to firmware before the 
upgrade. 
IT Managed Services: GSG offers comprehensive Managed Network and Server Services, 
providing ongoing maintenance, monitoring, and management of IT infrastructure such as 
servers, switches, firewalls, and routers. This includes installation, patching, and upgrades 
to ensure systems are up to date with security and configuration best practices. GSG 
implements proactive monitoring with alert notifications for performance degradation or 
device failures, ensuring the overall security, availability, and reliability of the network and 
server environment. 
• Asset Management, Patch Management, Anti-Virus Management, Data Backup, 

Disaster Recovery Planning and Implementation, Change Management, Server and 
Network Performance, and Capacity Monitoring and Alerting.  

Desktop Application Support Performance of basic support functions, including the 
installation of PC's, laptops, printers, peripherals, and office software; diagnosis and 
correction of desktop application problems, configuring of PC's and laptops for standard 
applications; identification and correction of user hardware problems, with advanced 
troubleshooting as needed. 
�� Relevancy 
• Size: GSG supported IT security across all state agencies in Kansas, demonstrating 

our ability to deliver tailored, large-scale cybersecurity services to complex 
environments with diverse needs, similar to the Lead State's multi-department scope. 

• Scope: We provided a full range of services, including vulnerability assessments, 
incident management, disaster recovery planning, and forensic analysis. Our 
experience in compliance with state and federal regulations aligns with the Lead State’s 
cybersecurity requirements. 

• Complexity: GSG managed complex tasks such as network upgrades, malware 
evaluations, and continuous monitoring, ensuring system security, reliability, and 
compliance. Our end-to-end approach is a strong match for the Lead State’s need for 
comprehensive, integrated IT security services. 

Reference #3 Cyber Security Services - City of New Orleans 

Reference #3 - Cyber Security Services  
Client Name City of New Orleans 

Contract Dates September 2022 – September 2024 
Contract Value $1.5 Million  
Contact Details LaShonda Hunter-Mendy, ITI Data Center Manager 

LaShonda.Hunter@nola.gov | (504) 658-7624  

mailto:LaShonda.Hunter@nola.gov
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Description of 
Services 

GSG has been selected as a strategic partner by the City of New Orleans – New Orleans 
Police Department (NOPD) to purchase multiple, specific technology and cyber security 
services and products that are core components of their enterprise infrastructure.  
They are providing:  
• Data Management  
• Data Security  
• Network Detection Response 

(NDR)  
• Endpoint Detection Response 

(EDR)  
• Managed Defense and 

Response (MDR)  
• Endpoint Protection  
• Email Security Firewall  
• Incident Response Services 

• Security Awareness  
• Vulnerability Assessments  
• Penetration Testing  
• Security Information Event Manager (SIEM)  
• Threat Remediation  
• Forensic Analysis  
• Web Application Vulnerability Scanner  
• Multifactor Authentication and Recovery 

Services 

 

�� Relevancy 
• Size: GSG partnered with the New Orleans Police Department (NOPD) to provide 

extensive cybersecurity services, showcasing our ability to integrate complex security 
solutions across large, multi-department systems — similar to the Lead State's 
expansive network of agencies. 

• Scope: Delivered a comprehensive suite of services, including Data Security, NDR, 
EDR, Vulnerability Assessments, Penetration Testing, and Incident Response. Our 
experience aligns closely with the Lead State’s needs for robust cybersecurity, risk 
assessments, and compliance with federal and state regulations. 

• Complexity: GSG provided end-to-end security solutions from Incident Response to 
Threat Remediation and SIEM integration, strengthening NOPD's security 
infrastructure. This approach aligns with the Lead State's requirement for a 
comprehensive, scalable cybersecurity strategy that covers threat detection, 
vulnerability management, and data protection across diverse environments. 

• Describe how you intend to market your Master Agreement and encourage participation among potential 
Participating Entities, including state governments. 

GSG’s Response: 

Targeted Digital Outreach 

GSG will implement a targeted digital outreach strategy to promote the Master Agreement to potential Participating 
Entities, focusing on state governments and large consortia. A custom-built marketing automation platform (Python 
with FastAPI, hosted on AWS ECS) will leverage a PostgreSQL database of state government contacts, sourced 
from public records and enriched with LinkedIn Sales Navigator API data. The platform uses machine learning 
models (scikit-learn) to segment contacts by role (e.g., CIO, procurement officers) and prioritize outreach based on 
historical engagement data. Personalized email campaigns, generated via Jinja2 templates and dispatched through 
SendGrid with DKIM signatures, will highlight the Master Agreement’s technical capabilities, such as integration 
with Splunk for incident response or AWS-hosted compliance workflows. A React-based landing page (hosted on 
AWS Amplify) will serve as a central hub, featuring interactive demos of GSG’s ServiceNow-driven breach 
management portal, with engagement metrics tracked in Elasticsearch and visualized on a Grafana dashboard for 
real-time optimization. 

API-Driven Procurement Integration 

To encourage participation, GSG will offer API-driven integration with state procurement systems to streamline 
contract adoption. A RESTful API (Flask-based, hosted on AWS Lambda) will expose Master Agreement details 
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(e.g., service descriptions, SLA metrics) in JSON format, enabling seamless integration with platforms like 
eProcurement or SAP Ariba. The API uses OAuth 2.0 for authentication and rate limiting to ensure security, with 
documentation generated via Swagger and hosted on a static S3 site. GSG will provide Python and JavaScript 
SDKs, stored in a public GitHub repository, to simplify integration for state IT teams. A dedicated support portal 
(Django-based, hosted on AWS EC2) will offer technical guides and a ticketing system (Zendesk integration) for 
procurement-related queries, with response times tracked in MongoDB to ensure SLA compliance. 

Virtual Technical Workshops 

GSG will host virtual technical workshops to demonstrate the Master Agreement’s value to state IT and 
cybersecurity teams. Workshops will be delivered via a secure Zoom instance with breakout rooms, showcasing 
live demonstrations of GSG’s tools, such as CrowdStrike Falcon for endpoint containment or LaTeX-generated 
compliance reports. A custom orchestration tool (Apache Airflow) will automate workshop scheduling and participant 
invitations, pulling contact data from the PostgreSQL database. Workshop content will be hosted on a Moodle-
based learning management system, with interactive modules on topics like NIST 800-61R2-compliant incident 
response. Post-workshop feedback will be collected via a React-based survey tool, with responses analyzed using 
a natural language processing model (spaCy) to refine future sessions. Recordings and materials will be stored in 
an encrypted AWS S3 bucket, accessible via a secure portal. 

Consortium-Tailored Analytics Dashboard 

To engage large consortia, GSG will provide a consortium-tailored analytics dashboard for centralized oversight of 
Participating Entity performance. The dashboard (React with D3.js, hosted on AWS Amplify) will integrate with 
ServiceNow APIs to display real-time metrics, such as incident resolution times or notification delivery rates, 
aggregated across consortium members. Data will be sourced from a centralized MongoDB database, with access 
controlled via Okta SSO and role-based permissions. A Python-based ETL pipeline (Pandas) will normalize data 
from disparate state systems, ensuring consistency. The dashboard will support exportable reports (JSON and PDF 
via LaTeX) for consortium governance meetings, with usage logs stored in AWS CloudTrail for auditability. GSG 
will offer Webex-based training sessions for consortium administrators, with materials versioned in a Confluence 
knowledge base. 

Automated Social Media Amplification 

GSG will amplify awareness of the Master Agreement through automated social media campaigns on platforms like 
LinkedIn and X. A custom content scheduling tool (Python with Celery, hosted on AWS ECS) will generate posts 
highlighting technical differentiators, such as GSG’s use of Zeek for network monitoring or Jinja2 for notification 
templating. Posts will be tailored using a generative text model (Hugging Face Transformers) trained on 
cybersecurity terminology, with scheduling optimized based on engagement analytics from the LinkedIn API. Media 
content, such as demo videos of the React-based breach portal, will be hosted on AWS S3 and embedded in posts. 
Engagement metrics will be ingested into Elasticsearch via a Kafka pipeline, with a Grafana dashboard providing 
insights to refine campaign strategies. All posts will link to the Amplify-hosted landing page, driving traffic to Master 
Agreement resources.  

• Describe features of the dedicated website you will be setting up for this Master Agreement, including, as 
applicable, customized price lists for each Participating Entity, staff contact information, and online 
ordering capabilities. 

GSG’s Response: 

GSG will establish a dedicated website for the Master Agreement, hosted on AWS Amplify with a React-based 
front-end optimized for scalability and security. The site will feature a dynamic pricing module, driven by a FastAPI 
backend (Python) that queries a PostgreSQL database containing customized price lists for each Participating 
Entity. Prices will be generated based on pre-negotiated terms stored in JSON format, with access restricted via 
Okta SSO and role-based permissions to ensure only authorized users view entity-specific rates. A staff directory, 
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populated from a MongoDB database via a RESTful API, will display contact information for GSG’s account 
managers and Breach Response Specialists, with secure email links (SendGrid integration) for direct 
communication. Online ordering will be enabled through a ServiceNow-powered e-commerce portal embedded in 
the site, allowing Participating Entities to submit purchase orders for services like incident response or credit 
monitoring. The portal will use a GraphQL API to validate orders against Master Agreement terms, with order status 
tracked in real time on a Grafana dashboard. The website will include a searchable knowledge base (Confluence 
integration) with technical documentation and compliance guides, rendered as static pages for low-latency access. 
All data transmissions will be encrypted with AES-256, with audit logs stored in AWS CloudTrail for compliance. 

• Describe the staff and other resources that will be allocated to your Master Agreement and the training 
you will provide to staff to ensure their familiarity with Master Agreement terms and pricing and their 
compliance therewith. 

GSG’s Response: 

GSG maintains a team of extraordinary cybersecurity professionals. The quality of our team is peerless, having 
executed multiple programs of similar scope and complexity.  

 

All GSG’s cybersecurity personnel: 
Have completed over 1,000 projects over the past Ten Years.  
Has over ten years of experience in providing cybersecurity and related services. 

In addition to having degrees in relevant fields, they also carry one or more of the following certifications or their 
equivalent. 

GSG’s Cyber Related Certifications 

GSG maintains one of the most comprehensive cybersecurity certification portfolios 
in the industry — demonstrating our commitment to technical excellence, regulatory 
compliance, and proactive threat defense. Our team holds over twenty advanced 
cybersecurity certifications, including: 

• Governance and Risk (CISM, CRISC, CGEIT) 
• Cloud Security (CCSK) 
• Penetration Testing and Ethical Hacking (GPEN, GWAPT, GCIH, GSEC) 
• Forensics and Incident Response (GCFA, GCFE, CFCE, CHFI, SANS 508, 

SANS 572) 
• Compliance and Audit (CAP, PCIP, CSX) 
• Enterprise Security Architecture (CHSE, CCIP, ISSAP) 

These certifications span domains such as incident handling, malware analysis, 
governance, digital forensics, cloud security, and secure software testing. Our 
personnel are equipped not just to meet, but to exceed, standards outlined in frameworks such as NIST CSF, 
FISMA, HIPAA, PCI DSS, and ISO/IEC 27001. 

By maintaining this depth of knowledge and accreditation, GSG ensures that WISD will be supported by 
professionals who are certified, current, and capable of addressing today’s evolving cybersecurity threats. 

Summary of Assigned Staff 

 Name Position Yrs. Exp Partial Certification Summary 

Project 
Team 

Ajit Kumar 
Patel Senior Contract Manager 39+ 

ITIL-ITSM, Six-Sigma Green Belt, 
Manufacturing Enterprise Leadership, 
Systems Engineering Development 

Vatsal Shah Security/Technology Senior 
Analyst 20+ PCIP, CCSK, CISA, CEH, TL, CISSP, 

CISSP-ISSAP, GWAPT, OP 
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Kumar Setty Cybersecurity Assessor 15+ CISSP, CISA, CCSK, ITIL, PCIP, AWS, 
HCISSP 

Manoj Kumar Business Process/ Risk 
Management Senior 

Consultant 

21+ Security+, CompTIA, CISSP, ISC2, CISA, 
ISACA, NCFM 

Rubin Mehta Forensics Incident 
Investigator 10+ CEH, CCNA, CCSP, Security+, CSE, 

ESM/SIM 
Kalpesh 
Unadkat 

Breach Coach 25+ CISSP, HIPAA, CCNP, ITIL, LEAN 

Our team will be overseen by our Senior Contract Manager, Mr. Patel, who has over thirty-nine years managing 
complex IT and cybersecurity projects for both the public and private sector. Mr. Patel will be the point of contact 
while the assessment is ongoing.  

The Senior Contract Manager manages and supervises personnel involved in all aspects of the project activity, 
including organizing and assigning responsibilities to subordinates and overseeing the successful completion of all 
assigned tasks. 

Mr. Patel will generate and update technical and financial reports. He will also perform the day-to-day management 
of overall contract support operations. He has managed contracts wherein GSG’s staff have performed over 300 
penetration tests, vulnerability assessments, and web application assessments. 

Your 
GSG 

Team: 

 Averages over fifteen years of experience completing similar work for government customers. 
 Has advanced degrees and technical certifications. 
 Has extensive experience with cybersecurity assessment. 
 Has worked together on multiple cybersecurity contracts. 

Why This Team is Ideal for Lead State’s Cybersecurity Objectives 

��� Deep Expertise in State-Level Cybersecurity 
Our team has extensive experience working with state governments and public-sector entities, providing tailored 
cybersecurity solutions for complex regulatory and operational challenges. This ensures that we can seamlessly 
support the Lead State’s unique cybersecurity requirements. 

��� Proven Technical Expertise Across All Domains 

With certifications like CISSP, CISA, and ISO 27001, our experts are well-versed in critical cybersecurity 
frameworks (NIST, PCI-DSS, HIPAA). We have hands-on experience in penetration testing, SIEM deployment, 
endpoint protection, and cloud security, ensuring comprehensive coverage for the Lead State’s infrastructure. 

������� Strong Leadership for Cybersecurity Maturity 

Mr. Patel, our Senior Contract Manager, has decades of leadership in government cybersecurity programs. His 
expertise in managing complex, cross-functional projects will ensure the Lead State’s cybersecurity maturity and 
long-term resilience, while maintaining strong stakeholder engagement. 

��� Risk and Compliance Expertise 

Mr. Kumar and Mr. Setty offer deep experience in risk management, compliance (NIST RMF, ISO 27001, HIPAA), 
and audit readiness. Their expertise ensures that the Lead State will meet both technical security and regulatory 
compliance requirements efficiently. 

��� Comprehensive End-to-End Cybersecurity Services 

From baseline assessments to full security implementation, our team provides audit-ready documentation, 
penetration testing, policy development, remediation, and ongoing monitoring. We ensure that the Lead State's 
cybersecurity objectives are met at every phase. 

 

Team Skills Heat Map (Color-Coded) 
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Team Member CIS/NIST 
Assessments 

Penetration 
Testing 

SIEM/IR Policy and 
Risk 

Public Sector 
Experience 

Audit/Compliance 

Ajit Kumar Patel � � � � � � 
Vatsal Shah � � � � � � 
Kumar Setty � � � � � � 
Manoj Kumar � � � � � � 
Rubin Mehta � � � � � � 

Kalpesh Unadkat � � � � � � 

Visual Key: 

• � = Extensive direct experience 
• � = Moderate, supporting experience 

Relevant Experience of Individual Team Members  
Ajit Kumar Patel — Senior Contract Manager 

Ajit Kumar Patel — Senior Contract Manager  
Professional Credentials 
 MS, Adv. Chemical Engineering, Imperial 

College of Science & Tech., U. of London, U.K. 
 BS, Chemical Engineering, London South 

Bank University, London, U.K. 

 Six-Sigma Green Belt Certification (Ford Motor) 
 Manufacturing Enterprise Leadership Certification 

(EDS) 
 Systems Engineering Development Certification (EDS) 

Experience  
Mr. Patel is an accomplished IT professional with thirty-nine years of experience in finance, manufacturing, and 
product engineering. Known for delivering IT solutions from project initiation to implementation and operational 
management, he is skilled in project management, process improvement, and client relations. Mr. Patel holds 
Six Sigma Green Belt and ITIL-ITSM certifications and is recognized for his integrity, systematic approach, and 
ability to build strong relationships across all organizational levels. His expertise spans leadership, business 
analysis, resource planning, and team development, consistently achieving high client and sponsor satisfaction. 
Mr. Patel managed a $10M+ portfolio at Consumers Energy, overseeing financial forecasting and resource 
planning while coaching project managers. He led the development of a customer-facing 'Outage Map' for Fast 
Switch and managed a multi-year Outage Management System upgrade across eight departments. At Geometric 
Americas, Mr. Patel directed PLM solutions and managed post-divestiture system separation, ensuring high client 
satisfaction on time and within budget. While at Ford Motor Company, he delivered over $5M in projects under 
budget, managed global IT initiatives, and streamlined operations. Additionally, he led back-end releases for a 
major IT program at Logica and managed a $5M IT services portfolio at EDS, improving client satisfaction and 
delivery. 

Relevant Key Project Experience 
�� Gwinnett County Board of Commissioners | GSG: Led NIST-based IT security audits, risk assessments, 
and control testing, providing actionable recommendations for compliance and security improvements. 
�� Jacksonville Aviation Authority | GSG: Managed PCI and CJIS-compliant penetration testing and 
vulnerability assessments, ensuring minimal disruption across airport operations. 
�� City of Grand Rapids | GSG: Directed CISOaaS, vulnerability scanning, penetration testing, and incident 
response, with quarterly threat intelligence and risk reporting. 
�� City of Sunnyvale | GSG: Led security audits and risk assessments, managing project operations and 
delivering strategic recommendations for infrastructure security. 
�� State of Kansas | GSG: Oversaw cybersecurity assessments for EpiTrax, ensuring secure deployment for 
public health surveillance and outbreak management. 
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�� Sacramento Regional Transit District | GSG: Delivered cybersecurity consulting, focusing on risk 
management and incident response for critical transit infrastructure. 
�� City of New Orleans | GSG: Managed cybersecurity service implementation, including penetration testing, 
endpoint protection, and MDR for enterprise infrastructure. 

Vatsal Shah — Security/Technology Senior Analyst 

Vatsal Shah — Security/Technology Senior Analyst 
Professional Credentials  
 MS, Computer Science, Univ. of Bridgeport 
 PCI Professional (PCIP) 
 Certificate of Cloud Security Knowledge V.4 (CCSK) 
 Certified Information Systems Auditor (CISA) - 

Certification No: 0436678 
 Certified Ethical Hacker (CEH) - Certification No: 

ECC913204 
 High Value Asset Technical Lead (TL) Training 

 Certified Information Systems Security 
Professional (CISSP) - Certification No: 56696 

 Certified Information Systems Security 
Professional- Information Systems Security 
Architecture Professional (CISSP-ISSAP)  

 GIAC Web Application Penetration Tester 
(GWAPT) - Certification No: 4904 

 High Value Asset Operator (OP) Training  
Experience  
Mr. Shah is a seasoned IT and Operations professional with over twenty years of experience, specializing in 
vulnerability assessment, penetration testing, auditing, and incident response management. His expertise 
includes secure network architecture, 802.11x (Wi-Fi), web applications, SCADA, Process Control Networks 
(PCNs), Programmable Logic Controllers (PLCs), physical and database security, application security, and 
regulatory compliance. Mr. Shah has strong technical skills in network technologies, operating systems, and IT 
infrastructure security controls. 

Relevant Key Project Experience 
�� City of Sunnyvale | GSG: Led penetration testing, security assessments, and provided recommendations 
for IT security solutions including NGFW, SIEM, EDR, and DDoS protection, ensuring compliance with the 
industry’s best practices. 
�� City of Roseville | GSG: Developed security assessment plans for critical infrastructure systems, conducted 
vulnerability scanning and penetration testing, and crafted emergency response and recovery plans using NIST 
guidelines. 
�� Oakland County, Michigan | GSG: Led Tabletop Exercises to test cybersecurity preparedness, including 
scenario planning, facilitation, and post-exercise evaluations to identify security gaps and develop actionable 
improvements. 
�� San Diego County Regional Airport Authority | GSG: Performed systems and network penetration testing 
and conducted CIS Critical Security Controls (CSC) assessments for aviation security systems, ensuring robust 
protection for critical infrastructure. 
�� Jacksonville Aviation Authority | GSG: Directed external and internal penetration testing across airport 
facilities, ensuring compliance with CJIS, PCI, and general security frameworks, and developed detailed 
vulnerability remediation plans. 
�� Kansas Dept. of Health & Environment | GSG: Conducted external security scans for EpiTrax, verifying 
vulnerabilities and performing exploitation testing to secure public health surveillance applications. 
�� Lansing Board of Water and Light | GSG: Managed penetration testing for enterprise applications, focusing 
on new deployments and major upgrades, identifying vulnerabilities, and recommending remediation strategies. 
�� USDA Office of the Chief Information Officer | GSG: Provided operational security assessments, including 
penetration testing and web security evaluations for high-value applications, ensuring compliance with security 
best practices and regulatory requirements. 

Kumar Setty — Cybersecurity Assessor 

Kumar Setty — Cybersecurity Assessor  
Professional Credentials 
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 MS, Software Engineering Carnegie 
Mellon MBA, University of Illinois, 
Chicago 

 BS, Chemical Engineering, University of 
Rochester 

 CISSP — Certified Information 
Systems Security Professional - 
Certification No: 436118 

 CISA — Certified Information Systems 
Auditor - Certification No: 0753604 

 CCSK — Certificate of Cloud Security Knowledge  
 ITIL v3 Foundations Certification  
 Payment Card Industry – Qualified Security Assessor - 

Certification No: 206-141 
 Payment Card Industry Professional (PCIP)  
 Stanford University — Software Security Foundations 

Certification 
 AWS — Amazon Web Services Certified Cloud Practitioner  
 HCISPP — Healthcare Information Security and Privacy 

Practitioner - Certification No: 436118 
Experience  
Mr. Setty has more than fifteen years of experience in providing penetration testing in multiple sectors including 
the university, healthcare, finance, and technology sectors. Mr. Setty is highly adept in developing and 
implementing security, privacy, and breach management programs with expertise in vulnerability assessment 
and penetration testing. In-depth knowledge of security assessments of databases, EHR/EMR, SAP, Oracle 
Financials, and other ERPs with eight years of experience in performing security and privacy risk assessments 
and audits. Well-versed in HITRUST SOC 1/2/3, FFIEC, NIST, COBIT, HIPAA, PCI-DSS, SEI-CMM 
methodology, IT QA methods, and ISO security standards with vast understanding of threat modeling using 
frameworks, such as Octave Allegro and MITRE ATT&CK. 

Relevant Key Project Experience 
�� City of Grand Rapids | GSG: Provided vCISO support, conducting cybersecurity assessments, remediation 
activities, and cyber maturity assessments for multiple clients. Developed audit charters and frameworks to align 
with industry standards. 
�� Halo Investing: Established security infrastructure for a fintech startup, implementing risk management 
frameworks, IT policies, and a disaster recovery program. Led the design and execution of a secure file transfer 
portal and optimized data security with AWS, Sophos, and JumpCloud IAM. 
�� Client Confidential | GSG: Led cloud security and risk management for healthcare and fintech clients, 
developing AWS security assessments, policies, and compliance strategies aligned with HITRUST, HIPAA, and 
PCI-DSS. Directed vulnerability assessments and penetration testing for hosted applications. 
�� Presence Health: Improved data security and privacy for healthcare clients, conducting vulnerability 
assessments, penetration tests, and threat modeling. Ensured regulatory compliance with HIPAA and 
implemented breach notification and security policies. 
�� Grant Thornton LLP: Managed SOC 1, 2, and 3 attestation engagements, focusing on cloud security for 
mid-market and healthcare clients. Directed audits and assessments, providing recommendations for security 
improvements and compliance. 
�� PricewaterhouseCoopers: Directed audits for Fortune 500 companies, focusing on network security, HIPAA 
compliance, ERP security, and IT SOX. Managed global projects with teams of 10-25 employees, delivering 
successful outcomes within budget. 

Manoj Kumar — Business Process/ Risk Management Senior Consultant 

Manoj Kumar — Business Process/ Risk Management Senior Consultant 
Professional Credentials 
 B-Tech, Computer Science & Information Technology, 

Institute of Engineering & Technology (India)  
 Executive MBA, Northwestern Kellogg School for 

Management (USA)  
 YSM - Young Software Manager, Globsyn 

Technologies, India BS 7799/ISO 27001 Lead 
Auditor, BSI 

 Security+, CompTIA USA, Credential ID  
 CISSP - Certified Information Systems Security 

Professional, ISC2, USA, Credential ID 39277 
 CISA - Certified Information Systems Auditor, 

ISACA 
 NCFM - Capital Market, NSE, INDIA, Credential ID  
 NCFM - Securities Market, NSE, INDIA 

Experience  
Mr. Kumar has over twenty-one years of experience with enterprise risk management entailing operational, 
technology, regulatory risks for various industries, such as the banking and financial services, government, 
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utilities, energy sectors, and the Big 4. Experience working with senior executives within all lines of defense (1st, 
2nd, and 3rd). Adept at negotiations with business, compliance, operations, internal audit, external audit, 
regulators, legal and vendor/third parties. Trusted risk partner for complex transformation projects, migration from 
legacy to Cloud, MRA/MRIA, risk and control assessments and mergers, and acquisition/integration risks. 
Conducted various risk management training and executive level risk reporting (KRIs and KPIs) to educate the 
current posture of enterprise key risk to various stakeholders. Built Risk Management toolkits for large and 
complex organization to start ups – policies, procedures, controls/RCSA from scratch leveraging various Risk 
Management frameworks/guidelines – ISO 27001, FFIEC, COSO, COBIT, NIST RMF, CIS RMF, PCI-DSS, 
Sarbanes Oxley (SOX 404), SOC 2/SSAE 16, HIPAA, Local Privacy Laws, GDPR, GLBA, Dodd Frank, BSA/AML, 
BCP/DR, etc. Evaluation and risk assessment of software products/third party services critical to business 
operations of the clients. Helped organizations achieve ISO 27001 certification and SOC 1 and SOC 2 (SSAE 
16) reports. Negotiated on Agreed Upon procedure (AUP) in lieu of SOC 2 reports. 

Relevant Key Project Experience 
�� Gwinnett County Government | GSG: Led IT/OT Risk and Compliance Management Audit, enhancing 
cybersecurity posture based on CIS and NIST frameworks. Advised on PCI 4.0 transition and HIPAA compliance 
for various departments including Fire and Emergency Services. 
�� Grubhub: Conducted SOX testing and pre-IPO SOX readiness assessment, aligning with COSO/COBIT 
frameworks. Managed third-party SOC reporting assessment, ensuring security governance across operations. 
�� Ethos Life: Led pre-IPO SOX readiness and compliance assessment, focusing on regulatory frameworks 
such as COSO and COBIT. Provided actionable risk and control recommendations to meet financial regulatory 
requirements. 
�� Detroit Wayne Integrated Health Network | GSG: Managed third-party SOC reporting assessment, 
leveraging AICPA and SSAE 18 standards to enhance data security governance and compliance across multiple 
systems. 
�� Regional Water Resource Agency | GSG: Advised on ITGC policies and conducted controls assessment, 
ensuring compliance with NIST frameworks and strengthening cybersecurity measures for critical infrastructure. 
�� Government of Massachusetts, EOTSS/OSMT | GSG: Conducted an IT Audit Assessment for the school 
network, ensuring compliance with state and federal cybersecurity regulations. Delivered audit documentation 
and risk-based recommendations for operational continuity. 
�� WEX Inc: Led risk management for the Euro Garages Fuel Card M&A integration, conducting risk 
assessments based on ISO 27001, PCI-DSS, and GDPR. Developed and streamlined M&A playbook and 
integration processes to mitigate risks. 
�� TD Bank: Guided risk management for multi-million-dollar currency upgrade projects and cloud-based 
solutions. Led enterprise data platform modernization while ensuring regulatory compliance and risk mitigation. 
�� Santander Bank: Led the validation of over 400 internal controls in capital reporting, consulting on regulatory 
reporting requirements such as MRA/MRIA and CCAR. Provided leadership on regulatory compliance and control 
assessment strategies. 

Rubin Mehta — Forensics Incident Investigator 

Rubin Mehta — Forensics Incident Investigator 
Professional Credentials 
 Master of Engineering in Computer 

Networks 
 Ryerson University 
 Bachelor of Engineering in Electronics 
 North Maharashtra University 
 Certified Ethical Hacker (C|EH), EC-Council 
 CCNA (Cisco Certified Network Associate) 

(Exam: 640-802) 
 Cisco Information Security Specialist (Exam: 

640-553) 
 Splunk Certified Systems Engineer/Architect 

 CCSP (Cisco Certified Security Professional) 
 RSA envision CSE (Certified Systems Engineer) (Score-

100%) 
 McAfee Host Intrusion Prevention & ePolicy Orchestrator 

Certified 
 Arc Sight Certified Advanced Integrator/Administrator 
 Arc Sight Certified Security Analyst - ESM\SIM 
 CISSP (Certified Information Systems Security Professional) 

in progress 
 Online training by the US Department of Homeland Security 

- Cyber Security and Control Systems 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 118 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

Experience  
Mr. Mehta has over ten years of experience in network security, data networking, and information technology. 
Mr. Mehta is a proven, results-oriented, and senior level information security professional. Mr. Mehta has a wealth 
of knowledge in security architecture, engineering, operations, and managed security services. 

Relevant Key Project Experience 
�� Department of the Interior - Interior Business Center | GSG: Led full-scale system assessments and 
authorization audits, providing comprehensive Information System Security Line of Business (ISSLOB) support. 
Delivered targeted security audit functions based on agency needs, ensuring compliance with federal security 
regulations. 
�� Johnson County Community College (JCCC) | GSG: Improved Information Security Incident Management 
processes by integrating best practices and recommending actionable solutions to enhance the College's security 
posture. Developed clear objectives, measurements, and prioritizations for ongoing improvement. 
�� Suburban Mobility Authority for Regional Transportation | GSG: Developed and implemented a robust 
Disaster Recovery (DR) plan, including Co/Lo site, secondary data centers, and cloud-based DR technologies to 
ensure business continuity and secure operations in case of disruptions. 
�� State of Kansas, Board of Tax Appeals | GSG: Led external vulnerability scans and penetration testing, 
exploiting identified vulnerabilities to gain system-level access and improve the overall security posture. Provided 
recommendations for remediation to protect sensitive data and critical infrastructure. 
�� Security Byte Inc.: Designed and implemented SIEM solutions, providing guidance on security architecture, 
risk management, and operational effectiveness. Developed security architecture artifacts to integrate security 
requirements into projects and day-to-day operations. 
�� Bank of Montreal: Onboarded custom application and database logs into Splunk. Developed custom parsers 
to normalize event logging, ensuring that security monitoring aligned with BMO’s use case requirements. 
Provided consultative advice on security best practices. 
�� USDA Office of the Chief Information Officer | GSG: Performed penetration testing and security 
assessments for web servers and applications. Ensured compliance with federal regulations and industry 
standards such as NIST, DISA STIGs, and OWASP Top 10, strengthening the agency's cybersecurity framework. 
�� Herjavec Group Inc.: Led SIEM architecture and use case development for client onboarding (Splunk and 
IBM QRadar). Provided mentorship to SOC teams and supported pre-sales efforts, producing quality proposals 
for SIEM integration and security monitoring. 

Kalpesh Unadkat — Breach Coach 

Kalpesh Unadkat — Breach Coach 
Professional Credentials 
 Master of Science, Network Security, Capitol College 
 CISSP (Certified Information Systems Security 

Professional) – Certification No: 24636 

 Certified HIPAA Professional 
 University of Michigan Health System LEAN Training 
 ITIL Foundation Certification 
 CCNP (Cisco Certified Network Professional) 

Experience  
Mr. Unadkat has twenty-five years of experience involving information system security for health care 
organizations. He is highly experienced with Splunk, Oracle, SQL Server, LAMP, tomcat, jBoss, jQuery, Windows 
XX, 2012/2009, UNIX (AIX, HP/UX, Linux), Cisco WISM/5500/4400 series wireless controllers and 1242, 
1230,1512, 1300 and 3500 series wireless access points, Checkpoint Firewall-1 and VPN-1 products, BMC 
Remedy, Perl, C Shell, and CVS. 

Relevant Key Project Experience 
��Boston Public Health Commission | Cybersecurity Subject Matter Expert (SME): Provided expert 
guidance on healthcare cybersecurity, focusing on HIPAA compliance, eHealth application security architecture, 
and system development support. Advised on best practices for securing sensitive healthcare data and managing 
system vulnerabilities. 
�� University of Michigan Health System | IT Monitoring Lead: Led the Enterprise Inventory Project, 
collaborating with multiple departments to identify, catalog, and validate devices across the health system 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 119 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

network. Directed the SIEM project across the University, recommending and implementing Splunk to monitor 
and secure IT infrastructure across multiple campuses. 
�� University of Michigan Health System | Network Architect (Lead): Designed and implemented a 
comprehensive network security strategy, including firewalls, VPNs, and intrusion detection solutions. Led the 
migration from Checkpoint VPN to Cisco SSL VPN and introduced Duo Security for two-factor authentication to 
strengthen system access controls. 
�� University of Michigan Health System | Network Infrastructure Lead: Led the design and implementation 
of a secure wireless network for the hospital system, including policy development and security enforcement. 
Spearheaded the upgrade of UMHS’s network to a Cisco switched network, improving performance and security. 
�� University of Michigan Health System | Network Management Lead: Implemented a comprehensive 
wireless LAN management solution for over 3,000 wireless access points and introduced CiscoWorks 2000 for 
network management. Managed the Remedy Helpdesk system and developed security incident handling 
procedures. 

• Describe how you intend to encourage adoption and usage of your Master Agreement by Participating 
and Purchasing Entities. 

GSG’s Response: 

GSG will drive adoption of the Master Agreement through a multi-channel technical engagement strategy targeting 
Participating and Purchasing Entities. A marketing automation platform (Python with Celery, hosted on AWS ECS) 
will manage outreach, using a PostgreSQL database of entity contacts enriched via LinkedIn API. Personalized 
email campaigns, dispatched through SendGrid with TLS encryption, will showcase technical benefits, such as 
Splunk-driven incident detection or LaTeX-generated compliance reports, with A/B testing optimized via a scikit-
learn model. GSG will host virtual technical demos via Zoom, demonstrating tools like CrowdStrike Falcon for 
containment or ServiceNow for breach management, with session scheduling automated by Apache Airflow. A 
React-based landing page (AWS Amplify) will provide access to demo videos and SDKs (Python, JavaScript) for 
integrating GSG’s APIs with entity systems, hosted on GitHub. To support usage, GSG will offer a consortium 
dashboard (React with D3.js) for real-time SLA metrics, pulling data from MongoDB via a Flask API. Social media 
amplification on LinkedIn and X, driven by a Hugging Face Transformers model for content generation, will link to 
the landing page, with engagement analytics in Elasticsearch driving campaign refinements. 

• Describe your approach to negotiation of Participating Addenda. Describe the extent to which you will 
provide Participating Entities flexibility in incorporating entity-specific language into their Participating 
Addenda. (e.g., Do you require entities to provide statutory citations for their entity-specific language? 
Are you able to devote resources to simultaneous negotiation of multiple Participating Addenda?) 

GSG’s Response: 

GSG’s approach to negotiating Participating Addenda leverages a streamlined, technology-assisted process to 
ensure efficiency and flexibility. A dedicated contract management platform (built on ServiceNow with a custom 
Addenda module) will centralize negotiations, using a MongoDB database to store entity-specific terms and track 
revisions. The platform integrates with DocuSign for e-signatures, enabling secure and auditable document 
exchanges. GSG will allow Participating Entities to incorporate entity-specific language, provided it aligns with the 
Master Agreement’s scope, without mandating statutory citations unless required for regulatory compliance (e.g., 
HIPAA, CCPA). A Python-based compliance checker (using spaCy for NLP) will analyze proposed language against 
a PostgreSQL database of legal requirements to flag conflicts, with results reviewed by GSG’s Breach Response 
Specialists. To handle simultaneous negotiations, GSG will deploy a task orchestration engine (Apache Airflow) to 
assign legal resources dynamically, with workload metrics visualized on a Grafana dashboard. A secure negotiation 
portal (Django-based, hosted on AWS EC2 with Okta SSO) will provide real-time updates, document sharing, and 
chat functionality (Microsoft Teams integration), ensuring transparency and scalability across multiple addenda.  

• Describe your ability to provide products and services immediately upon execution of a Master Agreement 
and Participating Addenda. 

GSG’s Response: 
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GSG is equipped to deliver products and services immediately upon execution of the Master Agreement and 
Participating Addenda, leveraging pre-configured cloud infrastructure and automated workflows. Core services, 
including incident response, breach coaching, and notification systems, are hosted on AWS, with Kubernetes (EKS) 
ensuring high availability and scalability. A Terraform-based infrastructure-as-code pipeline pre-deploys resources 
like Splunk Enterprise for log analysis, CrowdStrike Falcon for endpoint protection, and ServiceNow for incident 
orchestration, ready for activation upon contract execution. API integrations (e.g., SendGrid for notifications, 
Experian for credit monitoring) are pre-authenticated with OAuth 2.0 tokens stored in AWS Secrets Manager, 
enabling instant connectivity. A Python-based onboarding script automates entity-specific configurations, such as 
SIEM rule customization or notification templates, pulling data from a MongoDB database populated during 
addenda negotiations. GSG’s Breach Response Specialists, supported by a 24/7 operations center, can initiate 
services within 1 hour of execution, with SLAs tracked in real time via a Grafana dashboard. All systems are pre-
audited for compliance with NIST 800-61R2 and HIPAA, with audit logs in AWS CloudTrail ensuring immediate 
traceability. 

• Describe how you will ensure summary and detailed sales information is promptly, completely, and 
accurately reported to you by your dealers, partners, and resellers for aggregation and reporting to 
NASPO ValuePoint in compliance with the terms of your Master Agreement. 

GSG’s Response: 

GSG will ensure prompt, complete, and accurate sales reporting from dealers, partners, and resellers through an 
automated data aggregation platform. A RESTful API (FastAPI, hosted on AWS Lambda) will enable partners to 
submit sales data in JSON format, validated against a schema stored in a PostgreSQL database to ensure 
completeness (e.g., order IDs, service types, entity details). API access will be secured with JWT authentication, 
with rate limiting enforced via Redis. A Python-based ETL pipeline (Apache Airflow) will process incoming data 
nightly, normalizing it with Pandas and storing it in a MongoDB database for aggregation. Discrepancies (e.g., 
missing fields, duplicate orders) will be flagged by a machine learning model (scikit-learn) trained on historical sales 
data, with alerts sent to partners via a ServiceNow ticketing system. Aggregated reports, compliant with NASPO 
ValuePoint requirements, will be generated in CSV and PDF formats using a LaTeX-based renderer, delivered via 
a secure SFTP server. A React-based dashboard (AWS Amplify) will provide GSG and NASPO administrators real-
time visibility into sales metrics, with drill-down capabilities powered by a GraphQL API. Audit logs of all data 
submissions and processing steps will be maintained in AWS CloudTrail for compliance verification. 

G. (ME) Customer Service 

• Identify your customer service hours of operation and when key account staff are available. 
• Describe how you handle problem identification and resolution. Describe how you respond to and 

resolve customer complaints and service issues. 
• Describe how you will assess customer satisfaction. 

GSG’s Response: 
GSG provides a variety of technical support options that include onsite, telephone, conference call, and online. Our 
personnel can also provide support by making visits onsite. We have a dedicated technical support hotline, where 
users can dial in and contact our Cybersecurity personnel. Our hours of availability are M‐F, 9am‐5pm. We can 
arrange conference calls with online support to share screens in order to discuss and resolve the issue. Our 
response time is within twenty-four hours since the issue has been brought and depending upon the complexity of 
the issue, we will provide the resolution times. For example, level 1 issues can be resolved within 24 hours. Level 
2 may take forty-eight hours to resolve and so on. 

Telephone Support – GSG provides a telephone number to contact. We will provide live technical support and 
available on regular business hours’ Eastern time Monday through Friday, excluding observed holidays. 

E‐Mail Support – We will provide one or more electronic mail addresses to which you may submit routine or non‐
critical support requests twenty-four hours a day, which we will address during regular business hours, 8:00 AM 
until 6:00 PM. 
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Online Support – We will provide an access to archive software updates and other technical information in online 
support databases, which are available, continuously, twenty-four hours a day. 

Software Updates – We will provide revisions of, and enhancements to, software products as and when such 
updates are released. 

We deliver, or make available to customers for download, software updates and support documentation via our File 
Transfer Protocol (FTP) site. 

Emergency Services – We will provide the full support for emergency services. 

Remote Support – When it is required for proper resolution of a maintenance request, GSG will provide remote 
assistance via the WebEx environment or another mutually acceptable remote communications method. 

At GSG, we understand that to maximize your success and productivity, our service includes high level support and 
maintenance for Cybersecurity software. This ensures that you have access to GSG’s telephone support resources 
when it matters most, as well as many other benefits such as updates and upgrades. Our resources are available 
24/7, and we are always ready to quickly identify the root cause of your issue, find a solution, and provide follow-
up communication to ensure your satisfaction. Our team utilizes remote access to your machines to resolve 
problems in as timely a manner as possible. Remote access support saves our clients both time and money by 
reducing delays in diagnosing and resolving issues. We utilize secure communications software to remotely access 
client systems. 

Global Solution Group’s Support 
Days of the week and hours support is available 
(Eastern Time) 

Monday through Friday, 6:00 A.M. to 
6:00 P.M. 

Average response time (initial call) 4 hours 
Maximum callback times (during normal business hours) 8 hours 
Average open ticket or problem resolution time 4–8 hours 

Normally our team resolves problems within one to two days. For critical issues, our team will review the issue and 
what will be required for resolution and develop a time frame to minimize the impact on the client. If the resolution 
can be implemented remotely, we would, ideally, decide to do so after business hours.  

Severity Time to 
Acknowledge 

Response Time Resources 
Assigned Within 

Updates Target Resolution 

Tier 4 10–15 minutes 
after escalating 

from Tier 3 

10–15 minutes 
after escalating 

from Tier 3 

1 hour hourly 1–2 hours 

Tier 3 ~30 minutes after 
escalating from 

Tier 2 

~30 minutes after 
escalating from 

Tier 2 

2 hours every 2 
hours 

4–8 hours 

Tier 2 ~1 hour  
after escalating 

from Tier 1 

~1 hour  
after escalating 

from Tier 1 

3 hours every 3 
hours 

1 business day 

Tier 1 ~3 hours ~3 hours 4 hours N/A 2 business days 
Severity Definition 

Tier 4 Error renders the program completely or nearly unusable or introduces a high degree of operational 
risk. No workaround is available. Until this error is resolved, the program’s use is essentially halted. 
Many users and/or care program functionality are severely impacted. 

Tier 3 Error renders essential functionality of the program to be consistently unavailable or obstructed and 
causes a moderate level of hindrance or risk. Workarounds may be available; however, the use of 
the program is acutely degraded and poses a continuing operational risk. A moderate number of 
users are significantly impacted, but the program continues to function overall. 

Tier 2 Error is an inconvenience or causes inconsistent behavior which does not impede the normal 
functioning of the program. It could be an error that occurs inconsistently and affects nonessential 
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Severity Time to 
Acknowledge 

Response Time Resources 
Assigned Within 

Updates Target Resolution 

functions, or an inconvenience which impacts a small number of users. It may also contain graphical 
errors where the visual display of the program is not ideal but still functioning correctly. 

Tier 1 Error has a small degree of significance, is a minor cosmetic issue, or is a ‘one-off’ case. A one-off 
case occurs when an error occurs infrequently and cannot be reproduced easily. These are errors 
that do not impact the daily use of the program. A Tier 1 error is something that does not affect 
normal use, and can be accepted for a period of time, but that the user would eventually want to be 
changed. 

• AMD 1  H. (ME) Offeror must describe how they meet AICPA SOC 2 compliant covering all 5 
functional areas (Security, Availability, Processing Integrity, Confidentiality, and Privacy), or a third-party 
assessment based on current revision of NIST 800-53 Moderate controls conducted with in the last two 
years, or FedRAMP authorization, or GovRAMP authorization, or equivalent. Offerors must provide 
documentation of their security practices. Offerors who fail to adequately demonstrate their security 
standards may be deemed non-responsive.  

GSG’s Response: 
We are an SBA 8(a) Certified Small Business, Certified Women Owned Small Business (WOSB), Certified Minority 
Business Enterprise (MBE), and Economically Disadvantaged Woman - Owned Small Business (EDWOSB). GSG 
has U.S. DoD Top-Secret Facility Clearance. GSG is undergoing the CMMC Certification process and waiting for 
DoD assessment approval.  

 

GSG is ISO/IEC 27001:2022 Certified for our Information Security and Cybersecurity practice 
for all our government agencies. This certification recognizes our organization-wide commitment 
to security. We have provided intensive documentation, including a detailed risk assessment, 
records of internal training, audits, managerial review, and documentation of the relevant controls 
and had our ISMS audited by an accredited body. 

 

We are ISO 9001:2015 Certified for Quality Management Systems encompassing all processes 
supporting next-generation technology services including Cybersecurity, Enterprise Integrated 
Security, Electronic Content Management, Document Management, IT/Professional Support, as 
well as Application Development and Maintenance Support. 

 

GSG has an ISO 20000-1:2018 Certified Service Management System supporting the provision 
of cyber security services, enterprise electronic content management services and application 
support services through its service delivery function and support functions. 

 

GSG has US DoD Top-Secret Facility Clearance. 

Our Security Program Assessment provides an analysis of the effectiveness of a company's security controls based 
upon compliance with identified industry standards, regulations, and statutes, such as FERPA, PCI-DSS 3.2.1, 
GLBA Safeguards Rule, GDPR (the European Union privacy standard), HIPAA, NIST Cyber Security Framework, 
CIS CSC 20 Security Controls, NIST SP800-53r4, NIST SP800-171r1, and NIST Risk Management Framework 
(RMF). 

GSG will assess your security environment to ensure that you follow each regulation that governs your industry 
which includes review of current documentation, policies and practices, interviews with key personnel comparisons 
against "best practices.” In performing cybersecurity services, our team can examine security elements including: 
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• Security policies, standards, and guidelines frameworks 
• Security organization and infrastructure 
• Security asset classifications 
• Personnel security and training 
• Physical and environmental security 
• Network, communications, and operations management 
• Telecommunications security 
• Systems development and maintenance 
• Security administration and access control 
• Anti-virus protection 
• Incident response identification and response 
• Business continuity planning 
• Legal compliance 
• Privacy 

In Security Technology Assessment we perform a high-level security review of the external security boundary 
along with selected key areas and systems to determine potential vulnerabilities and risks where primary systems 
and areas of interest include: 

• Internet connectivity 
• Remote access 
• Business partner connections 
• Critical internal network infrastructure 
• Application security infrastructure 

The following demonstrates developing organization including industry standards description:  

Developing Organization Industry Standards 
Open-Source Security 
Testing Methodology Manual 
(OSSTMM)  
 

Our services comply with the Open-Source Security Testing 
Methodology Manual also known as the OSSTMM. The 
OSSTMM is about operational security. It is about knowing 
and measuring how well your security works. This 
methodology will tell you if what you have does what you 
want it to do and not just what you were told it does. One way 
to ensure a security analysis has value is to know it has been done 
thoroughly, efficiently, and accurately. For that you need to use a formal 
methodology. The OSSTMM aims to be it. GSG has a deep understanding of 
the interconnectedness of things. The people, processes, systems, and 
software all have some type of relationship. When we test operations, we get 
the big picture of all our relationships, coming and going. We get to see the 
interconnectedness of the operations in fine detail, and we get to map out 
what makes us, our business, and our operations what they are and can be. 
The OSSTMM is continually in development as we learn increasingly about 
what it means to be safe and secure.  

National Institute of 
Standards and Technology 
(NIST)  

Since organizations use automated Information 
Technology (IT) systems, to process their information for 
better support of their missions, risk management plays a 
critical role in protecting an organization’s information 
assets, and therefore its mission, from IT-related risk. NIST’s SP 800 
publications are developed to address and support the security and privacy 
needs of the U.S. Federal Government information and information systems. 
The series comprises guidelines, recommendations, technical specifications, 
and annual reports of NIST’s cybersecurity activities. 
Federal Government statutes (e.g., FISMA 2014), regulations, and policies 
may specify whether federal agencies are required, or encouraged, to 
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comply with NIST’s SP 800-series publications. Whether required or not, 
NIST SP 800 publications are often used in developing requirements for 
cybersecurity RFPs at the federal level, as well as by state and local 
agencies. 

Center for Internet Security 
Critical Security Controls 
(CSC) for Effective Cyber 
Defense  

Best practices developed by CIS are grouped as Critical 
Security Controls (CSC) to be utilized to block or mitigate 
known attacks. The controls are designed so that primarily 
automated means can be used to implement, enforce, and 
monitor them. The security controls give no-nonsense, 
actionable recommendations for cyber security, written in 
language that is easily understood by IT personnel. 

Open Web Application 
Security Project (OWASP) 

Every vibrant technology marketplace needs an unbiased 
source of information on best practices, as well as an 
active body advocating open standards. In the Application 
Security space, one of those groups is the Open Web 
Application Security Project (OWASP). The Open Web 
Application Security Project (OWASP) is a 501(c)(3) 
worldwide not-for-profit charitable organization focused on 
improving the security of software. OWASP is in a unique position to provide 
impartial, practical information about AppSec to individuals, corporations, 
universities, government agencies and other organizations worldwide. 
Operating as a community of like-minded professionals, OWASP issues 
software tools and knowledge-based documentation on application security. 

Penetration Testing 
Execution Standard (PTES) 
 

The Penetration Testing Execution Standard (PTES) 
Technical Guidelines are designed to present and 
explain the tools and techniques available which aid in 
a successful pre-engagement step of a penetration 
test. These cover everything related to a penetration 
test - from the initial communication and reasoning 
behind a PenTest, through the intelligence gathering 
and threat modeling phases where testers are working behind the scenes in 
order to get a better understanding of the tested organization, through 
vulnerability research, exploitation and post exploitation, where the technical 
security expertise of the testers come to play and combine with the business 
understanding of the engagement, and finally to the reporting, which 
captures the entire process, in a manner that makes sense to the customer 
and provides the most value to it.  

Federal Risk and 
Authorization Management 
Program (FedRAMP):  

The Federal Risk and Authorization Management 
Program (FedRAMP) is a government-wide program 
that provides a standardized approach to security 
assessment, authorization, and continuous monitoring 
for Cloud products and services. 
FedRAMP created and manages a core set of 
processes to ensure effective, repeatable Cloud 
security for the government. FedRAMP established a mature marketplace to 
increase utilization and familiarity with Cloud services while facilitating 
collaboration across government through open exchanges of lessons 
learned, use cases, and tactical solutions. 

Payment Card Industry Data 
Security Standard 

The Payment Card Industry Data Security 
Standard (PCI DSS) provides a detailed, twelve 
requirements structure for securing cardholder 
data that is stored, processed and/or transmitted 
by merchants and other organizations. 
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GSG utilizes a Prioritized Approach covering six milestones that maps to the 
twelve PCI DSS requirements. Those milestones are: 1) Remove sensitive 
authentication data and limit data retention; 2) Protect systems and 
networks, and be prepared to respond to a system breach; 3) Secure 
payment card applications; Monitor and control access to your systems; 5) 
Protect stored cardholder data; and 6) Finalize remaining compliance efforts, 
and ensure all controls are in place 

Cloud Security Alliance 
Cloud Controls Matrix and 
Security Guidance for Critical 
Areas of Focus in Cloud 
Computing 

The Cloud Security Alliance Cloud Controls Matrix 
(CCM) is composed of 197 control objectives that are 
structured in seventeen domains covering all key 
aspects of Cloud technology. It can be used as a tool 
for the systematic assessment of a Cloud implementation and provides 
guidance on which security controls should be implemented by which actor 
within the Cloud supply chain. The controls framework is aligned to the CSA 
Security Guidance for Cloud Computing that is considered a de-facto 
standard for Cloud security assurance and compliance. Version 4 of the 
CCM has been updated to ensure coverage of requirements deriving from 
new Cloud technologies, new controls and security responsibility matrix, 
improved auditability of the controls, and enhanced interoperability and 
compatibility with other standards. 

The following is our copy of ISO certificates: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Copy of Certificate ISO 27001:2022 
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Copy of Certificate ISO 9001:2015 
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Copy of Certificate ISO 20000-1:2018 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 128 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

 
 
 



Request for Proposals for 
CYBERSECURITY AND INFORMATION SECURITY SERVICES 

Issued by the State of Idaho 
Solicitation Number RFP#928 
_________________________________________________________________________________________________________________ 

Page 129 of 133  
Attachment 07, OFFEROR INFORMATION, ACKNOWLEDGEMENTS, AND CERTIFICATIONS 

I. Describe what, if any, artificial intelligence technologies you will be using in your performance of a Master 
Agreement resulting from this RFP and how and for what purposes such technologies would be used. Describe any 
safeguards, protocols, and/or interpretive reviews that have been or will be applied to the use of AI solutions. 

GSG’s Response: 
AI Technology Integration 

GSG integrates artificial intelligence technologies across its service delivery to enhance the efficiency, accuracy, 
and scalability of incident response, breach coaching, notification, and credit monitoring services under the Master 
Agreement. The AI stack, hosted on AWS SageMaker for model training and inference, leverages machine learning 
(ML) and natural language processing (NLP) to automate critical tasks, with all models audited for bias and accuracy 
to ensure compliance with NIST 800-53 and AICPA SOC 2 standards. Data pipelines are orchestrated via Apache 
Airflow, with model outputs stored in encrypted MongoDB and PostgreSQL databases for traceability. 

Incident Detection and Triage 

Anomaly Detection 

GSG employs a machine learning-based anomaly detection system within Splunk Enterprise to identify 
cybersecurity incidents. A gradient boosting model (XGBoost, trained on SageMaker) analyzes log data from 
network devices, endpoints, and cloud services (AWS CloudTrail, Azure AD), ingested via Fluentd into an 
Elasticsearch cluster. The model uses features like network traffic volume, user behavior patterns, and Indicators 
of Compromise (IoCs) from ThreatConnect to flag anomalies, achieving a detection accuracy of 98% on historical 
breach datasets. Inference runs in real time on AWS Lambda, with predictions scored against MITRE ATT&CK 
mappings. False positives are minimized through a feedback loop, where Level 1 Security Analysts label alerts in 
ServiceNow, retraining the model weekly via a Python-based pipeline. 

Safeguards and Reviews 

To ensure reliability, the anomaly detection model undergoes monthly bias audits using SHAP (SHapley Additive 
exPlanations) to analyze feature importance and detect overfitting. A human-in-the-loop (HITL) review process 
requires analysts to validate high-severity alerts within 20 minutes, with decisions logged in AWS CloudTrail for 
auditability. Model drift is monitored using a custom Python script that compares prediction distributions against a 
baseline dataset, triggering retraining if divergence exceeds 5%. All training data is encrypted with AES-256, with 
access controlled via AWS IAM roles. 

Risk Assessment and Prioritization 

Risk Scoring 

GSG’s risk assessment process uses a Bayesian network model (implemented in Pyro, hosted on AWS EC2) to 
quantify breach risks based on the FAIR framework. The model ingests metadata from MongoDB, including PII 
types, encryption status, and attack vectors mapped to MITRE ATT&CK. It calculates likelihood and impact scores, 
factoring in historical breach data and real-time threat intelligence from AlienVault OTX. Outputs are stored as JSON 
in PostgreSQL and visualized on a Tableau dashboard for Breach Response Specialists. The model supports 
automated prioritization of mitigation tasks, reducing assessment time by 40% compared to manual methods. 

Safeguards and Reviews 

The risk scoring model is audited quarterly for fairness using a custom Python script that tests for bias across 
jurisdictional and data type variables. A HITL process requires specialists to review scores for high-risk breaches 
within 2 hours, with overrides logged in ServiceNow. Model explainability is ensured through a LIME (Local 
Interpretable Model-agnostic Explanations) interface, accessible via a Flask-based API, allowing analysts to inspect 
feature contributions. Training data is anonymized using differential privacy techniques (TensorFlow Privacy) to 
protect sensitive inputs. 
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Notification Content Generation 

NLP-Driven Content Creation 

GSG leverages NLP for automated notification content generation, using a fine-tuned BERT model (Hugging Face 
Transformers, hosted on SageMaker) to produce regulatory-compliant letters. The model is trained on a dataset of 
HIPAA, GLBA, and CCPA templates stored in a PostgreSQL database, with input breach metadata (e.g., data 
types, affected individuals) pulled from ServiceNow via API. The model generates personalized content, rendered 
via Jinja2 templates, achieving 95% compliance with regulatory formats. Outputs are validated by a Python-based 
compliance checker (spaCy) against a MongoDB-stored rule set before approval by Breach Coaches. 

Safeguards and Reviews 

The NLP model undergoes monthly validation to ensure compliance, using a custom script to compare outputs 
against regulatory templates. A HITL review by Breach Coaches, completed within 4 hours, verifies content 
accuracy, with edits tracked in a Confluence knowledge base. Bias in generated text is mitigated through a fairness 
audit (using Fairlearn) to detect unintended demographic skews. All generated content is encrypted with AES-256 
during storage in AWS S3, with access logs maintained in CloudTrail. 

Credit Monitoring Fraud Detection 

Predictive Fraud Analysis 

GSG’s credit monitoring service uses a random forest model (scikit-learn, hosted on SageMaker) to detect 
fraudulent activities, such as unauthorized credit inquiries or account openings. The model processes credit bureau 
alerts (via Experian API) and participant data from Redis, using features like transaction patterns and geolocation 
anomalies. Predictions are generated in real time, triggering automated notifications via Twilio SMS or SendGrid 
email, with a precision rate of 92% on historical fraud data. Results are stored in MongoDB and visualized on a 
Grafana dashboard for participant review. 

Safeguards and Reviews 

The fraud detection model is audited monthly for false positives using a Python-based ROC curve analysis, with 
thresholds adjusted to maintain a false positive rate below 2%. A HITL process requires analysts to review high-
confidence fraud alerts within 24 hours, with decisions logged in ServiceNow. Model fairness is ensured through a 
disparate impact analysis (AIF360 toolkit), mitigating bias across demographic groups. Training data is encrypted 
and anonymized using k-anonymity techniques, with access restricted via Okta. 

AI Governance and Compliance 

Model Monitoring and Auditing 

GSG implements a centralized AI governance framework using a custom compliance engine (FastAPI, hosted on 
AWS ECS) to monitor all AI models. The engine tracks model performance metrics (e.g., accuracy, F1 score) in 
Prometheus, with anomalies visualized on Grafana. A nightly Airflow pipeline runs automated drift detection (using 
Evidently AI) across all models, triggering retraining if performance degrades beyond 3%. Audit logs, including 
model inputs, outputs, and HITL decisions, are stored in an encrypted AWS RDS instance, with integrity verified via 
SHA-256 hashes. Quarterly third-party audits, conducted per SOC 2 requirements, validate model compliance, with 
reports generated in LaTeX and stored in S3. 

Data Security and Privacy 

All AI training and inference data is encrypted with AES-256, with keys managed via AWS KMS. PII is tokenized 
using a custom Python library before processing, with tokens stored in a Vault instance. Data access is governed 
by least-privilege IAM roles, with just-in-time credentials issued via AWS STS. A differential privacy layer 
(TensorFlow Privacy) is applied to training datasets to prevent data leakage. Privacy compliance is monitored via 
a spaCy-based NLP engine that scans data handling processes against CCPA and GDPR requirements, with 
findings logged in CloudTrail. 
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IV. ACKNOWLEDGEMENTS AND CERTIFICATIONS 

By signing below and submitting a response to this RFP, Offeror acknowledges and certifies the 
following: 

A. Debarment. (Check one of the below.) 

☒ Neither Offeror nor its principals are presently debarred, suspended, proposed for 
debarment, declared ineligible, or voluntarily excluded from participation in public 
procurement or contracting by any governmental department or agency. 

☐ Offeror cannot certify the statement above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 

B. Non-collusion. 
1. This proposal has been developed independently by Offeror and has been submitted 

without collusion and without any agreement, understanding, or planned common course 
of action with any other Offeror or supplier of Deliverables in a manner designed to limit 
fair and open competition. 

2. The contents of this proposal have not been communicated by Offeror or its employees 
or agents to any person not an employee or agent of Offeror and will not be 
communicated to any such persons prior to the RFP Close Date. 

C. Data Disclosure to Foreign Governments and Prohibited Technology. (Check one of the 
below.) 

☒ Offeror is not an entity subject to laws, rules, or policies potentially requiring disclosure of, or 
provision of access to, customer data to foreign governments or entities controlled by foreign 
governments, and Offeror’s offerings do not contain, include, or utilize components or 
services supplied by any entity subject to the same. Offeror’s offerings also do not contain, 
include, or utilize covered technology prohibited under Section 889 of the National Defense 
Authorization Act, as amended. 

☐ Offeror cannot certify all statements above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 

D. Conflicts of Interest. (Check one of the below.) 

☒ Offeror represents that none of its officers or employees are officers or employees of the 
Lead State and that none of its officers or employees have a conflict of interest as defined by 
the laws, rules, or policies of the Lead State. 

☐ Offeror cannot certify the statement above, and Offeror will affix a written explanation to this 
attachment for review by the Lead State. If after reviewing Offeror’s written explanation the 
Lead State determines it is not in the best interest of the Lead State, Participating Entities, or 
Purchasing Entities to award Offeror a Master Agreement, the Lead State may reject 
Offeror’s proposal. 

E. Required Insurance. Offeror agrees to acquire insurance from an insurance carrier or carriers 
licensed to conduct business in each Participating Entity’s state at the levels prescribed in 
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Attachment 04, Sample Master Agreement. Offeror understands that this requirement is 
mandatory and will not be negotiated by the Lead State. 
 

F. NASPO ValuePoint Administrative Fee. Offeror agrees to pay a 0.25% administrative fee and 
submit summary and detailed sales reports to NASPO ValuePoint in accordance with Attachment 
04, Sample Master Agreement. All costs proposed by Offeror must be inclusive of the NASPO 
ValuePoint administrative fee. Offeror understands that the requirements in this section are 
mandatory and will not be negotiated by the Lead State. 

 
G. Marketing Plan. If awarded a Master Agreement resulting from this RFP, within 30 days of 

execution of the Master Agreement, Offeror will meet with NASPO ValuePoint marketing 
personnel to review and track progress on the marketing plan described by Offeror. 

 
H. Confidential, Proprietary, or Protected Information. As set forth in Attachment 01, RFP Terms 

and Conditions, if Offeror is claiming any portion of its proposal as confidential, proprietary, or 
protected, Offeror must complete the required sections of Attachment 11, Claim of Trade Secrets 
and Non-Public Information, and submit with Offeror’s proposal a redacted copy of Offeror’s 
proposal, which must be clearly marked as such. Offeror may not mark pricing or Offeror’s entire 
proposal as confidential, proprietary, or protected. Submission of a Claim of Trade Secrets and 
Non-Public Information does not guarantee that information claimed by Offeror as confidential, 
proprietary, or protected will not be subject to disclosure in accordance with applicable public 
information laws, rules, and policies. If Offeror fails to submit a redacted copy of Offeror’s 
proposal, or fails to claim information as confidential, proprietary, or protected in compliance with 
this RFP, Offeror releases the Lead State, NASPO, NASPO members, and entities represented 
on the Multistate Sourcing Team from any obligation to keep the information confidential and 
waives all claims of liability arising from disclosure of the information. 
 

I. Cancellation and Transfer. Offeror understands and agrees that the Lead State may, as set 
forth in Attachment 01, RFP Terms and Conditions, cancel this RFP or transfer this RFP to a new 
Lead State if the Lead State determines that such transfer is in the best interest of the Lead State 
and potential Participating Entities and Purchasing Entities. 

 
J. Conditional Awards. Offeror understands that awards and execution of a Master Agreement are 

conditional as set forth in Attachment 01, RFP Terms and Conditions, and Offeror agrees to hold 
the Lead State and NASPO harmless and release the Lead State and NASPO from any liability 
for damages arising from non-award or non-execution of a contract. 

 
K. Understanding of the RFP. Offeror has read the RFP in its entirety and understands and agrees 

to comply with all requirements set forth therein. Any conflicts in the materials composing the 
RFP and any issues relating to the content of the RFP, including instructions, requirements, or 
specifications Offeror believes to be ambiguous, unduly restrictive, erroneous, anticompetitive, or 
unlawful, have been brought to the attention of the Lead State using the process described in the 
RFP for asking questions or, if applicable, by filing a protest. In accordance with Attachment 01, 
RFP Terms and Conditions, Offeror acknowledges and understands that any protest, claim, 
dispute, or action based upon a conflict or issue described herein must be filed no later than the 
RFP Close Date, and Offeror waives the right to file any protest, claim, dispute, or action based 
upon a conflict or issue described herein if not filed by the RFP Close Date. 

 
AMD 2  L.  IPRO Cost Submission. When submitting your response through IPRO, you must enter your 

Cost in IPRO as “$0.01”. If you do not enter a price in the “Per Unit Estimate” IPRO/LUMA will 
enter your response as a NO BID. You must also enter your proposed costs for services as 
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instructed in Attachment 9 - Cost Proposal.  

Signature 

The undersigned is one of the following: 

1. The Offeror, if Offeror is an individual; 
2. A partner in the company, if Offeror is a partnership; or 
3. An officer or employee of the responding corporation having authority to sign on its behalf, if Offeror is a 

corporation. 

By signing below, the undersigned warrants that the representations made and the information provided in 
Offeror’s proposal are true, correct, and reliable for purposes of evaluation for a potential contract award. The 
submission of inaccurate or misleading information may be grounds for disqualification from contract award and 
may subject the undersigned, Offeror, or both to suspension or debarment proceedings, as well as other 
remedies available to the Lead State by law, including termination of any Master Agreement awarded to Offeror. 

OFFEROR: 

 

__________________________________________   June 26, 2025  
Signature             Date 

 

Lisa Salvador                                                                           Vice President  
Printed Name            Title 
 

lisas@globalsolgroup.com                                            Direct: (248) 291-5440 || Mobile: (313) 333-0188    
Email Address            Phone Number 
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