Request for Proposals for
CYBERSECURITY AND INFORMATION SECURITY SERVICES

Issued by the State of Idaho
Solicitation Number RFP#928

Amendment 2
Attachment 07
OFFEROR RESPONSE WORKSHEET, ACKNOWLEDGEMENTS, AND
CERTIFICATIONS

Offeror must provide complete responses to each item below. Insert your responses into this worksheet
directly below each question or prompt.

. Indicate the Service Category(ies) Offeror is responding to:

X Category 1: Risk Assessment and Mitigation Services
X Category 2: Incident Response Services

X Category 3: Breach Coach Services

X Category 4: Notification and Credit Monitoring Services

. OFFEROR INFORMATION

Company’s Full Legal Name: Global Solutions Group, Inc.

Primary Business Address: 31681 Dequindre Road, Madison Heights, Michigan 48071
Federal Tax Identification Number: 20 0010736

Entity Type:

cSow»

O Sole Proprietorship

O Partnership

O Limited Liability Company
X Corporation

E. Artificial Intelligence Disclosure. Was artificial intelligence technology used in the
development or completion of any portion of this proposal? (Check one of the below.)

X Yes
O No

lll. BUSINESS DETAILS

A. Company Website. Provide a URL for your company’s website.

GSG’s Response: www.GlobalSolGroup.com

B. Company History. Provide a brief history of your company, including the year of its founding and any
material acquisitions or mergers in which it has been involved.

GSG’s Response:

GSG, founded in 2003, is a privately held small business based in Madison Heights, Michigan. Over the past
two decades, GSG has become a leading provider of IT support, cybersecurity, and physical security solutions,
with a focus on serving federal, state, and local government agencies, especially those in critical infrastructure
sectors such as transportation hubs and port authorities.

From its inception, GSG’s mission has been to provide tailored solutions to meet the unique challenges faced by
government entities, especially those operating in highly regulated environments that demand stringent
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cybersecurity measures. GSG has grown to employ over 126 professionals nationwide and has successfully
completed more than 1,000 projects, establishing itself as a trusted partner to key government organizations and
enterprises.

Key Milestones and Achievements

e 2003: Founded with a focus on delivering tailored IT solutions to government and private sector clients.

e Expanded into advanced cybersecurity services, including SIEM implementation, incident response,
vulnerability assessments, and penetration testing.

o Developed a strong reputation for supporting critical infrastructure environments, such as transportation
hubs and port authorities, ensuring compliance with regulatory requirements.

e Achieved key industry certifications, including:

ISO/IEC 27001:2022 for Information Security Management.
ISO 9001:2015 for Quality Management Systems.

ISO 20000:2018 for IT Service Management.

DoD Top Secret Facility Clearance (issued on 03/06/2023).
CMMC C3PAO ML3 Ready.

SBA 8(a), Certified Women-Owned Small Business (WOSB), Certified Economically Disadvantaged
Woman-Owned Small Business (EDWOSB), and Certified Minority Business Enterprise (MBE).

Built strategic alliances with industry leaders such as Fortinet, Splunk, IBM, AWS, Microsoft Azure, and
CyberArk, enhancing the range and quality of services provided.

0O O O O O O

Certifications and Designations

GSG holds several industry certifications that demonstrate its commitment to best practices in cybersecurity and
IT operations, making it well-equipped to fulfill the requirements outlined in the Lead State Scope of Work:

e ISO/IEC 27001:2022 — Information Security Management

e IS0 9001:2015 — Quality Management System

e IS0 20000:2018 — IT Service Management

e DoD Top Secret Facility Clearance (Issued: 03/06/2023)

e CMMC C3PAO ML3 Ready

e SBA 8(a) Certified | WOSB | EDWOSB | MBE Certified

Services Offered

GSG offers a comprehensive suite of cybersecurity, IT infrastructure support, and compliance-driven
solutions tailored to the unique needs of government entities, particularly in critical infrastructure sectors. The
company's services align closely with the requirements of the Lead State Scope of Work, ensuring operational
resilience and cybersecurity compliance for public sector clients.

Key services include:
¢ SIEM Implementation and 24/7 SOC Monitoring: Ensuring continuous monitoring and threat detection in
compliance with regulatory frameworks like NIST 800-53 and CIS Controls.

¢ Vulnerability Assessments and Penetration Testing: Identifying and mitigating vulnerabilities to enhance
security posture.

¢ Risk Management and Compliance Consulting: Providing expert guidance on frameworks such as NIST,
FISMA, HIPAA, CJIS, and PCI-DSS.

¢ Incident Response and Business Continuity: Developing and executing incident response plans and
business continuity strategies to ensure quick recovery in case of a security breach.
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e Cybersecurity Audits and Policy Development: Creating and implementing cybersecurity policies and audits
in alignment with ISO and NIST standards.

¢ Identity and Access Management (IAM): Securing access controls and identity management systems to
prevent unauthorized access.

o Security Configuration and System Hardening: Ensuring network infrastructure, endpoints, and firewalls are
secured against attacks.

o Disaster Recovery Planning: Developing runbooks/playbooks and conducting readiness drills to ensure swift
recovery from any cybersecurity incident.

o End-user Cybersecurity Training and Awareness: Providing training resources to enhance staff awareness
of security risks and best practices.
Industry Standards and Compliance Alignment

GSG'’s solutions are built in strict adherence to the industry’s best practices and standards, ensuring compliance
with critical regulatory requirements for government entities. These include:

o NIST 800-53 for cybersecurity controls.

e CIS Controls for identifying critical cybersecurity actions.

e MITRE ATT&CK for mapping adversary tactics, techniques, and procedures.
e ISO/IEC 27001 for information security management.

These standards help ensure the Lead State remains compliant with industry regulations and meets its
cybersecurity goals while leveraging the most up-to-date technologies for threat detection, risk mitigation, and data
protection.

GSG has considerable experience in providing cybersecurity services to a broad variety of private and public sector
clients GSG is experienced in providing a wide range of IT services throughout the United States and worldwide to
local, state, and federal agencies and corporations. We have earned a national reputation as a valuable partner
that consistently exceeds customer expectations.

As our IT consulting business grew, we recognized that several of our clients were not satisfied with their existing
information security services, so we started placing IT security professionals with those clients. That experience
has allowed us to expand our IT services to include cybersecurity consulting.

We have added penetration testing, cybersecurity audits, and
assessments as key facets of our business. Our cybersecurity
expertise has led to major multi-year contracts with the for over:

AbilityOne Commission, as well as a multi-year, multimillion- « 3,500 Offices and Agencies Nationwide
dollar contract to provide operational assessment and . 360 000 End Points

penetration testing to all offices and agencies under the purview . 120:000 e G E RS

of the USDA nationwide. « 200,000 IPs

GSG has provided cybersecurity
assessments and penetration testing

GSG’s cybersecurity team has successfully
completed more than 1,000 projects
including penetration testing, cybersecurity

GSG was awarded a major cybersecurity assessment contract
with the U.S. Department of the Treasury, Office of the
Inspector General. Our cybersecurity expertise and subsequent ; -

. . 4 L assessments, audits, vulnerability
execution has led to major multi-year contracts providing assessment, web application security
Information System Security Line of Business (ISSLoB) support assessment’ and risk assessments.
to the Department of the Interior and client agencies.

GSG was awarded a major cybersecurity assessment contract with the U.S. Department of the Treasury, Office of
the Inspector General. We recently completed a multi-year, multimillion-dollar contract to provide operational
assessment and penetration testing to all offices and agencies under the purview of the USDA nationwide.
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We have experience and expertise with industry standards and best practices including:

e NIST Cybersecurity Framework
e Open Web Application Security Project (OWASP)
e Federal Risk and Authorization Management Program (FedRAMP)
e Center for Internet Security Critical Security Controls (CSC) for Effective Cyber Defense
e Payment Card Industry Data Security Standard (PCI-DSS)
Our cybersecurity expertise has led to major multi-year contracts with:
$26 Million $5.8M $1.9M
Department of the Interior U.S. Department of Agriculture Department of Treasury
Information System Security Line Operational Security Assessments, Cybersecurity Assessment
of Business (ISSLOB) Support Penetration Testing and Web Security Service Support
Services Assessments

\\\ //// GSG’s cybersecurity team has successfully completed more than 1,000 projects including
= penetration testing, cybersecurity assessments, audits, vulnerability assessment, web application
y security assessment, and risk assessments.

We have multiple strategic partnerships which provide our teams with additional resources, enabling us
to provide additional value to our clients.
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Sectors Served

With a legacy of twenty-two years, GSG has proudly delivered secure, innovative solutions across the nation’s most
critical industries.

FOR THE PAST TWENTY-TWO YEARS, GSG HAS
SERVICED THE FOLLOWING SECTORS:

Government Legal Financial Commercial Education Manufact- Healthcare Non-Profit
Services uring

Core Competencies

GSG continuously expands our core offerings to align with evolving technology trends. We actively invest in
employee training to enhance skills and expertise. Our staff are encouraged to pursue and achieve industry-leading
certifications. This commitment ensures our team remains knowledgeable of emerging technologies and
cybersecurity best practices. By fostering continuous professional growth, GSG maintains its position at the forefront
of the industry.
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GSG Has Supported Four Key Technology Sectors Over the Past Twenty-Two Years:

Security Assessment  Risk Management Security Operations
and Testing and Compliance and Incident Response
* Penetration Testing * Risk Assessments o 24/7 Security
e Intrusion and and Frameworks Operations Center
Vulnerability (RMF) (SOC)
Assessments e Security Compliance e Incident Response and
o Security Audits (PCI-DSS, NIST, Management
« Web/Mobile FISMA, HIPAA, » Continuity and
Application Testing CJIS, ISO, GDPR, Operational Resilience
« Security FERPA)  Security Information
AN Configuration and « Privacy and Data and Event Management
7=\ Hardening Protection (SIEM)
T\@PJ}" CTEEREEEURTY Identity and Access Security Engineering Governance and Policy
Management and Infrastructure « Policy and Procedure
« |dentity, Credential, o Cybersecurity Development
and Access Infrastructure (ICS, « Information Assurance
Management (ICAM) SCADA, DCS) and Authorization
» Authorization and « |loT and Embedded (ATO/ATC)
Interconnection Systems Security + CMMI Consulting and
Security  Firewall and Assessments
Education and Network Security « Training and
Training Implementation Awareness
» Social Engineering e Cybersecurity
Prevention
« Digital » Enterprise Content » Case Management
Transformation Management « Document Digitization
o Enterprise Document < Workflow
Management Management
: DOCUMENT AND Solutions » Enterprise Records
O DATA e Laserfiche Management
— MANAGEMENT e« OpenText e Document Imaging
» Customer System and
Relationship Services
Management
Systems
¢ Cloud Hosting » Disaster Recovery « |T Staffing
 Licensing « Database « Network Architecting
* Implementation Management + Hardware
G- * IT Support  SharePoint « Firewalls
Ko X IT SERVICES « Help Desk « IT Managed « SQL
- o Backup Services
« Telephony
« Network
Administration
* Security
Cameras/CCTV  Proprietary e
@ g:zLSJIRCI?\L( ¢ Entry Systems alerteerTM Security * g;;g;asl Identification
¢ Access Control Monitoring Software
o PIV
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Cybersecurity-Related Services

Penetration Testing =
Physical/ Electronics Security =
Policy and Procedure =
Development

Privacy Support Planning "
Risk Assessment .
Risk Management Framework
Security Audits "
Security Configuration and =
Testing

Security Engineering .
24/7/365 Security Operation =
Center (SOC) .
Assessment and Authorization =
Assessment, Integration,
Automation .
Chief Information Security

Officer as a Service/vCISO .

Incident Response Planning
Identity/Access Management

Security Information and Event
Management (SIEM)

Incident Response (IR) and = Security Testing, ADAS, CVIP
Management Support =  Social Engineering

Intrusion Testing = Training and Awareness
Operational Continuity = Vulnerability Assessment
Planning =  Web/Mobile Application Testing
loT =  Security Compliance PCI-DSS,
Payment Card Industry NIST, FISMA, HIPAA, CJIS,
Assessment ISO, GDPR

Cybersecurity Infrastructure = Family Educational Rights and
Distributed Control Systems Privacy Act (FERPA)
Education and Training = Authorization to Operate
Embedded/loT Services and Authorization to Connect
Systems Hardening = Interconnection Security
Firewall Implementation, Agreement

Configuration, and Testing =  CMMI Support Assessment and
ICS, SCADA Information Consulting

Assurance

GSG Value Proposition

The following table outlines how GSG differentiates from other consultants:

GSG’s Unique Experience Relevancy to Lead State

BRELEVANT CORPORATE EXPERIENCE

GSG has experience with:
Long-term, complex cybersecurity
assessments across public and
private sectors.

Remediation support for
compliance with PTES, NIST,
HIPAA, PCI DSS, ISO
27001/27002.

Strong knowledge base of the
industry due to work on multiple
projects.

Improved and more reliable
measures of confidence in
cybersecurity requirements.
Thorough documentation and QA
procedures using industry-
standard techniques.

Over 1,000 completed projects,
including pen testing, risk and

vulnerability assessments, web
app security, and forensic
investigations.

Demonstrated ability to deliver
rapid, coordinated services during
cybersecurity events.

Supports Category 2: Incident Response Services, specifically long-
term Event and Incident Management (Sec. 3.2) and Post-Incident
Reporting (Sec. 3.7.1.5). Demonstrates GSG’s ability to handle
extended, multi-phase response engagements.

Aligns with the scope’s requirement for analysis and
recommendations to improve security posture and support
compliance (Sec. 3.7.1.5 and 4.2.6). Demonstrates knowledge of
regulatory mandates across jurisdictions.

Enables full lifecycle support across Threat Detection, Containment,
Eradication, Recovery, Forensics, and Reporting (Sec. 3.3-3.7). GSG
meets the expectation of availability for any selected service under
each Order (Sec. 3.1.1).

Meets Lead State SLA requirements: Four-hour response by Incident
Manager (Sec. 3.1.3), on-site within one business day (Sec. 3.1.4),
and secure communications and access controls (Sec. 3.2.4).

Fulfills strict documentation and Chain of Custody requirements (Sec.
3.2.2), including deliverables such as written status reports, inventory
of copied files, and executive summaries (Sec. 3.7.2).

GSG can manage and meet the demands of the Lead State’s required
cybersecurity services.

GSG will identify exposures in your application configurations and
network infrastructure and using proven process and industry
standards resolve those issues.

GSG understands the importance of IP, sensitive, and confidential
data.
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GSG’s Unique Experience

Relevancy to Lead State

Highlights real risks of an actual hacker successfully breaching your
defenses.

M HIGHLY QUALIFIED STAFF

Our key personnel:

Staff with over fifteen years’
average experience and
certifications  (CISSP, CEH,
GCFA, CISA, PMP).

Proven team delivery — over forty
joint assignments and hundreds of
assessments.

Has worked together as a team on
over forty assignments.

Has performed hundreds of web
application assessments and
network penetration tests.

Has extensive knowledge of all
aspects of IT Consulting, IT
Security Assessments,
Penetration Testing, Vulnerability
Assessment, and Security
Engineering and Architecting.
Have multiple certifications to
demonstrate their expertise.

Implemented enterprise-wide configuration baselines across 2,000
endpoints for the Department of Labor.

This showcases our ability to work on large projects under tight
timelines and deliver a timely work product for our client.

Satisfies minimum Personnel Qualification standards for: Forensics
Investigator (3.9.1), Breach Coach (4.3.1), and Contract Manager
(3.9.3). Ensure experienced, credentialed specialists deliver services.
Supports coordinated, team-based responses required for incident
escalation and breach communication (Sec. 4.2.1), and smooth
collaboration with internal stakeholders and third parties (Sec. 4.2.2).
Demonstrates ability to implement long-term containment and
recovery plans (Sec. 3.3.3 & 3.5) and apply controls at scale while
maintaining operational continuity.

Aligns with the required services for Threat Detection and Analysis
(Sec. 3.3.1), and advanced monitoring as part of Breach Coach
Services (Sec. 4.2.5), enhancing situational awareness and
response.

Tailored approaches using current threat intelligence, analytics, and
red team/blue team methods.

M ABILITY T

O PROVIDE TARGETED QUALITY SERVICES

With an approach tailored to meet
the Lead State’s requirements, our
team continuity utilizes industry’s
best practices, bleeding-edge
technology, and first-rate research
to understand, anticipate, and
protect against even the most
advanced intrusion attempts.

GSG will deliver an IT ecosystem that is hardened against attacks,
ensuring uninterrupted services and security of data that meets all
cybersecurity standards.

Expertise in secure environments with sensitive IP, confidential
data, and breach response protocols.

Ensures compliance with secure communications, data access
controls, and confidentiality protocols throughout the engagement
(Sec. 3.2.4 and 4.2.4). Also applicable to Notification Services and
privacy handling (Sec. 5.2.5).

Why

the Lead State Should Choose GSG?

v Unmatched Cybersecurity

Expertise

GSG’s team has a long-standing history of securing complex IT
environments across public institutions and higher education.

v Incident Response and Tabletop

Exercise (TTX) Expertise

GSG has successfully executed over 1,000 cybersecurity projects,
including comprehensive incident response and tabletop exercises for
state, local, and federal agencies.

v Proven Success with Compliance

and Risk Mitigation

Our methodologies ensure compliance with NIST, ISO, HIPAA, and PCI
DSS while reducing cybersecurity risks.

Vv Tailored, Scalable Solutions

We customize our cybersecurity approach to fit the Lead State’s unique
IT infrastructure and evolving security needs.

v Industry-Certified Professionals

GSG provides highly qualified experts with CISA, CISSP, CISM, and
CCNA certifications.
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v Proactive, Results-Driven We implement leading-edge security strategies to ensure the Lead State
Methodology remains ahead of evolving cyber threats.
v Certifications and Compliance Holds I1SO 27001, ISO 9001, and ISO 20000 certifications,
Excellence demonstrating GSG's commitment to maintaining the highest standards
of quality, security, and operational excellence.
v Strategic Vendor and Partner Strong partnerships with industry leaders such as AWS, Fortinet,
Network Tenable, CrowdStrike, ServiceNow, and CyberArk, providing access to
cutting-edge cybersecurity solutions and technology.

With over twenty years of experience, a certified team, and a proven record of successful government
engagements, GSG is uniquely qualified to provide the comprehensive cybersecurity and IT support services
required in the Lead State’s Scope of Work. We understand the critical nature of regulatory compliance,
security resilience, and incident response for public sector organizations and are committed to delivering tailored
solutions that meet these demands. GSG's commitment to excellence, industry certifications, and longstanding
relationships with key government entities underscore our capacity to support the Lead State in achieving its
cybersecurity objectives.

‘ C. Company Size. Identify the number of employees working for your company.

GSG’s Response: GSG currently has 126 employees.

| D. Ownership Structure. Describe your company’s ownership structure.

GSG’s Response:

Our organizational structure — based on arranging clear-cut lines of communication, responsibility, and relationships
in a straightforward manner - underlies all management success stories and lessons learned. Our strong lines of
communication, definitive reporting structure, clear assignment of roles and responsibilities and delivery of quality
products and services arise, in part, from a well-defined organization structure. This emphasis facilitates formal and
informal communication between our Senior Contract Manager and Lead State stakeholders.

Regular customer communication (both scheduled and spontaneous) is a critical project management element in
our management approach. Establishing an atmosphere of cooperation, coupled with communication structure, is
crucial to resolving potential unanticipated challenges. We present an overall organizational chart that details the
key personnel proposed to serve as the main points of contact for the Lead State in the following diagram:

Corporate Support

Human Resource ~ Accounting
Department Department

President

Vice President
Lisa Salvador

Senior Contract Manager
Ajit Kumar Patel

Business Process/ Forensics
Risk Management Incident
Senior Consultant Investigator
ST Manoj Kumar Rubin Mehta

Security/Technology Cybersecurity

Assessor

Breach Coach

Senior Analyst Kalpesh Unadkat

Vatsal Shah
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E. Litigation. List all claims of non-performance or breach from customers in excess of $5,000, including all
pending litigation matters (including civil, criminal, or appellate) or criminal convictions in the past 5 years for
the company and all principals. Attach an additional document if necessary.

GSG’s Response:

We have never had any litigation against our firm in our history.

IV. PROPOSAL CONTACT

((ME) The Contractor must provide a Contract Manager as the single point of contact for management of the
NASPO ValuePoint Master Agreement (include: Name, Title, Email, Phone Number), administered by the state of
Idaho. The Contract Manager must have experience of managing contracts for services similar to those
required in this RFP. Describe in detail your proposed Contract Manager’s experience managing contracts
for services like those required in this RFP. Provide a detailed resume for the proposed Contract Manager.
Additionally, provide the name, phone number, email address, and work hours of the person who will act as
Contract Manager if you are awarded a Master Agreement. The Proposal Contact must be able to respond timely
to communications from the Lead State. Offeror must, within 24 hours, notify the Lead State of any change to
Offeror’s Proposal Contact.

GSG’s Response:

Proposed Contract Manager:
Name: Ajit Kumar Patel

Title: Senior Contract Manager
Email: ajpatel@globalsolgroup.com
Phone: (248) 291-5440

Work Hours: 8:00 AM to 6:00 PM

Mr. Ajit Kumar Patel is proposed as the Senior Contract Manager and single point of contact for the NASPO
ValuePoint Master Agreement, administered by the State of Idaho. Mr. Patel will serve as the liaison between Global
Solutions Group, Inc. (GSG) and the Lead State, responsible for contract oversight, service coordination, quality
assurance, and timely communication throughout the contract lifecycle.

Mr. Patel has over thirty-nine years of progressive experience in project and program management, with direct
responsibility for IT security, incident response, risk management, forensic services, and compliance-
oriented engagements — services aligned with Categories 2, 3, and 4 of the NASPO RFP. His professional
background includes extensive leadership roles managing complex public-sector cybersecurity initiatives, large-
scale IT portfolios, and incident response operations, all of which reflect the scope of services required in this RFP.

Summary of Relevant Contract Management Experience:

e City of Grand Rapids — Oversaw CISO-as-a-Service and Penetration and Vulnerability Testing, directly
managing incident response operations, forensic services, and vulnerability remediation.

e Jacksonville Aviation Authority — Managed a multi-airport security engagement covering compliance with
CJIS, PCI, and access control standards, involving penetration testing and risk analysis.

e City of New Orleans and Washtenaw County — Led projects encompassing a full range of incident response
and managed defense services, including MDR, EDR, NDR, and firewall management.

o State of Kansas — Directed statewide IDIQ contract for cybersecurity assessment services of the EpiTrax
application, a public health surveillance tool supporting multiple jurisdictions.

e Sacramento Regional Transit District and Gwinnett County — Provided contract oversight for IT audit
services and vulnerability assessments tailored to critical infrastructure protection.

Mr. Patel is highly experienced with coordinating teams, stakeholders, and subcontractors, ensuring
contractual compliance, timely deliverables, budget adherence, and comprehensive reporting in accordance with
NIST frameworks, HIPAA, PCI-DSS, ISO 27001, and CJIS.
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He will respond promptly to all inquiries, manage scope and performance monitoring, and ensure GSG's adherence
to all contract terms. If there is any change in contact information or responsibilities, GSG will notify the Lead State
within twenty-four hours as required.

Resume

Ajit Kumar Patel — Senior Contract Manager

EDUCATION, CERTIFICATION AND TECHNICAL SKILLS

Education MS, Adv. Chemical Engineering, Imperial College of Science & Tech., U. of London, U.K.
BS, Chemical Engineering, London South Bank University, London, U. K

Certifications SSGB Six-Sigma Green Belt Certification (Ford Motor)
MELC Manufacturing Enterprise Leadership Certification (EDS)
SEDC Systems Engineering Development Certification (EDS)

Summary Mr. Patel is an accomplished Information Technology professional with a wealth of experience
in delivering IT solutions across finance, manufacturing, and product engineering sectors.
Successfully led, managed, and participated in numerous projects from initiation to
implementation, as well as operational management. Known for building productive
relationships across all organizational functions and levels. Demonstrates integrity and
energy in achieving high client and sponsor satisfaction. Recognized as a systematic and
thorough leader, applies engineering training, IT expertise, and comprehensive business
process knowledge to develop optimal solutions to complex problems. Expertise includes
project management methodology, business requirements analysis and process
improvement, account leadership and management, client and vendor relations, integration
management, budget and resource planning, operations management, and team building,
mentoring, and coaching.

WORK EXPERIENCE

09/2024- Ongoing Global Solutions Group, Inc.| Contract Manager/ Project Manager

e Oversaw multiple projects as a contract manager and/ or project manager, listed below:
Gwinnett County Board of Commissioners:

e Managed the provision of Information Technology and Internal Auditing Services for the Gwinnett County
Division Director of Internal Audit (1A).

e Led the team in conducting IT security audits using the NIST risk management framework, providing risk
assessments, planning, and test work throughout the year.

¢ Identified and documented key controls, developed customs, risk-based audit plans, created test plans to
evaluate controls, maintained work papers to |A standards.

City of Grand Rapids:

e Managed two categories of IT support services CISO as a Service (CISOaaS) and Penetration and
Vulnerability Testing.

e Provides guidance through each stage of incident response, recovery, and forensics, both virtually and in
person.

e Oversaw annual vulnerability scanning of servers and network devices.

e Presented new and emerging threats quarterly to the Director of Information Technology or their designee.

Jacksonville Aviation Authority:

e Led a team of individuals in conducting vulnerability assessments and both external and internal
penetration testing of JAA's network.

e The goal was to obtain access to protected data in four categories: Access Control, Law Enforcement and
Criminal Justice Information System (CJIS) Compliance, PCI Compliance, and General Security.

e Oversaw testing at the four airports under JAA’s control: Jacksonville International Airport, Jacksonville
Executive at Craig Airport, Herlong Recreational Airport, and Cecil Airport.

City of New Orleans:
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e Managed the implementation of comprehensive cybersecurity services to the enterprise information
infrastructure.

e Overseeing penetration testing, email security, Endpoint Detection and Response (EDR), Network
Detection and Response (NDR), Managed Defense and Response (MDR), endpoint protection, and
firewall implementation.

City of Sunnyvale:

e Led ateam of individuals who worked on all project-related activities, including conducting security audits,
performing risk assessments, and updating technical and financial reports.

e Oversaw the daily operations of the entire contract support team.

Washtenaw County:

e Overseeing GSG personnel assigned in providing services that include cybersecurity, Incident Response,
and Strategic Planning.

State of Kansas IDIQ:

e Oversaw all management activities security assessment services for the EpiTrax application.

e EpiTrax is an open-source, highly configurable, comprehensive surveillance and outbreak management
tool designed for public health. Enables local, state, and federal agencies to identify, investigate, and
mitigate communicable diseases, environmental hazards, and bioterrorism events.

Sacramento Regional Transit District:

e Led the project team in delivering cybersecurity consulting services and managing day-to-day operations

to ensure stakeholder satisfaction.

10/2016 — 12/2022 Consumers Energy, Inc. | IT PM Lead as Senior Project/Program Manager

e Leadership, management, and delivery of IT solutions in Geographic Information Systems (GIS) for
Michigan’s largest energy provider.
As IT PM lead for GIS Asset Management group, directed and coordinated with PMs in the delivery of annual
IT development projects:
o Established project planning and weekly project review process to ensure on-time delivery.
o Oversaw project financials including forecasting and variance analysis (>$10M annual portfolio).
o Collaborated with other IT leads and IT PMO to coordinate dependencies and adherence to delivery
methodology standards.
o Adopted and supported the implementation of Agile methodology for all new projects.
e Collaborated with IT principals for annual budget planning and project business case development of new IT
capabilities for business process improvement.
e Coached and mentored project managers, as well as resource, planned, and recruited/staffed project
resources.
¢ Responsible for Performance, Evaluation, Feedback, and Development (PEFD) and career planning.
e Collaborated with cross-sectional operational support and maintenance teams to ensure smooth delivery of
services to business customers.
12/2011 — 9/2016 Fast Switch | Senior Project Manager

e Project management and delivery of IT solutions for Geographic Information Systems (GIS) Asset
Management department.

e Successfully led the development and implementation of ‘Outage Map’ for energy provider — this effort was
recognized by client's C-suite leadership for its collaborative effort to establish a critical customer facing
application that was not previously available.

e Led the multi-year effort to upgrade and improve the performance of client's Outage Management System
(OMS).

e Upgrade Electric GIS to Esri’s ArcGIS v10.1 including remediation of more-than a dozen custom tools.

¢ Maintained oversight of relations and business customer testing across eight functional departments.

e Recognized for project monitoring and control for complex project.

1/2009 — 11/2011 Geometric Americas, Inc. | Senior Program Manager
e Programmed delivery of IT solutions in Product Lifecycle Management (PLM) for a global manufacturing
OEM.
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Successfully delivered a multi-million effort to separate PLM applications/infrastructure resulting from major
divestiture of business unit.

Coordinated cross-functional team across multiple geographical sites and achieved high client satisfaction
for completing work on-time, with quality and within budget.

Created product offering for business unit on methodology utilized for multi-site PLM systems separation.
Key contributor in the design of a more than 10,000 client base deployment strategy for PLM software over
eight global sites. Implemented process improvements to achieve increased first-time success rates for
installations above 80%. Responsibility for software releases from packaging, testing, and certification
through deployment.

Managed new enhancement request process, including effort estimation, resourcing, and revenue tracking.
Re-designed estimation process incorporating use of automated templates for consistency and accuracy.

12/2002- 12/2008 Ford Motor Company | Senior Project/Program Manager

Led project/development teams to deliver IT solutions using project/program management discipline and
tools (i.e., PMI-PMBOK, MS Project, and MS SharePoint) and Systems Development Methodology (SDM).
Delivered a $3M development project on-time and under budget over a twenty-two-month period leading
distributed cross-functional team of up to thirty developers including coordinating with PMO, offshore teams,
an external vendor, and in-house shared service organizations.

Delivered a $2M+ multi-phased project over a twenty-month period that involved separation of three
applications from a large integrated program including migration to new server infrastructure.

Provided program management and strategic direction for ‘One IT  globalization initiative and chaired bi-
weekly forum across Asia-Pacific, Europe, North America, and South America functional global IT
representatives ensuring alignment with IT mission and principles.

Re-engineered and coordinated a new demand management process to enable IT and business
management teams to manage new demand and change requests.

Coordinated cross-functional IT Move team for overall IT multi-building consolidation project reporting to CIO
and leadership team. Vacated ten buildings and relocated 650 employees and IT labs into five core buildings
resulting in annualized savings of $500K.

Led Knowledge Transfer initiative to define processes to capture tacit organizational knowledge (over 4,000
documents) of Ford IT staff prior to separation. Received recognition from the CIO for this effort which
contributed to the IT’s positive post-separation event.

Championed PM curriculum development, mentoring and led Community of Practice (CoP) initiatives to
strengthen PM competency and build organizational capability in role of Job Family Advisor for Project
Management job family.

11/2002-4/2003 Ford Motor Company | Staff Supervisor - Operations and Deployment Support

Manage day-to-day operations, production schedules, release change management process and
communications for a major integrated software application.

Successfully led the design and implementation of automation of over 500 nightly batch jobs, which in turn
allowed staffing efficiency.

Applied disciplined process to reduce incident levels by over 50% and achieved on-time production
schedules.

Led and organized extensive daily shift schedules for eight-member operations team to provide near 24/7
support of operations and production change request responsibilities.

7/2000- 10/2002 Logica, Inc | Senior Consultant

Assigned to Ford Motor Company’s IT division as a Process and Technology Group (PTG) analyst within a
large program development effort providing functional specification and data modeling support.

Led back-end releases of over forty application modules during 'Beta' launch of a major IT program. As
Release Manager, established processes, and guidelines for project teams to follow during module
migrations.

Successfully delivered program module after replacing previous analyst in midst of development effort.
Recognized by business customers for handling the situation positively.

6/1994-6/2000 Electronic Data Systems | Account Executive/Account Manager
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2/1991-5/1994 Electronic Data Systems | Engineering SE Supervisor

1/1985-1/1991 Electronic Data Systems | Engineering Systems Engineer (ESE)

Leadership responsibility for delivery of IT technology services portfolio worth $5M to GM Truck Engineering
client. Sales executive relationship management for client directors and their management teams, across
three departments. Directly managed up to twenty-five EDS staff members.

Structured a new test applications development service worth more than $2M annually, increasing non-
traditional IT revenue by 38%.

Selected by management and completed EDS’s Manufacturing Enterprise Leadership certification program.
Consolidated three geographically dispersed sites under a single integrated account structure.

Increased client satisfaction by establishing quality assurance measures, strengthening delivery processes,
and improving metrics for the Consistent Office Environment (COE) services hosting over 500 client PCs
across multiple locations.

Led Year 2000 (Y2K) project for document management applications and infrastructure, ensuring business
continuity with zero defects.

Manage day-to-day support for Engineering Analysis and Safety and Crashworthiness clients including key
client relations and new business development; as well as supervising employees, performing appraisals
and career planning.

Defined, planned, and executed numerous client/servers, engineering workstation and mainframe
technology projects.

Managed P&L support for $20M business including budgeting and forecasting.

Created a regional sales process for $150M business as part of action team.

Application maintenance, development, and client support for Computer-Aided Engineering software
systems for vehicle performance, powertrain simulation, and engine control optimization.

Advised product design engineers in usage of CAE applications and taught user course.

Authored a 500-page Reference Manual and co-wrote a 250-page Technical Manual.

Graduated from EDS’s Systems Engineering Development certification program.

V.

This section contains technical requirements pertaining to Information Security Services. Other sections of this
RFP contain additional requirements that must be met to be considered responsive. Mandatory Evaluated (ME):
(ME) requires a response which is evaluated by the evaluation team. Offerors who do not provide a response to a
(ME) section may be found non responsive.

TECHNICAL RESPONSE

GSG’s Response:

Understanding of Requirement

GSG demonstrates a thorough understanding of the requirements detailed in the Master Agreement, specifically
those outlined in Section 5: Notification and Credit Monitoring Services. These requirements focus on the timely
activation of services, secure handling of sensitive data, adherence to regulatory compliance, effective customer
engagement, and robust reporting. The following response maintains the original structure (1-5) and includes added
metrics and improvements for scoring optimization.

1. General Approach and Understanding

GSG'’s Notification and Credit Monitoring Services are designed to be rapidly deployed, policy-compliant, and fully
customizable. We understand that Participating Entities may activate services under emergency or planned
circumstances, and our approach accommodates both.

Key components of our approach include:
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e Activation Readiness: Services are available 24/7/365. Our
team maintains “hot standby” status and is capable of full-scale
mobilization within four hours of a triggering event.

e Customizable Notification Plans: We work with each T - T
Participating Entity to develop communication strategies based S g Gl g b g O
on breach size, location, and population affected. 9

e Scalable Delivery: Our infrastructure supports event sizes
ranging from 500 to over 500,000 affected individuals.

o Data Ingestion and Deduplication: We cleanse, normalize, The "Service Activation Timeline" graphic

Service Activation Timeline

Reporting

and deduplicate data prior to notification generation to ensure illustrates the sequential flow of key

integrity, reduce mail volume, and protect sensitive PII. breach response stages: Triggering Event,
¢ Multilingual and Accessible Communication: All notices, Activation, Notification Drafting,

scripts, and portals are WCAG 2.1 AA and Section 508 Deployment, and Reporting.

compliant. Spanish translations and other languages are
available within twenty-four hours of request.

e Engagement Transparency: Participating Entities receive a daily incident summary and a dashboard view of
open items, individual status, and escalation flags.

Metrics:

e 99.6% of notification batches sent within required timeframes

e 100% accessibility compliance in the last six notification deployments

e 15% reduction in overall notification cost due to duplication and validated address matching

| 2. Cybersecurity Tools and Technologies

Our cybersecurity tools ensure the secure receipt, processing, and management of sensitive personal and health
data across the notification and monitoring lifecycle. These tools are enterprise-grade and deployed in high-
availability configurations.

Capability Tool/Platform Performance
Data Loss Prevention Symantec DLP, Microsoft Purview 100% outbound scan
Security Monitoring (SIEM) Splunk, IBM QRadar 15M+ logs/day
Endpoint Protection CrowdStrike, SentinelOne 35,000+ endpoints monitored
Encryption AES-256 at rest, TLS 1.3 in transit 100% compliance
Secure File Exchange  SFTP/PGP portals, MFA, DLP integration Zero breach rate
Zero Trust Enforcement Azure Conditional Access 98% MFA enroliment
Secure Storage AWS GovCloud, Microsoft Azure FedRamp 99.999% uptime

Details:

e Allfiles are logged and scanned upon intake, with access limited to a zero-trust role-based schema.
e Secure portals support bulk uploads, credentialed access, and configurable expiration.

o File integrity is validated using cryptographic hashes and signatures.
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CYBERSECURITY ARCHITECTURE
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3. Cybersecurity Methodologies and Practices

The following diagram illustrates the
incident lifecycle process, detailing
each phase from initial detection
through containment, remediation,
and final post-incident reporting.

Practices Include: Incident Lifecycle
e Forensic Imaging: Captures system state at time of breach using
tools like EnCase and FTK.
¢ Immutable Logging: All file access and evidence handling actions w
are logged and preserved.
e Malware Detection: Email and file attachments used in notifications
are scanned by multiple AV engines.
e Forensic Investigation: Our team performs root cause analysis S
and documents attack vectors and lateral movement within systems.
¢ Notification Control: Notices are barcoded and serialized for audit integrity.

GSG follows a Defense-in-Depth strategy supplemented by NIST, I1SO,
and CIS control frameworks. Every incident response and data notification
process are built on secure-by-design principles, and all digital pathways
are audited in real time.

Eradication

Performance Metrics:

e 97% of security events closed without reactivation or escalation
e <1% incident response SLA breach

e 100% Chain of Custody documentation accuracy

4. Frameworks and Compliance Standards

GSG’s security model, documentation practices, and process compliance are structured around nationally
recognized standards and legally binding privacy regulations.

We meet or exceed:

NIST 800-53 and 800-171 Moderate Baseline Controls

ISO/IEC 27001:2022 (Information Security Management System — Certified)
SOC 2 Type Il (All five TSCs)

FIPS 140-2 validated encryption modu